Dimacs Technical Report 2001-20

June 2001

Mobile Filters for Efficient Dissemination of Personalized

Information Using Content-Based Multicast by

Rahul Shah *

E-mail: sharahul@paul.rutgers.edu

Address: Dept.of Computer Science

Rutgers University

New Brunswick, NJ 08903

Ravi Jain, S. Rajagopalan, Farooq Anjum

E-mail: {rjain,sraj,farooq}@research.telcordia.com

Address: Telcordia Technologies

445 South Street, Morristown,

NJ 07960

DIMACS is a partnership of Rutgers University, Princeton University, At&T Labs-Research, Bell-labs, NEC

Research Institute and Telcordia Technologies (formerly Bellcore).

DIMACS was founded as an NSF Science and Technology Center, and also receives support fromthe New J ersey

Commission on Science andTechnology.

Abstract

T here has been a sur ge of interest in the deliver yof personalized infor matio n to users (e. g. personalized stocks or travel infor mation), particularly as the amo unt of infor mation readily available fro mso urces like the World Wide Web increases, and mobile users with limited ter minal device capabilities increasingl y desire updated, targeted infor matio n in real time.

When the number of infor matio n recipients is large and there is sufficient co mmonalityin their interests, as is often the case, it is worthwhile to use multicast rather than unicast to deliver the infor mation. Ho wever, traditional multicast services, e.g. at the IP level, do not consider the str ucture and semantics of the infor mation in the multicast process. We consider the use of

Content-Based Multicast (CBM) where extra content filtering is performed at the interior nodes of the multicast tree so as to reduce network band width usage and deliver ydelay, as well as to reduce the co mp utation required at the so urces and sinks.

Note that filtering could be perfor med at the IP level or, more likely, at higher so ftware layer s e.g. in applicatio ns such as publish-subscribe and event notification systems.

In this paper we evaluate the situatio ns in which CBM is worthwhile. T he benefits of CBM depend criticallyupon ho wwell filters are placed at interior nodes of the multicast tree, and the costs depend upon tho se introduced b yfilters themselves.

Further, we consider the benefits of allo wing the filters to be mobile so as to respond to user mobility or changes in user interests, and the corresponding costs o f filter mobility. We consider two criteria: minimizing total networ k band width utilization and minimizing mean infor matio n deliver y delay. For each criterion we also develop a heuristic that runs faster than the optimal algorithm. Finally, we evaluate all the algorithms b y means o f simulation experiments.

Our results indicate that filter s can be effective in substantially reducing band width and delay. We also find filter mobility is worth while if there is sufficient localityin the interests o f users, or there is mar ked large-scale user mobility. We conclude with suggestio ns for further work.

1 Introduction

Future infor mation systems will increasinglyrely on multicast facilities for delivering the results of diver se applications to gro wing number s of users. Multicast will increase in importance at all levels o f infor mation and networking systems. A case in point is the deliver yof personalized infor mation to users, particularly mobile users who desire real-time tar geted infor mation (e. g. stocks or traffic infor matio n.) Multicast is also used in the signaling and management protocols of networks, e.g. for congestion co ntrol [Kasera00]. It is also being used at the middleware level, e.g. in event sub scription and notification mechanisms for Java and CORB A [OMG97]. And of co urse, multicast applications like Internet radio, chat, and conferencing are proliferating rapidly.

Alo ng with this increase in the use and importance of multicast, we also observe a need to generalize the notion o f multicast to bring its advantages to bear on more sophisticated and specialized uses. T raditional or Basic Multicast (BM) typ ically consists of a set (or group ) of participants, of which (typically) o ne is a so urce of infor mation and the other are sinks; any infor mation generated bythe so urce is delivered to the rest of the group, essentially b ysetting up a multicast tree fro mthe source to the recipients. T ypicallythe size of a group is more than a few hosts and much less than the total number of hosts in the system. Multicast is then highly desirable co mpared to broadcast (to all hosts in the system) as it consumes less network band width and does not require any processing at hosts which are not intended recipients. M ulticast is preferable to unicast (to each recipient in the group) as it requires less band width as well as processing and delayat the so urce. Various enhancements to basic multicast seek to provide reliable deliver y(e.g. ever ymessage is delivered exactlyo nce) or causal deliver y( message ordering is preserved), or both, and seek to do so efficiently in ter ms of reducing the over head to set up and manage the gro up as recipients join and leave.

In this paper we do not focus o n the process of setting up the basic multicast tree itself, and assume that an appropriate method has been used for this purpose. Ho wever, we observe that basic multicast does not concern itself with the content or structure of the infor matio n being delivered. Any str ucture in the infor matio n can only be acco mmodated either b ysetting up multiple multicast groups or byusing the co ncept of multiple layers in the same multicast group as has been proposed for video applications. T he latter though requires the data to be highly str uctured as the recipient cannot receive any arbitrary layers. As an example for the for mer, multicast groups corresponding to different sources (e.g. Internet radio channels or chat server s) can be set up. Once a recipient joins a group it receives all the infor matio n sent to the gro up; anyfurther filtering or control can only be done b ythe end-user ´s application or the user her self. T hus there is a limit to the amo unt of filtering or personalizatio n that can be achieved with basic multicast.

For example, consider disseminating real-time stock quotes for the New York Stock E xchange (NYSE). Using basic multicast the so urce has a limited set of options. One option is to transmit q uotes for all NYSE stocks (currently about 5000) on a single multicast channel. Another is to divide the stocks into a limited number of gro ups (each with roughly equal number of recipients, say) where each recipient typically subscribes to multiple groups, filters out unnecessar yinfor mation fro meach group, and collates the remaining q uotes into a personalized result. T hus for a given set of infor mation being disseminated, providing finer -grained filtering increases the number of multicast group s, which increases the burden on the recipient (the application or user) as well as the network to manage group membership. On the other hand, if fewer groups are used, the recipient has to filter out a large amo unt of unnecessar yinfor matio n and net work band width is utilized inefficiently.

T he limitations of basic multicast beco me much more severe once the recipients desire more co mplex filtering and personalization, and especially if the infor matio n being delivered is unstructured or has limited meta-data. For instance, one recipient of an I nternet radio channel maydesire to block out all advertisements, except those for cars, which she is currently in the mar ket for; another likes countr ymusic but cannot abide certain artists or songs; a third wants news but no more about the latest celebrityscandal; and so on. Even if the infor mation is well-str uctured, e.g. the NYSE stock quotes examp le above, users can desire co mplex filtering e.g. ^Infor mme only if T elcordia stock changes b ymore than 10% in price or 5% in volume co mpared to yesterday~.

We consider a formo f Content-Based Multicast (CBM) that takes into account the str ucture and semantics of the infor mation being disseminated and attempts to minimize both net wor k utilization as well as the processing at the recipients b y intelligently filtering the information being disseminated as it propagates to wards each recipient. We consider a solution where this is done b ymeans of filters , which can potentially be mobile , residing at (a sub set of) the inter mediate nodes in the network, either in IP or application-level routers or at attached CBM servers. A filter can then applyco mplex criteria and ensure that infor matio n propagates do wn the tree to a child only if it is desired b ya user at a leaf in that child´s subtree.

While filters thus increase multicast efficiency they also introduce additional co mputation, complexity and delayin the multicast process, and hence the number of filters in the netwo rk sho uld be limited. As users mo ve or change their filtering criteria, or as the infor mation being disseminated changes, filter s may mo ve fro mo ne interior node to another in response.

Essentially CBM reduces networ k band width and recipient co mp utatio n at the cost o f increased comp utatio n in the network.

CBM at the application level is increasinglyimportant as the quantity and diversity of information being disseminated in infor mation systems and networks like the Internet increases, and user s suffering fro minformation o verload desire personalized infor mation. A for mof CBM is also useful at the middleware level [Carzaniga98, Aguilera98] and network signaling level [Kasera00]. In addition, CBM is increasingly important as wireless net wor ks (ad-hoc networks, multi-hop packet radio networks, wireless LANs and wide-area cellular networks) proliferate, since wireless band width is scarce and resources (in ter ms of co mp utatio n, storage and batter ylife) at wireless devices are limited.

T here has been so me previo us work in diverse areas that CBM can address [Carzaniga98, Aguilera98, Kasera00,

Donahoo98]. Event-based middleware infrastr ucture is becoming increasingly commo n [Carzaniga98, Segall97, OMG97] and essentially consists of an event to which processes ( listeners or observers ) can sub scribe; when the event occurs, only the listening processes are infor med. T his mechanism is ver ydesirable as it provides loose coupling and yet good performance since listeners only receive notifications for preciselythose events they are interested in. In [Carzaniga98] the authors define a useful for mal syntax and semantics for the event notification service. It is clear that the service can be considered a special case of CBM. Ho wever, they do not consider in detail ho wthe ser vice would be implemented and do not consider ho w mobile filters could be used for the p urpose.

[Kasera00] proposes to use active services to address the challenges presented b yreliable multicast. Unlike the mechanism we propose theyassume the active services are statio nar y. [Aguliera98] addresses the problemo f providing an efficient matching algorithm suitable for a content based subscription system. [Banavar98] addresses the problemof matching the infor mation being multicast with that being desired byleaves. Ho wever, their scheme assumes that the sub scription pattern of user s is static. T hus, unlike CBM, theydo not use mobile filters and hence the proposed schemes can be considered as a special case of CBM. .

[Donahoo98] considers enhancements to the nor mal multicast alo ng three directions. At the networ k layer theytr yto investigate the relationship between the application perfor mance and the placement of the root of the multicast tree. T hey propose algorithms to influence the root placement as well as to migrate the root over a period of time thereb yfocusing on multicast routing. T heyalso consider modificatio ns to applications to take advantage o f netwo r k layer multicast. T hus unlike our approach, this approach does require modifying the applications and they also do not consider the use of mobile filters.

Finally theyalso stud yreliable multicast transport protocols. In [Joh00], the authors propose an application level multicasting system. In this work the authors focus on procedures to build efficient data distributio n trees that adapt to changing network co nditions.

[Opyr00] considers a problemsimilar to the problemthat we consider but the solutio ns that theyinvestigate are within the confines o f nor mal IP multicast. Hence, theymainly consider ways of minimizing the number of multicast groups either by judicious clustering of the users or byminimizing the amount of ^wa ste~ infor mation sent to users. It is though obvio us that such an approach will not only be inefficient but will also beco me infeasible with a wide variability in the subscription requests of the different users in the system. [ Zho u00] on the other hand propose a variation of IP multicast in which the source decides on the multicast receivers of a data stream based on the data contents.

T he benefits of CBM depend criticallyupon ho w well filter s are placed at interior nodes of the multicast tree, and the costs depend upon those introduced byfilter s themselves. Further, there is a tradeoff between the benefits o f allo wing the filters to be mobile so as to respond to user mobility or changes in user interests, and the corresponding costs o f filter mobility. I n this paper we thus address issues related to mobile computing and networking rather than wireless co mmunication, i.e., mobility of software ( filters) as well as users. In later wor k we will consider the effect of so me of the links in the multicast tree being wireless.

The contributions of this paper can be summarized as follows. We consider two objectives for developing filter placements:

minimizing total network bandwidth utilization and minimizing mean information delivery delay. For each objective we develop an algorithm for filter placement, show that it is optimal, and derive its time complexity. For each objective we also develop a heuristic that runs faster than the optimal algorithm. Finally, we evaluate all the algorithms by means of simulation experiments.

T his paper is organized as follo ws. In sec. 2 we describe the system model, and the two placement objectives. In sec. 3 we develop an algorithm for filter placement so as to minimize band width and sho w that it is optimal; in sec. 4 we develop an optimal algorithmfor minimizing mean delay. In sec. 5 we develop heuristics corresponding to our optimal algorithms. In sec. 6 we describe results from simulation experiments to evaluate the optimal and heuristic algorithms. Finallyin sec. 7 we end with a summar yand so me conclusions.

2 System model

We assume for simplicity that there is a single source of infor mation connected b yan IP network to a set o f recipients. T he source periodicallyreceives updated infor mation to be disseminated. We assume that a multicast tree has been set up using an appropriate protocol; the root is the source and the leaves are the recipients. For CBM we assume that there is a set of software mod ules, called filters, distributed at the interior nodes of this multicast tree. T he filters reside at filter platforms , which can be IP routers or at servers attached to the local subnet of a router. We stress that our model does not require that all routers in the system be modified; an overlay of CBM servers can be laid out, similar to that proposed by[Carzaniga98].

In sec. 2.1 we describe the backgro und on ho wthe filters operate and ho w infor mation is disseminated in the multicast tree, giving a numerical example in sec. 2.2 . In sec. 2.3 we describe ho wthe algorithm for determining where the filters should be placed in the multicast tree is carried out.

2.1 Subscription and matching

Filters can be written in any suitable language that allo ws execution across filter platfor ms. T he filters may mo ve fro mone filter platfor mto another. T hus, for example, filters co uld be mobile Java applets or programs, which are ver ywidespread and successful on the Internet, or they could be filter s as in Concordia [Kob99] or Aglets [T ai99] systems.

T here need not be a filter at ever yinterior node of the multicast tree. We define the filter tree as the subtree of the multicast tree such that each interior node of the filter tree has a filter, and the leaves o f the filter tree are the leaves of the multicast tree. For convenience we assume there is al ways a filter at the root of the multicast tree, i.e., the root of the multicast tree is the root of the filter tree.

T he infor mation disseminated b ythe source is described using a hierarchical infor mation schema of major keys, minor keys and sub keys where all are triples of the for m (type, name, value) . As an examp le, an item of infor matio n for an IBM stock quote maybe:

Major key: (string, exchange, NYSE)

Minor key: (string, symbol, IBM)

Subkeys: (float, prior_closing_price, 95), (float, current_price, 98),

(float, 52_week_high, 110)

Obviouslyvarious optimizations can be perfor med in this schema that we will ignore for simp licity.

Each filter collects requests for personalized infor mation ( subscriptions ) fro mits children in the filter tree. A subscription consists of the description of an item along with a filter criterion specifying operators on its values. For example, in addition to the data itemspecified above (IBM stock quote) the subscription request for a particular user u could say:

Filter: (float, current_price, >, 100) indicating the recipient is to be notified if the current price exceeds $100. Filter criteria can be combined with logical operators to make more co mplex filters.

T he filter for wards subscriptions to its parent filter in accordance with a subscription algorithm . T he filter maintains a subscription table of current subscriptio ns that it kno ws about and the child in the filter tree that each subscription originated fro m. If a ne wsub scription request is subsumed b yan existing subscriptio n the filter updates the table only; otherwis e it makes a new entr yin the subscription table and for wards the subscription to its parent. Co ntinuing the IBM stock quote example, if the filter received a new subscription request (from user u or anyother user in its subtree) with criterion

Filter: (float, current_price, >, 110) it wo uld not for ward the request to its parent.

Each filter sifts the infor mation it receives fro mits parent filter in accordance with a matching algorithm . T he filter compares the infor mation item received with the subscriptions in its subscription table. It then co mposes a message to each child filter containing only the infor mation (if any) matching the subscriptions originating fro mthat child. For an example o f a matching algorithm, see [ Aguilera98].

Filters can be in one of four states: active , migrating , spawning, or passive. A filter perfor ms the sub scription and matching algorithms o nlyin the active state. In the migrating state a filter physically relocates fro mone interior node to another. In the spawning state a filter either creates a new filter which will migrate to another node and become active, or will activate an existing filter at that node (bysending it an activation message). In the passive state the filter resides at a node and listens for activatio n messages fro mother filters b ut perfor ms no sub scription or matching algorithms.

T he subscription and matching algorithms executed at the filters are fairly straightfor ward and we will not describe them further. Observe that they are distributed algorithms in the sense that each filter only operates using infor mation in its local storage, and on-line algorithms in the sense that theyare executed as each infor mation item or subscriptio n is received.

2.2 Example

We use the multicast tree of Figure 1 to illustrate the benefits of CBM. T he subscription requests of each recipient (leaf), labeled A-I, for items ( numbered 1 to 8 in this example) are sho wn along the botto mo f the tree. T hese subscriptio ns propagate up the tree; interior nodes are labeled with the union of the subscriptions fro mthe leaves in their subtree. T he source send s the 8 (equal-sized) items of infor mation requested b yat least one recipient. With basic multicast, all 8 items are sent on all 15 links, resulting in 120 units o f total traffic. Each recipient then must filter out all undesired items. If filters are placed at everyinterior node of the tree, the traffic can be reduced to 50 units, and the recipients need not perfor many filtering.

Ho wever, recognizing that filter s themselves represent a cost, suppose we restrict the number of filters (in this case, arbitrarilyto 3), and place them at the shaded interior nodes. T hen the total traffic is reduced to 63, and some recipients e.g.

A-D, must perfor mfiltering, while others e.g. E-I, need not. No wsuppose so me users leave, mo ve or join the tree, or their subscriptions change; the total traffic will change. T his raises the questions we address in the rest of this paper: (1) how should a limited number of filters be placed to be most effective, and (2) as conditions change, is it worthwhile to mo ve filters in response?

Figure 1 : Exa mple of decreased bandwidth utilization with filters (shaded vertices have filters present.)

2.3 Filter placement algorithmframework

A filter placement on a multicast tree M = (V, E ) with vertex set V and edge set E

Í V x V is a set P Í V whe r e filters are

placed at all vertices in P and on no other vertex in V . Let |V| = n. T he root of M is denoted w and Tree(v) denotes the

subtree rooted at vertex v Î V. T hus Tree(w) = M.

All the filter placement algorithms we discuss operate in the CBM framework (see Figure 2 ). Note that this algorithm could

in principle be executed at the so urce or at some other arbitraryser ver; for ease of exposition we assume it is executed at the

source. Also note that the algorithms are centralized and operate upon the tree M that is in the source´s memor y. M

represents a model of the actual multicast tree set up on the networ k, and not the multicast tree itself.

CBM

Source

= Active Filter

1 2 3 4 5 6 7 8 Items

1, 3 1, 5

7,8 3, 6 4

6, 7, 8 3, 8 1, 8

3, 5

1, 3, 5 3, 6, 7, 8

3, 4, 6, 7, 8

1, 3, 5, 8

1, 3, 5, 6, 7, 8

1, 3, 4, 5, 6, 7, 8

Users

Items desired

A B C D E F G IH

Users may make or modifytheir subscriptions at anytime, and these subscriptions propagate up the tree to the source in

accordance with the subscriptio n algorithmdescribed previously. T he source collects the requests periodicallyinto batches.

At the end of each period the source runs the filter placement algorithmand calculates a new filter placement 1 . It then sends

signaling messages to the filters in the tree to activate, passivate, migrate or spawn filters as necessar y. T he source then

multicasts infor mation which is the unio n of the subscriptions in the current batch. Altho ugh we sho w the pseudocode in

Figure 2 as a single process, it is clear that so me of the actions, e.g. collecting batch requests and calculating the new

placement, could be done concurrentlywith the multicast of the infor matio n items.

For simplicity we make the follo wing assumptions in the rest o f the paper: (1) each infor mation item is o f unit size; (2) the

size of an infor matio n itemis much greater than the size of a signaling message; and (3) the delayto send the filter s signaling

messages, and for them to respond with the appropriate action, is much less than the time to multicast the infor mation

required in a batch.

T he step of calculating the amount of infor mation flo w f required at each vertex based on the set of subscriptions B is as

follo ws. For each leaf v Î V the so urce calculates f(v) as the size o f the subscriptio n request fro mthat user. T he source then

repeats this process recursively up the tree. T his infor matio n can be obtained by calcuating succesive unio ns. It can be

calculated when the subscriptions are processed, with little extra effort. It is straightfor ward to see that this takes time linear

in number of vertices.

We consider two objective functio ns to deter mine the effectiveness of a filter placement. T he total traffic T is the sumo f the

band width used in the multicast tree to satisfy a given set of subscriptio ns. T he mean delay D is the average delayfro mthe

instant the source multicasts the infor mation to the instant that a leaf receives it.

Figure 2 : Pseudocode for CBM framework

1 In the case of the heuristics to be described later, once filters are placed, we do not need all subscriptions to be sent up to the

source. T he filters can carr yout the necessar ycalculations and only send summar yinfor mation to the source. Ho wever, for

simplicitywe o mit description of this improvement.

Content-Based M ulticast framework (M ) {

/* M = (V, E) is the model of the

multicast tree */

B = {b(u): u is a leaf of M} , where b(u) is the set o f

items requested b yuser u ;

repeat ever ytime period {

Batch new subscription requests b´ and

cancellatio ns c´ into B´ = {b´(u), c´ (u)} ;

B = {b(u) È b´(u) \ c´ (u)} ;

Calculate the new inco ming flo w f(v)

required at each vertex v Î V based on B ;

/*Find new filter placement */

P = FilterPlacement(M, f, P) ;

Issue instructio ns to enact the ne w

placement P;

Multicast the infor matio n requested in

B over M ;

}

}

3 Minimizing total traffic with k filters

We develop an algorithm for finding a filter placement so as to minimize the total band width consumption for a given set of

subscriptions assuming required flo wvalues are provided at each vertex. As mentio ned previously filters cause over heads in

ter ms of processing and delay. For the problemof minimizing total traffic we model this constraint as a limitation that at

mo st k filters maybe placed within the multicast tree, i.e., the resulting filter placement |P| £ k .

Here for simplicity, we describe the algorithm for binar ymulticast trees; an extension to arbitrar ytrees is sho wn in the

Appendix. For a vertex v Î V let L(v) and R(v) denote the left and right child of v respectively. We also define the Lowest

Tight Ancestor (LTA ) of v as the lo west ancestor of v whose parent has a filter, and denote it A(v) . If the parent o f v has a

filter, then A (v) = v.

Let T(v, i, p) denote the minimum total traffic in Tree(v) given that up to i filters can be placed in Tree(v) and the LT A of v is

A(v) = p. T hus the objective functio n is to minimize T(w, k, w) , where w is the root of M. (Recall that the source multicasts

an itemo f infor mation onlyif it is required byso me user.) T he total traffic can be expressed as the follo wing recurrence

relations, where for notational co nvenience we set L(v) = l, R(v) = r, A (v) = p .

If v is a leaf then

T(v, i, p) = 0 for all p,i

Other wise

T(v, i, p) = min {

f(l) + f(r) + min [0 £ j < i: T(l, j, l) + T(r, i - j - 1, r)] , if v has a filter

2 f(p) + min [0 £ j £ i: T(l, j, p) + T(r, i - j, p)] , other wise

}

Theorem 1. T he minimu mtotal traffic in the CBM tree rooted at w given that at mo st k filters can be placed in the tree is

given b ythe recurrence relations for T(w, k, w).

proof. T he proof is byinduction on the height h of the CBM tree. Clearlyfor h = 0, v must be a leaf so the total traffic is

zero, which is minimum . For h > 0 consider an arbitraryvertex v (see Figure 3 ). T he traffic entering its LT A is f(p ) , since

the filter at the parent o f p will ensure that only the flo w required in Tree(p ) is sent to p. Now f(p) wil l also be the inco ming

flo w to v since there is no filter between v and p to reduce or modifythe flo w in anyway . If a filter is placed at v it will

ensure that onlythe flo ws strictlyrequired in Tree(l) and Tree(r) are sent to the left and right child respectively; other wise,

both children will receive flow f(p ). T he decision to place a filter at v is made such as to minimize the total traffic assuming

that j (j = 0, 1, 2 ..) filters are placed in the left subtree and the remaining filters are placed in the right subtree. Assuming

minimality of values calculated at vertex l and vertex r byinduction, we get the minimality of values calculated at v. �

Figure 3 : Filter placement to minimize total traffic

Theorem 2. T he filter placement to achieve minimu mtotal traffic in the CBM tree given that at mo st k filters can be placed

in the tree can be comp uted in time O(kn 2 ).

proof sketch. T he optimal placement can be co mputed using d ynamic programming. At each vertex a table of at mo st O(k

n) different values of T is maintained. T o comp ute each value requires at mo st k co mparisons. Since there are n vertices in M

Lo we st

An ce stor , p

f(p)

f(r) f(l)

T(v, i, p)

i filters,

max

j

filters i - (j - 1)

filters

No de v f(p)

j j

T ight

j for which these tables are to be computed the total time required is O(k 2 n 2 ) . Ho wever, observe that relativelyfew vertices in

the tree have both left as well as right subtrees of size co mparable to k (sayat least k/2 ). Hence typically for mo st vertices we

require much less than k co mpariso ns. A careful analysis o f this similar to the o ne for the k -med ian problemo n trees

[T amir96] sho ws that the time co mplexity is O(kn 2 ) . �

4 Minimizing mean delay

We no wconsider the benefits o f filters in reducing the mean delayo f delivering infor mation to individual users. Filtering

reduces transmissio n delayb yreducing the amount of infor matio n transmitted to nodes downstream. Ho wever, the filters

themselves introduce a delay, leading to a trade-off as to whether it is worthwhile to place a filter at a node.

For simplicity we assume that (1) the delayon a link is proportional to the length of the message transmitted across the link,

ignoring propagation delayand (2) the delayintroduced bya filter is a (typicallylar ge) constant, F . Once again, for

simplicitywe describe the solution for binar ytrees. T he extension to the general case is straightfor ward and is o mitted.

Let d(v, u, g) be the delayfor sending traffic g fro mvertex v to leaf u in the tree M , i.e., it is the sumo f the transmission

delays for sending g over each link in the unique path fro m v to u. T hen, assuming no intermediate filtering, the total delay

for sending traffic g fro mvertex v to Tree(v) is the sumo f d(v, u, g) over all leaves u in Tree(v). In the follo wing we will

consider the problemof minimizing total delay, which is simpler in ter ms o f notatio n; mean delayis minimized also as a

result.

No wconsider a CBM with a required flo w f kno wn for each vertex in the tree. For a vertex v with LT A A(v) = p , let D(v, F,

p) denote the minimum total delayin Tree(v), given that filters introduce a delay F. Let s(v) deno te the number of leaves in

Tree(v) , and c the link delayper bit. T hen the minimum total delaycan be expressed b ythe follo wing recurrence relation,

where L(v) = l, R (v) = r, A(v) = p .

If v is a leaf then

D(v, F, p) = 0 for all p

Other wise

D(v, F, p) = min{

s(v) F + f(l ) s(l) c + f(r) s(r) c + D(l, F, l) + D(r, F, r), if v has a filter

f(p) s(v) c + D(l, F, p) + D(r, F, p), other wise

}

Theorem 3. T he minimu mtotal delayin the CBM tree rooted at w given that filters introduce a delay F is given b ythe

recurrence relations for D(w, F, w).

proof. T he proof is byinduction on the height of the CBM tree, and is similar to the proof for T heorem1. We omit details

for brevity. �

Theorem 4. T he filter placement to achieve minimu mmean delayin the CBM tree given that filters introduce a delay F can

be computed in time O(n 2 ).

proof. T he proof is similar to the proof for T heorem2. We omit details for brevity. �

5 Heuristics for filter placement

In the previous two sectio ns we have described algorithms that deter mine an optimal filter placement for two objective

functio ns: to minimize total traffic in the tree or minimize mean delayfor user s to receive infor mation; these algorithms run

in time O(kn 2 ) and O(n 2 ) respectively. It is desirable to have filter placements calculated quicklyso that the source can

respond quickly to changes in user subscriptions. Also, when user subscriptions change, the optimal algorithm mayrequire

many of the k filters to mo ve; since filter mobility has a cost, it is desirable to restrict it in so me way. In the follo wing we

develop a framework for running heuristics, and introduce heuristics that run in linear time for each of our objective

functio ns, but are sub-optimal

Heuristic fra mework. T he filter placement heuristics run in essentially the same framework of Figure 2 as the optimal

algorithms, with the exceptio n that the heuristics take into account not only that filters have costs ( which the optimal algorithms model as constraints on the number of filter s k, or as a filter delay F ), but that moving a filter has a cost. T hus

while the optimal algorithms calculate a new filter placement for each batch, where potentiallythe positions of all filters ma y

change, in the heuristics we allo w o nlyo ne filter to be moved for each batch. (Clearlythis constraint could be generalized to

allo wso me i £ k filter mo ves, but as we shall see fro msimulations, the single-mo ve heuristics work sufficientlywell.)

Both the traffic-reducing and the delay-reducing heuristics calculate a metric called I mportance, I(v) for each v in M .

Infor mally, the I mportance of a vertex is an estimate of the value of placing or removing a filter at that vertex in ter ms of the

objective function (reducing traffic or delay). T he importance of a vertex depends on the current filter placements in the tree.

T he Importance is easier and quicker to calculate than the calculations in the optimal algorithm.

T he Importance value is used, for each batch where a heuristic is r un, to deter mine whether to mo ve a filter, as follo ws.

Consider the set of vertices that do not currently have a filter placed there; let vertex v of that set have the highest I mportance

I(v), with ties broken arbitrarily. Similarlyco nsider the set of vertices that do have a filter, and let vertex w of that set have

the lo west I mportance I(w) . T hen the heuristic infers that it may be desirable to move the filter at w to v . T he heuristic also

considers vertices with filters who se parents do not have filters (or vice versa.)

T he heuristic can be described as three steps.

1. Importance flip. Consider the most important vertex witho ut a filter, v , and the least important vertex with a

filter, w. If moving the filter fro m w to v will reduce the total traffic, the heuristic does so.

2. Parent-child flip. If the I mportance flip wo uld not reduce the traffic, the heuristic co nsiders each vertex with a

filter who se parent does not have a filter (or vice versa). If mo ving the filter to the vertex without the filter

wo uld reduce traffic, the heuristic does so.

3. If neither flip wo uld reduce traffic, the heuristic does nothing.

5.1 Heuristic to reduce total traffic

We no wdescribe the specific operation of the traffic-reducing heuristic given the framework described above.

T he Importance metric for the minimum traffic case is calculated as follo ws. Let the weight of a subtree Tree(v) of M be

denoted w(v). T he weight represents the number of ed ges in Tree(v) affected b ythe placement of a filter at v . T hen, the

I mportance of a vertex v is defined b ythe follo wing recurrence relations, where L(v) = l, R(v) = r, A(v) = p .

I(v) = (f(p) ˘ f(l)) w(l) + (f(p) ˘ f(r)) w(r)

where for a vertex x

w(x) = 1, if x has a filter

1 + w(L(x)) +w(R (x)) , other wise

T he intuition behind this I mportance metric is sketched as follo ws. If a filter is placed at v then excess traffic will not be

directed to l. (T he same idea holds for r .) T he amount of this excess traffic is f(p ) ˘ f(l) . If l also has a filter, then the savings

will onlyapplyto a single link, the link fro m v to l ; other wise, it will applyto all links fro m v until its next descendant that

has a filter .

T he intuition behind the Parent-child flip is sketched as follows. T he Importance flip may not catch cases where mo ving a

filter fro ma parent, say v , to a child, say r , is beneficial. Since there is no filter at r, w(v), and hence I(v), is greater than it

wo uld be other wise. Further the filter at v means f(r) , and hence I(r), is less than it wo uld have been other wise. T hese two

effects together mayincorrectly inhibit the mo vement of the filter fro m v to r .

Theorem 5. T he execution time o f the traffic-reducing heuristic is O(n).

proof. T he Importance for each vertex in M can be calculated using the recurrence relation above, and it is straightfor ward to

sho w that no vertex is co nsidered twice, so that the executio n time for this calculation is O(n ). If an I mportance flip has to be

done, onlythe most important vertex witho ut a filter and the least important vertex with a filter have to be found, which takes

time O(n) ., i.e., sorting all the vertices b yI mportance is not required. Once the two candidate vertices have been found b y

the I mportance metric, deter mining whether flipping themred uces total traffic, given that all other filters remain unchanged,

can also be done in time O(n ) . T he calculations for the Parent-child flip involve looking at each vertex and its parent only,

which for each vertex is time O(1 ) , and so over the entire tree can be done in time O(n ). �

5.2 Heuristic to reduce total delay

T he delay-reducing heuristic operates in the same framework as the traffic-reducing heuristic. Ho wever, the I mportance

metric is calculated using the quantity s(v) , the number of leaves in Tree(v) , as follo ws. Once again A(v) = p .

I(v) = (f(p) ˘ f(l)) w(l) c + (f(p) ˘ f(r)) w(r) c ˘ s(v) F

where for a vertex x

w(x) = s(x), if x has a filter

s(x) + w(L(x)) +w(R (x)) , other wise

T he intuition behind this I mportance metric is sketched as follo ws. T he quantity w(x) here is the sum of the lengths o f parts

of the paths fro m x to all leaves in Tree(x) . If a filter is placed at v then excess traffic not directed to l is f(p) ˘ f(l), resulting

in a reduction in delayof (f(p) ˘ f(l)) c. (T he same idea holds for r .) If l has a filter this reduced delayis enjoyed b yall users

in Tree(l) . If l has no filter, then the savings will also applyto all links fro m l until its next descendant that has a filter.

Theorem 6. T he execution time o f the delay-reducing heuristic is O(n).

proof. Similar to T heorem5, so o mitted. �

6 Simulation Results

In the follo wing we describe simulation experiments to evaluate the effectiveness of the filter placement algorithms and

investigate the regimes where they are worthwhile. T here are a large number of possible scenarios that can be simulated. We

have chosen several interesting scenarios that attemp t to answer the follo wing basic questions:

1. Can filters be effective in reducing CBM traffic? If so, ho wdoes the number of filters used affect the traffic

reduction?

2. What is the impact of patter ns in user subscriptio n on the effectiveness o f filters in reducing CBM traffic?

3. Ho weffective is the traffic-reducing heuristic for so me possible subscription patterns?

4. Under what circumstances does filter movement make sense for reducing CBM traffic, and ho w much impact can it

have?

We also carried out simulation experiments to answer the same questio ns for minimizing mean delay. Ho wever, due to lack

of space we do not include all of them here. T he traffic results are sho wn in sec. 6.1, and the delayresults in sec. 6.2. Our

experiments sho w that in most cases the traffic and delaycases are qualitativelysimilar.

All the simulation experiments were carried out for a complete binar ytree of seven levels, i.e., n = 127 vertices and 64 leaves

(users). We assume that the source has m = 64 distinct informatio n items that users can choose fro m. T he probabilitythat a

user i , 0 < i < 65 , chooses an item j, 0 < j < 65 , is denoted P(i, j).

6.1 Minimizing total traffic

6.1.1 Effectiveness of filters in reducing total traffic

In this experiment we allo wusers to have unifor msubscription probabilities, i.e., P(i, j) = P . We var y k fro m0 to 63 , and

measure the total traffic after the optimal algorithm has placed the k filters. T he total traffic is measured in ter ms of

messages, where one infor mation itemtraversing one link counts as one message. T he results are sho wn in Fig. 4.

Figure 4 : Total traffic with optimal placement of k filters, with uniformsubscription probability and k varied

We see that when filters are introduced ( k > 0) the total traffic can drop sharply. Filters have mo st effect when subscriptions

are sparse ( P is lo w), because as P increases theyhave less and less work to do; when P = 1 all users want all items and CBM

is the same as basic multicast. (Note that when subscriptio ns are ver ysparse there is a small dip in traffic for k = 0 because

at that lo w subscription rate not all m items are being requested b yuser s.)

We also see that a small number of filters can have dramatic effects: with only3 filters and subscription probabilities of less

than 20%, traffic can be reduced byabout 12-50%. T here are diminishing returns as the numb er of filters is increased. We

see that in this experiment with k = 15 filters we can obtain roughly 75% of the traffic reduction co mpared to k = 63 over a

large range o f subscription probabilities.

6.1.2 Impact of locality in subscriptions

We no wconsider the ver y likelycase that user subscriptions are in fact not unifor mlydistrib uted, but that so me kind of

localityholds. We model localityin the follo wing way: users that are close in the multicast tree tend to have similar interests,

and a user ´s interests fall o ff rapidlyin the surrounding items of interest. T his localitymodel tends to capture a situation

where localityin the multicast tree corresponds roughlyto geographic locality (e.g. sibling leaves are physicallyclose

together) and users want location-based infor mation (as is o ften the case with infor matio n such as weather, traffic, etc.)

Clearly, other models of locality are also possible; we use this as one example.

Here, we have sho wn the case where average subscription probabilityis 0.2 and the probability P(i, j) = P/N if i = j , and

Pq r /N other wise, where N is a nor malization factor which ensures average probabilityof 0.2, q is a skew parameter and r is

the height of the lo west co mmo n ancestor of leaf i and leaf j . T hus r is a measure of the distance between i and j in the tree.

T he skew parameter q is 1 if sub scriptions are unifor m; the lo wer q , the more localityin the subscriptions.

kfi l ters

0

1,000

2,000

3,000

4,000

5,000

6,000

7,000

8,000

9,000

0 0.2 0.4 0.6 0.8 1

Subscription probability, P

Optimum Total Traffic

(messages)

0

3

5

10

15

20

30

63 q

0

1, 000

2, 000

3, 000

4, 000

5, 000

6, 000

7, 000

8, 000

9, 000

0 20 40 60 80

Num be r of fi l te rs

Optimum Total Traffic

(messages)

1

0. 99

0. 97

0. 95

0. 9

0. 8

0. 7

Ef f ect of localit y

Figure 5 : Effect of subscription locality on total traffic with optimal filter placement

We see that as before, in all cases, as the number of filter s increases the total traffic drops, with diminishing benefits. We

also see that with increasing localityfilter s are more beneficial, regardless of the number of filters. For k = 3 localitycan

decrease traffic further b yabout 15%, while at k = 63 almost 50% further reduction can be obtained.

6.1.3 Effectiveness of traffic-reducing heuristic

We next consider the effectiveness of the heuristic and co mpare it with the optimal algorithm, as follo ws. T he optimal

algorithm is r un at the start o f the experiment, and generates a placement, called init . For 49 subsequent time units (i.e., 50

batches total), user subscriptions are allo wed to var y, and for each batch the heuristic and the optimal algorithm are

compared. T he heuristic is constrained to move o nlyo ne filter at each time unit, while the optimal algorithm maymove an y

number of k filters.

T he experiment is carried out with users having unifor msubscriptio ns with P = 0.3 , and k = 15 filters. At each time unit,

20% of the users (probabilistically) change their subscriptions. T he total traffic with the initial placement ( init ), the optimal

algorithm ( opt ) and the heuristic ( heu ) are sho wn in Figure 6.

Figure 6 : Total traffic with initial placement, optimal algorithm, and heuristic, with uniformsubscriptions

We see that for unifor msubscriptions in this case the initial placement perfor ms ver ywell, and in fact neither the optimal nor

the heuristic algorithmdo much better. T he reason for this is straightfor ward: with unifor msubscriptio n probabilities, once k = 15, p= 0.3

Al gor i thmused

5,220

5,230

5,240

5,250

5,260

5,270

5,280

5,290

5,300

- 10 20 30 40 50 60

Trial inst ance (ti m e unit )

Total traffic (messages)

opt

heu

init filters have been placed what reallymatter s is the quantityo f infor mation desired b yeach user; this is especially the case with

relatively large subscription probabilityand relativelylarge nu mber of filters.

6.1.4 Effect of filter movement

We no wconsider a situation where filter mo vement makes an impact on total traffic. T he situation we consider is where

users themselves move, for two mobilitymodels.

Co mmuter user mo bility model. T he situation we consider is where users themselves move, in a manner similar to

commuters.We assume that users in the left and right subtrees have a subscriptio n skew of q . (See Figure 7.) T hus at time

unit t = 0 , users in the left subtree have subscriptions with unifor mprobability P = 0.3 + q , while tho se in the right have 0.3

˘ q. For t = i > 0 , however, the probabilityof user i in the left subtree is swapped with that of user i in the right. In this

manner, probabilisticallyspeaking, we model the mo vement of users fro m the left to the right (e.g. fro mwor k to ho me) as a

change in subscription probabilities.

Figure 7 : Commuter user mobility model

With this model, we see that in fact filter mobilitybeco mes ver y important. In figure 8 we sho wthe extra reduction in total

traffic when filters are mobile as against static, as a percentage, for different values of skew q. When q=0 there is no ske w

and initial position of filters is good enough. B yallo wing mobilitywe don’t get much extra reduction. T hen regrdless of

number of filters used, there is little change in the total traffic when mobility of filters is allo wed, since sub scriptions are

unifor mand stay so. Ho wever, as skew is increased, indicating more user mobility, the mobilityo f filters beco mes more

effective. For a given skew we observe that, for around k= 16 filter s, mobility of filters is less effective. T his is because when

number of filters is 16, they tend to place themselves at the middle level o f the co mplete binar ytree. And this structure being

ver ystable, there is not much mobilityo f filter can achieve there.

Figure 8 : Effect of user mobility and filter mobility on total traffic p = 0.3 + q p = 0.3 - q p = 0.3 + q p = 0.3 - q

S ub s cr ip tio n s ke w , q

0

10

20

30

40

0 10 20 30 40

Nu mbe rof fil te rs

Reduction intraffic wi th fil term obi l ity(%)

0. 2

0. 1

0

Extreme user mobility model. We no w consider an extreme example of user mobility. At time t = 0, ever yuser subscribes

to ever ymessage with probability P = 0.3 and there are k = 15 filters. T hen at t = i , user i (nu mbering fro mleft to right)

leaves the system and cancels its subscription. We see that with time the initial placement beco mes more and more

ineffective, while the optimal and heuristic algorithms perform ver ywell. We also notice that the heuristic perfor ms almost

as well as the algorithmin this case.

Figure 9 : user mobility scenario where the initial placement performs poorly

6.2 Minimizing mean delay

6.2.1 Effectiveness of filters

We carryout the same experiment as in sec. 6.1 , but for minimizing mean delay. T hus users have unifor msubscription

probabilities. T o model the cost of filters, we var y the delay F introduced b yan filter fro m100 to 2000 time units. T he

results are qualitativelysimilar to those for minimizing total traffic, and indicate that filters can be ver yeffective.

Figure 10 : Effect of filters on total (hence mean) delay, for uniformsubscriptions and varying filter delays

6.2.2 Impact of locality

T his section is ver ysimilar to section 6.12. We model the locality in the same way. We observe that filters are more effective

when sub scriptions have more localitybias.

Filter delay,F

0

100000

200000

300000

400000

500000

600000

0 0.2 0.4 0.6 0.8 1

subscription probability tot

al

del

ay

100

200

500

1000

2000 mobility required

0

100000

200000

300000

400000

500000

0 11 22 33 44 55

64-#users totaldelay/error

opt

i ni t

heu e f f e ct o f lo calit y

300000

320000

340000

360000

380000

400000

420000

440000

460000

480000

500000

0 500 1000 1500 2000

f ilt e r d e lay total delay

1

0.99

0.97

0.95

0.9

0.8

0.7

Figure 11 : Effect of subscription locality on delay

7 Conclusions

In this wor k we have considered the effect of using mobile filters for achieving personalized deliver y using the paradigmof

content-based multicast. Personalized infor matio n deliver y has beco me an important and lucrative applicatio n-level service.

CBM is also applicable to other important facilities, e. g. event subscription and notification. Ho wever, the effectiveness of

CBM depends upon the placement of the filters, and their movement in response to changes in user subscriptio ns and mo tion.

We have developed optimal algorithms for placement of filter s to minimize total traffic as well as to minimize the mean

delayexperienced b yusers in receiving infor mation. Both algorithms run in time proportional to the square of the number of

vertices in the multicast tree. We have then developed simp le heuristics that run in linear time b ut which are sub-optimal.

T hrough simulatio n experiments we have demo nstrated that, for the situations studied, filters can be ver yeffective in

reducing total traffic as well as mean delay, and that a relative small number of filters can be ver y effective. We also show

that the effectiveness o f filters increases with locality in users’ subscription patterns. T he simple heuristics work well,

especiallywhen user subscriptions are distributed unifor mly and are relativelystable, but in extreme cases can cause poor

performance. Finally, filter mobilitymay not be beneficial in general; it is effective if there are large-scale changes in user

subscriptions or in user locations.

Proposed work for the future includes further investigations into other aspects of this problem such as the costs associated

with the instantiatio n and migratio n of filters, the delaycaused due to processing b yfilters as well consideration o f more

complicated topologies. An actual implementation using Aglets technologyis also in progress.

References

[Aguilera98] Aguilera et al, ^M atching Events in a Co ntent-based Subscription System~,

http://www. research.ibm.com/gryphon

[Banavar98] Banavar et al., ^An efficient multicast protocol for content-based publish-sub scribe systems~, Technical report,

IBM 1998.

[Carzaniga98] Carzaniga et al, ^Design of Scalable Event Notification Ser vice: Inter face and Architecture~, Tech Report CU-

CS-863-98, University of Colorado, Dept of Computer Science, 1998.

[Donahoo98] M. Donahoo, ^Applicatio n-based E nhancement to Net wor k-La yer Multicast.~ Ph.D thesis, Georgia Inst of

Technology, 1998.

[Joh00] Janotti et al, ^Overcast: Reliable M ulticasting with an Overlay network~, Proc. OSDI 2000, San Diego, October

2000.

[Kasera00] Kasera et al, ^Scalable Fair Reliable Multicast Using Active Services~, IEEE Network Magazine, Jan/Feb 2000

[Kob99] Koblick R., ^Co ncordia~, Comm ACM, 42(3): 96-97, Mar 1999.

[OMG97] Object Management Group, ^CORB ASer vices: Co mmon Object Services Specification~, www.omg.org ,

December 1997.

[Opyr00] Opyrchal et al. ^E xploiting IP Multicast in Content-Based Publish-Sub scribe Systems~, Middleware 2000, LNCS

1795 , pp. 185-207, 2000.

[Segall97] Segall B. and D. Arnold, ^Elvin has left the b uilding: A publish subscribe notification ser vice with quenching~,

Proc. AUUG97 , September 1997.

[T ai99] Tai H. and K. Kosaka, ^T he Aglets project~, Comm ACM, 42(3): 100-101 , Mar 1999.

[T amir96] A.T amir. ^An O(pn 2 ) algorithm for p-median and related problems o n tree graphs~, Operations Research Letters,

19:59-94, 1996.

[Zho u00] Zhou H. and Suresh Singh, ^Co ntent based multicast (CBM) in ad hoc net wor ks~, Proc. First Annual Workshop

on Mobile and Adhoc Networking and Computing 2000, pp 51-60

Appendix: Optimal Algorithm for placing k agents in an arbitrary (non-binary) tree

We assume the same ter minology as in sectio n 3 . Let v

1

,v

2

,�,v

j be children of vertex v . T he algorithm is given b yfollo wing

dynamic programming recurrences.

If v is a leaf then

T(v,i,p)=0 for all p,i

Other wise

T(v,i,p)= min {

sum [1 £ l £ j:f(v

l

)] + min [a

1

+a

2

+..+a

j

=i-1: sum [0 £ l £ j:T(v

l

,a

l

,v

l

)]] ,

if v has a filter

j.f(p)+ min [a

1

+a

2

+...+a

j

=i: sum [0 £ l £ j:T(v

l

,a

l

,p)]] �otherwise

}

T o calculate the values of a

1

,a

2

,�,a

j which lead to the minimu m in the above equations, we define

S(v

m

,i,p)= min [a

m

+a

m+1

+..+a

j

=i: sum [m £ l £ j:T(v

l

,a

l

,p)] ]

T he value of S can be calculated b yfollo wing recursions

S(v

j

,i,p) = T(v

j

,i,p)

S(v

m

,i,p)= min [0 £ l £ i:T(v

m

,l,p) + S(v

m+1

,i-l,p )]