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Introduction

On March 22-23 at Rutgers University in Piscataway, NJ, a selected group of computer scientists, mathematicians, statisticians, biologists, epidemiologists, NSF and NIH program directors, government health officials and scientific leaders involved in homeland security met at DIMACS.
 The meeting, which was supported by the National Science Foundation, had as one of its main objectives to explore the potential use of mathematical sciences methods and approaches to the study of the deliberate release of biological agents and their consequences. An additional goal was to catalyze the establishment of working groups with the expertise to investigate the potential uses methods of the mathematical sciences (mathematics, computer science, statistics and operations research) to defend against bioterrorism.  This meeting also provided a forum for the identification of additional issues associated with homeland security in which mathematics could play a useful role.

The meeting focused on the identification of the challenges posed by bioterrorism and the potential uses of mathematical methods and approaches to meet them. Twenty short talks laid out some of these challenges.
 Participants split up into self-selected discussion groups. The results of these discussions were documented through white papers co-authored by the group participants. 
 The potential uses of these documents are multiple: they may lead to follow-on efforts in particular areas identified during this meeting as well as to the identification of areas where expertise is lacking. Furthermore, it is the hope of participants and organizers that the series of white papers included in this document will also help members of the scientific enterprise, funding agencies, health officials as well as those in charge of homeland security establish productive partnerships in the fight against bioterrorism. 

Background

CDC
 in the early 1950's established and developed intelligence epidemiological services. This decision, driven in part by national concerns about the potential use of biological agents as a source of terror, was one of the first systematic responses to bioterrorism. The horror of September 11 and the events that followed have shown that the delivery of biological agents can be carried out by the systematic use of humans or by nontraditional means (mail).

Recent acts of bioterrorism using anthrax have highlighted the use of biological agents as weapons of mass destruction as well as psychological agents of terror. Speculative discussions on the possible impact of the deliberate release of viruses such as smallpox into unsuspecting human populations have taken place from time to time over the years. The possible genetic manipulation of highly variable viruses such as influenza, for which there is not an effective vaccine in storage, and their deliberate release are a source of great concern.

The current national emergency has forced us to consider alternative preventative national and global measures such as vaccination, vaccine dilution, and antibiotic and vaccine stockpiling. Responsive strategies such as the systematic isolation (quarantine) of individuals, buildings, populations and regions, the rapid control of mass transportation systems and the systematic surveillance of food and water supply remain present issues for which mathematical modeling is extremely relevant. Integrated bioterrorist management techniques must be tested and developed with the aid of the most recent computational and statistical methods and tools.

Surveillance approaches have typically been based on the assumption that the problem begins with a single outbreak, a single source, a concentrated focus or a well identified region of infection. There were further advances, for example, when Rvachev and collaborators in the 70's and 80's looked at the role of transportation systems on the geographic spread of the flu and pondered the potential use of transportation systems as a mechanism for the deliberate release of biological agents. Today, the likelihood of multiple and simultaneous releases poses a challenge not only to those in charge of the surveillance and control of unexpected outbreaks but to our national security.

The impact of deliberate releases of biological agents (Foot and Mouth, Mediterranean Fruit Flies, Citrus rust, etc.) on agricultural systems and/or our food supply needs to be addressed and evaluated. For example, Foot and Mouth disease was most likely accidentally introduced in Britain nearly simultaneously at multiple sites via the cattle food supply and agricultural personnel movement. Hence, it was difficult to contain this outbreak despite Britain's effective post-detection response (stamping-out). The costs associated with its containment have been estimated to be over $15 billion.

The use of agents like anthrax highlights the need to look at existing models for the dispersion of pathogens in buildings (models of air-flow in buildings) and in water systems (e.g. dispersion while flowing through pipes).  However, new paradigms are needed for the study of releases of these agents in rather unconventional ways. The potential use of communication systems (e.g., mail) for the deliberate spread of lethal pathogens poses formidable practical and theoretical challenges. Hence, the need to model detectors and to develop innovative methods of detection is important. The possible deliberate contamination of water systems raises disturbing scenarios and, consequently, formidable challenges since detection, evaluation and response must be effective and immediate.

Current advances in genomics provide useful tools that could be used to defend against and prevent bioterrorism. DNA sequencing is now routinely used to characterize pathogens' strain phylogenies, a critical step in the identification of potential sources of supply of an agent and, consequently, in the possible identification of networks of terror. In fact, the use of genomics research may allow us to fingerprint and hence document the work carried out at national laboratories and other facilities where scientists work with potentially dangerous biological agents. This sort of research will be of great help not only in forensics, after an attack is over or well underway, but may allow for the development of increased national and international security measures for the handling of biological agents. 

Preventing terrorist attacks depends heavily on understanding the subtle and highly unstable social processes that provoke terrorism. Much research is needed in this area. The deliberate release of biological agents is likely to be carried out by sophisticated and highly indoctrinated groups of individuals. The dynamics of these groups (how they are formed and maintained) as well as those associated with the spread of fanatic ideologies (which can be modeled as a serious disease) need to be understood. The survival and reproduction of bioterrorist cells depends on the mechanisms behind these dynamics (for example, the impact of their activities in the local or regional modification of cultural norms). A serious effort to understand and model the dynamics of these groups, their impact on cultural norms and the identification of pressure points is therefore critically important. 

Role of the Mathematical Sciences

The mutually beneficial relationship between mathematics and biology has a long tradition. Its impact in the fields of ecology, physiology, epidemiology, immunology, genetics, resource management, the health sciences, to name some key areas, has been well documented
. Further development of these methods is stymied by associated difficult computational and theoretical challenges.  Progress will require the involvement of computer and computational scientists who have not previously worked in this field.  Support and encouragement of computer, and computational scientists and mathematicians who are willing to work in close collaboration with teams of interdisciplinary scientists to address these challenges is of utmost national importance. The current explosions in computer technology and computational methods have resulted in the availability of new methods of potential importance for bioterrorism defense, for instance through an accelerated growth in the field known as computational biology. New types of mathematical methods, for instance those at the intersection of discrete mathematics and theoretical computer science, also hold promise.

An exciting and critical current scientific frontier lies in biology. The events of September 11 have shown that this new frontier must also include sociological and economical concerns in a rather fundamental way. Mathematical methods are the most effective way that we have to make precise some of the efforts being carried out at the intersection of the natural and social sciences that are critical to our national security. This use of mathematical methods should be a natural and fundamental component of the policy decision making process.

The marriage between mathematics and some sub-areas of the social sciences is not as well established as that between mathematics and biology. Further interactions between sociologists and economists and mathematical and computer scientists need to be fostered if we are to increase our understanding of the structure and dynamics of social networks/social contacts, a critical piece of any bioterrorism attack response plans. Understanding and modeling the spread of and support for opinions or ideologies that underlie terrorism is a vital job that falls at this interface as well.

The policy and economic issues associated with globalization have increased the impact that local and global perturbations may have on otherwise stable communities. Furthermore, the time scales at which their effect operates have dramatically accelerated. Influenza epidemics travel around the world at an increasing pace. The economic impact of the national economies of countries like Argentina, Brazil, Canada or Mexico may impact our own economy  “instantly.” Globalization and the possibility of isolated or systematic bioterrorist acts have increased the demand for the development of theoretical and practical frameworks that anticipate, prevent and respond to acts of destabilization.  Theoretical frameworks and the development of models that respond to specific focused questions are essential. These models will be useful in the identification of key pressure points in the system, to test for robust system features, and to look at the importance of system modularity and redundancy in addressing threats to various system components.  The use of models is not limited to the biological sciences but in fact their use must be deeply connected to the social, behavioral and economical sciences. For example, the impact of bioterrorist acts on national and cultural behavioral norms has to be of great concern to those in charge of our national and homeland security. The destabilization of national cultural norms could make unacceptable population and behavioral risks not only acceptable but also pervasive. The consequences of such instabilities are obvious from the wave of suicide/homicide bombers in the Middle East. 

Mathematical models have been widely used by government and industry; for the development of economic policy, transportation planning, logistics, scheduling, resource allocation, financial, health and military planning and forecasting. Mathematical models are at the heart of many of the decisions made in these and related areas by such federal agencies as Transportation, Commerce, Defense, Energy, Centers for Disease Control, to name a few, and in the private sector in industries such as airlines, oils, biotechnology, financial, etc.

The efforts to guide the fight against bioterrorism that are based on the intuition of experts, while invaluable, may indeed be insufficient. The levels of complexity associated with the multiple facets involved in the fight and planning against bioterrorist threats are paralleled in current biological research. For example, components of host-pathogen systems are sufficiently numerous and their interactions sufficiently complex that intuition alone is insufficient to fully understand the dynamics of such interactions. Experimentation or field trials are often prohibitively expensive, unethical or impossible. Furthermore, there are no real data to validate most hypotheses of interest. Thus, mathematical modeling has become an important experimental and analytical tool of the policy maker. Models, just as they have done in the biological and environmental sciences, will help our efforts to fight bioterrorism.  They will sharpen our understanding of fundamental processes; allow us to compare alternative policies and interventions; help make decisions; provide a guide for training exercises and scenario development; guide risk assessment; aid forensic analysis; and help predict or forecast future trends. ..  The use of mathematical models to help in the fight against bioterrorism is not only natural but so critically important that several groups have already began to apply them in urgent policy decisions (e.g., in the recent smallpox vaccine discussions). 
The use of mathematical models and methods to fight bioterrorism does not have to be developed from scratch.  A wide variety of tools are available in the mathematical sciences as well as a wealth of modeling approaches that have been developed in the natural and social sciences. These methods and approaches provide a natural starting point for the use of quantitative methods for homeland security and defense.6 The key is to make policy makers aware of the wide variety of mathematical sciences tools that are already available. Approaches that include mathematical components will be extremely useful as long as there is a national effort that promotes, supports and fosters partnerships between modelers and policy makers and between mathematical scientists and epidemiologists and public health professionals. This meeting was designed to play the role of catalyst in this direction. An important message coming out of our meeting is that the appropriate modification of existing methods as well as the blending of new approaches with old ones will go a long way in preparing for the fight against bioterrorism and its consequences. The researchers involved in this project endorse the view that it is essential to create and support the required mechanism that will make effective use of the talents of the mathematical sciences community in this critical area of homeland defense.

White Papers

In all, seven discussion groups met and prepared white papers
, emphasizing challenges for the mathematical sciences in bioterrorism defense. 

The Biosurveillance
 Group focused on sources of data, data mining, and on the development of technology and methods that would facilitate the quick identification of threats or attacks. The group emphasized the importance of three steps: data collection, analysis, and reporting. The group emphasized the fundamental challenge of dealing with the twin goals of rapid detection and preservation of privacy.

The Evolution Discussion Group
 stressed the fact that models of evolution can advance the analysis and understanding of transmission systems in several ways.  In the context of bioterrorist threats, they can help identify the source of agents in bioterrorist events. The fitting of transmission models of common infectious agents was identified as an important step in the estimation of parameters. Knowledge of the ranges of such parameters may help differentiate natural versus man-driven events.

The discussion group on Modeling Bioterror Response Logistics
 focused on responses to a major bioterrorist attack. This group stressed the importance of logistic modeling in planning of two types: structural level (pre-attack) and operational level (during or after an attack), and noted the importance of logistic models of distribution, inventory, scheduling and manpower.

The group discussing The Design of Control Strategies
 focused on the use of models as tools for public policy decision making. The context for such models included: agent release, spread, detection, analysis (modeling), advice, and action.  It was noted that models may help prepare for possible terrorist attacks, as well as to aid in responding optimally in real-time. This group identified the nature of the threat and response as well as human behavior as critical components in the design, evaluation and implementation of any policies. 

The Computer Science
 Discussion Group identified challenges for the computer  sciences in six areas: simulation and virtual environments; database policies and information exchange; intelligence and detection; fault tolerance; consequence management; and computational molecular biology.

The Agricultural Study Group,
 whose work was driven by concerns about agriterrorism, focused on forestry and aquaculture as well as on food and the food industry. Economic, health and safety, social and vulnerability issues were addressed in a broad context. Mathematical challenges identified included ways to model multiple attacks across large geographic regions; the application of methods of risk analysis to calculate the degree to which various sectors of the food industry are vulnerable to agriterrorist attack; and the development of mathematical models to determine the cost effectiveness of deterrence strategies that depart from current agricultural practice.

The Agent-based and Differential Equation Models for Transition Dynamics
 Discussion Group identified key simulation scenarios for which agent-based and differential equation models can be combined to address critical strategic policy and planning issues. Associated with the threat of bioterrorism, this group focused on highlighting the importance of model robustness, complexity, sensitivity and modularity in model building.

Concluding Remarks

One of the highlights of the meeting was the remarkable interest in and willingness to communicate among the participants from many different disciplines. Participants in this meeting stressed the importance of absorbing the fact that we are facing a truly new paradigm. Effective approaches to dealing with the new reality will require truly interdisciplinary efforts and bold new initiatives. 
The fact that perpetrators of bioterrorism on the one hand and politicians, scientists, health and government officials on the other have a different set of cultural norms was highlighted as a major barrier to our mode of thinking, operating and reacting. The ability to plan under shifting bioterrorist cultural norms was highlighted by all participants.
The theory developed by those working in mathematical epidemiology, while effective, has been carried out in a setting that does not allow for experimental verification and validation in typical scientific fashion. Furthermore, epidemics have been studied under the assumption that they are natural phenomena. The same ethical considerations that apply to epidemiological research also apply to research associated with bioterrorist threats. We are left with no recourse other than the use of mathematical models in strategic ways. 
Furthermore, it was clear that current mathematical paradigms have to be modified to include the potential deliberate release of pathogens under conditions (critical pressure points) that are likely to cause the most damage and destruction to human populations. This is a different way of thinking and, consequently, it is not part of traditional mathematical epidemiology.
In general models should be initially used to identify worst case scenarios, to identify critical pressure points in systems and to provide scenarios that are likely to increase our understanding of the possibilities and dangers.  Mathematical models or approaches must nevertheless be evaluated by a community of experts and by the wealth of methods that have been available in fields like epidemiology, ecology, transportation science, and military logistics. Sensitivity analysis to model assumptions and model robustness should be applied whenever feasible and a variety of group efforts and alternative approaches should be encouraged. Models should be used as an aid in the development of policies, approaches and defense systems that help anticipate terrorist attacks.  Therefore, the issues associated with modeland system redundancy and the importance of system modularity need to be systematically addressed. 

There was considerable  discussion of the game-theoretic aspects and deterrence effects of revealing response strategies in bioterrorist defense. It was in this context that the need for new mathematics, new computational approaches, new models,  and new paradigms was discussed.

It was clear to participants that current models and efforts did not systematically consider the impact of deliberate biological releases by humans who have access to some of the same information that we have. Moreover, making information available to potential adversaries was a source of concern to the participants in the meeting.

Issues of homeland security and defense have brought into sharp focus the importance of interdisciplinary research and the critical responsibility that we have to foster joint research efforts in fields that have previously communicated in a peripheral manner. Mathematical sciences provide the language needed to open, enhance and support the channels of communication required for this effort.
The working group coorganizers were delighted with the response of the participants and appreciated the hard work of all involved. We hope that the white papers included in this report will help stimulate further discussion, expansion and clarification of the issues raised by a distinguished group of members of the scientific community. We also hope that the content and questions raised by these white papers will lead to expanding partnerships among the participants and their colleagues both through continued activities of this working group and in the broader community.

Finally, it must be noted that by its own nature, this effort was the result of the participation of a selected group of distinguished scientists. Many who were invited could not join us. Furthermore, our own limited knowledge of the issues associated with bioterrorism limited our choice of invitees. We apologize for the obvious and not so obvious omissions. 

� DIMACS, the Center for Discrete Mathematics and Theoretical Computer Science, is a consortium of Rutgers and Princeton Universities, AT&T Labs, Bell Labs, NEC Research Institute, and Telcordia Technologies, and its headquartered at Rutgers.


� A program is included in an appendix.


� The list of all participants is provided in an appendix.


� Centers for Disease Control


� Mathematics and Biology, The Iinterface, Challenges and Opportunities, Simon Levin, ed., NSF PUB-701





6 SIAM’s 50th anniversary meeting will feature three special sessions organized by Castillo-Chavez, on the use of models in homeland defense. The DIMACS “Special Focus” on Computational and Mathematical Epidemiology will feature numerous workshops and working group meetings at which mathematical scientists will team with biological scientists, epidemiologists, and public health professionals in the use of quantitative methods in homeland security and defense. This workshop was the first event totally dedicated to homeland defense


� While minor editorial changes have been made or recommended, for the most part, we (CC and FR) left the content of these white papers  to the entire discretion of the members of each group. When agreement was not total dissenting views were sometimes noted by the group itself in their white paper.


� Facilitator, Marcello Pagano, Harvard University


� Facilitator, James Koopman, University of Michigan


� Facilitator, Ed Kaplan, Yale University


� Facilitators John Glasser (CDC) and Ellis McKenzie (NIH)


� Facilitator, Fred Roberts, Rutgers University


� Facilitator, Simon Levin, Princeton University


� Facilitator, Mac Hyman, Los Alamos National Laboratory


� Institute for Mathematics and its Applications, University of Minnesota


� Mathematical Sciences Research Institute, UC Berkeley
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