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Motivating Philosophy

The group felt that the following points were essential to remember:

· Logistics planning and operations will be a major factor in the outcome of a terrorist attack.

· Proper logistics modeling can have a major impact on logistics planning and operation, and thus on the outcome of an event.

· Logistics is just as important as epidemiology (“what we do to smallpox versus what smallpox does to us”).

· Logistics/operations modeling has been employed and deployed successfully in disaster planning, military, manufacturing/supply chains, many industries, urban services, etc.

· Logistics modeling is intended to support decision making at two levels:

(a). Structural (or policy) level decisions made in advance

(b). Operational (or real-time) decisions taken during an event

Modeling is a crucial component of logistics planning and operations. Models are mathematical/computer constructs to represent realistic scenarios. Such models guide thinking and provide insight; predict consequences of different decisions in different scenarios; identify key operational variables, system bottlenecks (e.g., maximum vaccination rate, quarantine capacity), critical paths, and so forth.

Models help frame decisions. They can be used to determine a set of policy options. Models can be used to estimate the consequences of these options (e.g., in terms of cases of disease, deaths, economic loss, damage to infrastructure, etc.).

The ultimate consumers of models are decision makers. Models must be “good enough” to distinguish between policy options or construct good alternatives. Descriptive/prescriptive accuracy per se is not the primary objective. Many other factors beyond the results of the models go into the decision making. Models don’t make decisions, people do. But modeling can be valuable for training and educating decision makers in advance of attacks.

There are mathematical modeling methods that have been developed and applied successfully in many related areas. These could be, but largely are not, being applied in the planning for bioterrorist threats. Certainly there are ways in which the application of planning for and dealing with bioterrorist threats will bring in aspects which may not have received much attention in other applications. But identifying and focusing on these at this point may not be the most important thing to do.

Modeling the Bioterrorism Situation

A malevolent agent (the “Attacker”) engages a population (the “Defender”) with acts of terror by releasing contagious biological agents. The Attacker may be an individual, an organization or a state. The Defender is typically a state. The Defender’s objectives are:

· To minimize the number of casualties;

· To minimize economic cost of the attack;

· To capture the Attacker and eliminate his threat.

The Defender attempts to respond to the attack by:

· Taking preventive measures such as modularity
 oriented vaccination;

· Detecting the attack and identifying the biological agent; 

· Providing medical help to infected;

· Tracing contacts and vaccinating susceptibles;

· Isolating and quarantining infected and suspected carriers of the virus;

· Identifying the Attacker (individual, organization or state) and neutralizing him.

The Attacker may try to disrupt the response attempts of the Defender.

The Types of Problems

There are two types of problems that the Defender has to deal with:

· Structural (strategic) level decisions that need to be made in advance;

· Operational (real-time) decisions that are taken during the attack.

Structural Level Decisions

Structural level decisions concern strategic issues that relate to the readiness of the Defender to counter bioterror attacks. These issues are:

· Size and mix
 of inventories (e.g., vaccine and other perishable items) at the national level;

· Policies for managing and controlling the inventories (e.g., concentrate the supplies or distribute);

· Deployment of the counter-bioterror infrastructure (e.g., detection systems, inoculation facilities);

· Manpower requirements and personnel pre-assignments;

· Intelligence capabilities for detecting, identifying and eliminating the threat.

It should be pointed out again that structural level decisions are made before any occurrence of a bioterror event.

Operational Level Decisions

Operational level decisions apply to situations where a bioterror event has occurred (i.e. there is operational or clinical evidence) or is suspected to be in progress. The single most important input for the operational-level decision making process is the time-dependent spatial probability distribution of susceptibles, asymptomatic contacts, etc. This probability distribution, which affects many of the operational-level decisions, may take a special (multimodal) shape if multiple outbreaks occur. There are situations where some policies are dominant over others for any distribution of susceptibles, and so this distribution may not be so important all the time.

The decisions that are made at this level concern: 

· Identifying the type of the bioterror event.

· Contact-tracing process. This process is important for obtaining better estimates for the aforementioned spatial probability distribution. (This may or may not make sense depending upon circumstances and should be considered a proposed option to be evaluated.)

· Prioritization with respect to monitoring, isolating, quarantining and vaccinating – based on the spatial probability distribution.

· Coordinating the supply chain of vaccines and other supplies (allocation of supplies, transportation schedules, etc.).

· Operations management of service (i.e., vaccination, quarantine) centers. In particular identifying bottlenecks and potential congestions, determining capacities and setting service rates.

· Identifying the threat (the Attacker) and trying to eliminate it or at least to reduce its effectiveness.

Modeling Challenges

Models for bioterror emergency response logistics are not necessarily prescriptive. Their main purpose is to supply relevant input data and information to the decision making process and to provide insights about the situation to decision-makers. Consequently, descriptive or predictive accuracy per se, that is prevalent (and needed) in mathematical epidemiology models, is not a primary objective in this case. Modeling issues are:

· Estimating the time-dependent spatial probability distribution of susceptibles. As indicated above, this is an important process in managing a response to a bioterror event. The distribution is updated as more information (e.g. new infection cases, tracing results) is obtained. This dynamic updating process lends itself to information-theoretic models such as entropic algorithms. Also other statistical methods such as Bayesian prediction models and maximum likelihood models may be useful for obtaining the desired distribution.

· Solving a two-stage problem. Structural and operational decisions take place in highly uncertain environments and therefore can be naturally represented by stochastic programming models. Structural decisions must be taken in advance while (at least some of) operational decisions may be postponed until a bioterror event actually occurs (and its characteristics unfold). Hence, a two-stage model with recourse or some variant of a chance-constrained programming model may be an appropriate way to approach this complex problem. Dynamic programming is also natural in this area.

· Modeling the conflict situation. Notwithstanding questions regarding rationality (of the Attacker), game theory models may be incorporated to obtain efficient (threat, response options) matching. In particular, the question of whether or not publicly stating a response policy for a given threat has an impact on bioterrorist decision making can be analyzed. 

· Modeling the “combat” situation. The objective of the Attacker is to cause attrition to the Defender. The Defender will try to repel this attack by taking defensive measures (vaccinating, isolating) but also aggressive measures against the Attacker. This situation of mutual attrition is a classical combat situation and as such may be modeled by stochastic combat models (e.g., Lanchester Stochastic Models). The characteristics of the combat model depend on the type of the Attacker – individual, organization or state. 
· Logistics Management. For the logistics problem, standard OR models such as: inventory models, location models, assignment models, queuing models and transportation models are needed to be applied. Applications of these models must reflect the central and most profound feature of this bioterror situation – the “race” between the two time scales: the epidemic time and the logistics time. Tradeoffs between regimes such as ample service vs. (different levels of controlled) congestion must be quantitatively evaluated. 
Some more general and important comments should be added. Models need to be validated, but validation won’t happen against real data very often (we hope!). Simulation or other more complex models can be used as a test bed to evaluate policies derived from simpler logistics models. We want to be able to revise/update our models, perhaps in real time, as data arrive (so self-evaluating systems, data assimilation are key aspects). Different models are appropriate for different threats. Some general models can be developed to apply to a variety of pathogens, but pathogen-specific models should incorporate specific threat/response pairings and relevant models of disease spread. Incorporating logistics into epidemic models changes standard results due to competitive time scales of epidemics and interventions. For example, epidemic outcomes differ greatly depending upon whether or not available response capabilities result in congestion.

Suggestions for Getting Started

To get started, we need to gain a feel for policy options and associated decisions, at both structural and operational levels, at different levels of jurisdiction (local, regional, state, federal). One approach is to treat existing plans for bioterror response as data, and review them with an eye towards creating an inventory of response logistics concerns. Since different threats require different responses, we could organize a binary matrix with threat possibilities along one dimension and response options along the other, to summarize threat/response matchings. It will help to consider existing bioterror response templates (structure of “incident command,” detailing different agency responsibilities and chain of communication). It will also be useful to contrast civilian chains with military (the latter issue orders, operate privately; the former “muddle through” and act publicly). A different idea is to formulate an action/state matrix as suggested in Science (3/8/02, p. 1839). This would have states (high risk, low risk, safe) and actions (intensive intervention, monitoring/some restrictions, nothing), with payoffs (scaling from 0 (worst) to 1 (best) case). These approaches should help us to focus attention on key issues/decisions. The general principle is: “When uncertainty is extensive, what really matters are the consequences of different actions.”

Challenges for the Mathematical Sciences

Several branches of mathematical sciences are relevant, including (but not limited to):

· Operations research (natural for logistics)

· Mathematical epidemiology (natural for disease)

· Probability and statistics (natural for uncertainties, parameter estimation)

· Computer science (natural for more advanced computation)

· Game theory (natural for modeling conflict)

The key mathematical sciences challenge is to adapt modeling methods used for logistics in other fields to applications in bioterrorism defense. As noted earlier, the problem may not be to develop new methods so much as it is to adapt existing methods to new applications. The section on modeling challenges has described very specific challenges, namely to develop:
· Information-theoretic models for estimating the time-dependent spatial probability distribution of susceptibles.

· Bayesian prediction models and maximum likelihood models for estimating the probability.

· Stochastic programming, chance-constrained programming, and dynamic programming methods for solving the two-stage problem of decision making required for bioterror attack defense.

· Game-theoretic models to understand the threat/response pairings in conflict situations.

· Stochastic combat models.

· Applications of standard OR models such as inventory models, location models, assignment models, queuing models, and transportation models, with an emphasis on the tradeoffs between “ample” service vs. “congestion.” 

Recommendations

· Mathematical modeling for bioterror logistics should be developed and encouraged. 

· A cross-disciplinary approach is needed.

· Collaboration between relevant decision makers (public health officials, first responders, political leaders/staff), public health professionals, and modelers is essential.

· A federal agency should take the lead in advancing bioterror response logistics research, recognizing the multidisciplinary nature of the problems (Office of Homeland Security?).

� See Simon Levin’s talk at the working group meeting.


� There may be a need to produce and store different types of vaccines according to demographic classifications such as age, weight and health condition. 
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