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Introduction

In dealing with potential bioterrorist attacks, one can divide approaches into two categories: prevention and response. Approaches to prevention build heavily on surveillance, which in turn involves the handling and sharing of massive amounts of data, with concomitant threats to privacy.
 Approaches to response also include surveillance or detection (determining if a bioterrorist event is taking place is itself non-trivial). Response approaches typically include both advanced planning and crisis planning, and each heavily involves the use of mathematical models as tools to aid policy makers. Problems of surveillance, detection, massive data sets and data sharing, and computational support for mathematical models and decision makers all depend in important ways on methods of modern computer science. The development of improved methods of bioterrorism response and prevention presents new and important challenges to computer science research, which were the subject of this group’s deliberations.

The group discussed a wide variety of challenges for computer science and divided them into six categories, which will be described in this report.

The six categories are:

1. Simulation and Virtual Environments

2. Data Base Policies and Information Exchange

3. Intelligence and Detection

4. Fault Tolerance

5. Consequence Management

6. Computational Molecular Biology

Simulation and Virtual Environments

It is infeasible to run real-world bioterrorism experiments to test the effectiveness of our surveillance systems or our response plans
, or to validate our models of disease spread, social movement, or terrorist recruitment. It is therefore essential that we develop virtual environments for experimentation and analysis.

Simulation is essential for understanding the implications of large transmission models and studying social interactions and social networks. Better and more efficient simulation methods are needed for the large agent-based and continuum models being developed to model disease transmission. 

Developing effective response strategies to a bioterrorist attack involves serious scenario planning. Such scenario planning is one of a variety of analytic decision theory aids heavily based in methods of simulation. Along with each scenario, the response model must be subject to verification, validation, and accreditation. These are all topics of modern computer science research, but new methods for them in virtual environments are called for. Simulation models are also helpful in forensics and in validating our theories about the cause of an event, akin to National Transportation Safety Board modeling experiments.

Methods for deterring bioterrorist attacks depend upon models of competition between attacker and defender. These adversary models should be behavior-based and involve modern game-theoretic aspects, often involving the kind of dynamic game situations of increasing interest in computer science research related to auctions and other e-commerce applications.

Many methods of the mathematical sciences have been used in epidemic modeling and in response planning in military and domestic industrial contexts. These models include well-known methods of operations research applied to inventory, distribution, task assignment, scheduling, etc. However, because of the large number of variables involved in realistic models of bioterrorism attack and response, the associated algorithms don’t always scale, and so challenges for modern computer science research involve issues of architecture and scalability. 

Data Base Policies and Information Exchange

An important challenge to maintaining homeland security in general and to defending against bioterrorism in particular is to share information across multiple databases, either within or between organizations. The technical problems are exacerbated by the need to maintain privacy and security. The opposing goals of protection of sensitive information and the need for information exchanges among agencies or between databases lie at the intersection of some of the most challenging areas of research in modern computer science. 

Data sharing is complicated by such factors as differences in representation of information among the various databases and the low and error-prone quality of stored information caused by manual entry, lack of uniform standards for content and formats, data duplication, and measurement errors. This calls for new methods of data cleaning. The development of efficient coordination engines is also required.

Databases may not be integrated wholesale but only mined for individual records or pieces of information, which calls for sophisticated methods to protect the confidentiality, integrity, and availability of information. A major challenge to modern computer science is information exchange without revealing private data: to provide techniques for efficiently, accurately, and securely sharing information among multiple databases. 

Intelligence and Detection
It is crucial to develop surveillance systems that will detect impending bioterrorist attacks in time for us to take preventive measures. Should such surveillance systems fail to predict an attack, they are still critical in helping us identify that an attack has taken place, since early detection is crucial in minimizing damage. Moreover, once evidence of a biological attack is observed, for example increased illness and death in an area, the actual nature of the attack might still remain elusive. Methods for detecting and identifying biological attacks are thus critical. Intelligence and detection thus provides means to discover and report abnormal or undesirable events, such as biological attacks: before an attack occurs (detecting preparations for an attack); during or immediately thereafter (identifying that an attack has occurred and the nature of the attack); and during the response period (assessing the effectiveness of the response and facilitating heightened surveillance for subsequent attacks). 

Important challenges for computer science lie in all aspects of the intelligence and detection problem. Data mining is a central tool of detection. Challenges in data mining include the development of new methods of data cleaning, dimension reduction, visualization of data, and the development of spatial temporal models. Methods of streaming data analysis, widely under development for dealing with computer network intrusion, credit card fraud, and financial decision making, are needed for surveillance systems that are to respond quickly to abnormalities. Since many reports to surveillance systems involve natural language, new challenges to natural language processing also arise. Related problems of detection will also require new methods for classification/clustering in high dimension spaces, new tools for pattern discovery, and new algorithms for signal detection in the presence of noise. In turn, these methods already do and in the future will increasingly make use of learning theory to classify new data and signal the arrival of a “new event.” Challenges in learning theory include development of new machine learning protocols and of hidden Markov models.

As we develop surveillance systems, we will want to use computer models to help locate distributed sensors and interpret data from them. We might also wish to use the Internet as a sensor/communication device in our efforts to develop methods of global change detection. Methods of biometrics provide another potentially useful detection tool. 

Fault Tolerance

In defense against bioterrorist attacks, functionalities that can operate under malicious, coordinated attack and nevertheless remain robust and secure are essential. We must build our bioterrorism defense systems, such as surveillance systems, vaccine or prophylaxis distribution systems, emergency communications systems, etc., to be reliable even if they consist of unreliable components. 

Redundancy has traditionally been the fundamental mechanism for ensuring reliability. Increasingly, traditional approaches to using redundancy are not applicable to modern networked environments. Today’s computer and communications networks rely more and more on loosely coupled, off-the-shelf hardware and software systems, which exhibit extremely complex fault behaviors that must be masked via large-scale redundancy. The mathematical formalisms, tools, and methodologies for dealing with this situation need to be developed. 

Fault tolerance cannot be an afterthought. Rather, it must be an essential ingredient of system design from the beginning. This is also true of security, which is crucial to our surveillance systems and the development of our response plans. Security is just one aspect of the need to defend against an unknown or only partially known adversary. Game-theoretic models can help us identify promising policies; methods developing concepts and implementations of game-theoretic fault-tolerance will be very helpful.

Our complex, interconnected agricultural systems and our modern, high-speed, inter-city transportation system leave us vulnerable to biological attacks. Ever more powerful methods for assessment of vulnerability are needed. 

Our response mechanisms will increasingly build on sophisticated computer models. To use them, we will need to maintain computation under continuous attack. 

Consequence Management

Another group has dealt with the various aspects of plans for responding to a bioterrorist attack. We need tools for such “consequence management,” both to help us develop advance plans and test them, and to help us modify these plans in a crisis situation. In short, we need tools to assist crisis managers deal with any eventuality. 

Information is a key to modern “warfare.” Information dissemination will be a key to consequence management, and a major challenge to computer science will be to develop ways to disseminate information in a distributed environment, with potentially unreliable systems, and with speed, efficiency, and security. Communication among the many individuals and agencies involved in a response to a bioterrorist attack is essential, and we shall have to develop ever better robust ad hoc communication networks.

The plans we develop for a response will be intricate and involve strategies and models for mobilization, stockpiling, isolation, vaccination, quarantine, etc. These strategies and models will have to be developed for testing in a virtual environment, and the users of the models will have to be supplied with highly efficient computational tools for modifying their models on the basis of developing situations. 

Computational Molecular Biology

Computational molecular biology provides computational tools for molecular data analysis, design of predictive models, and bio agent identification. 

Phylogenetic methods – developing the “tree of life” – are a central tool in modern computational biology. These methods are important in strain detection, an important task in identifying the source of agents used in bioterrorist attacks. Phylogenetic methods help to identify the subtype of the organism and then can potentially indicate from which lab it is coming. This requires computationally intense analyses that would benefit from the development of new methods and algorithms. 

Methods of computational biology, using finger printing and computational genetics, also hold promise in distinguishing bioterrorist dissemination from natural dissemination, a crucial distinction, and in predicting the evolution of bioterrorist agents.


� Another major component of prevention involves understanding subtle and highly unstable social processes that provoke terrorism. This is a very important area for research that should involve computer scientists in partnership with social scientists.


� Or to evaluate the depth of our understanding of the causes of terrorism.
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