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Introduction

Surveillance is a core function of the public health infrastructure, used for policy, planning, evaluation and timely response to evolving health problems in the community. Surveillance is an ongoing activity that relies upon indirect and coarse-grained data, less  for specific research purposes, than for the direction of  administrative objectives. Surveillance data plays an important role both in the guidance of public health policies, planning, and evaluation, and in the detection and recognition of important public health events and trends.  The value of monitoring the health of the populace and of establishing norms arises from the use of these activities in detecting and recognizing deviations from these norms. Moreover, once an epidemic has been recognized, data gathered from a surveillance system enables the characterization of the epidemic and the formulation of a response. The value of surveillance systems is highlighted by examining the consequences of lack of monitoring in those places around the world where surveillance is poor. Despite their basic importance to public health, surveillance activities and research are chronically underfunded and consequently attract little academic interest.

Concern about naturally emerging or criminally instigated infectious disease outbreaks have renewed interest in surveillance as one of the first lines of defense in protecting the community. Both in the efficacy of treatment and, more importantly, in preventing spread of an infectious disease or further exposure to a chemical agent, “time” is the enemy. Days or hours are the time scale that matters here, not weeks, months or years, the scale of usual surveillance activities.

Given the limitations of current surveillance systems and the need for response on such a short time scale, two important questions were  asked with respect to applications of mathematics to surveillance: Could new mathematical techniques be used to enhance the utility of existing systems? and Could new mathematical techniques be used to design or devise new surveillance systems useful for detecting emerging infections or bioterrorist events?

The group considered the low signal-to-noise problem in the detection of a disease outbreak (for example in the case of anthrax or smallpox) and the role of the astute clinician in the conventional medical care system in detecting such weak signals. Detection of rare events by a clinician requires that diagnostic evidence raise the probability of the existence of the rarity above threshold in the mind of the clinician. Several factors work against this probability being raised above threshold. Many diseases have non-specific symptoms or share symptoms with common illnesses (for example anthrax shares many symptoms with the flu).  Another factor is the rarity of bio-terrorist events. Any surveillance system with any appreciable transaction cost connected solely with such occurrences would soon wither from lack of financial support and fading interest from those who collect the data.

The fact that the only two documented bioterrorist events in this country prior to the recent anthrax attacks both involved more common infectious agents, Salmonella and Shigella (each important in their own right as food- and water-borne pathogens of public health importance), coupled with the non-specific symptomology of many of the rarer bio-terrorist threats, implies that routine surveillance systems may need to raise initial alarms to ambiguous signals (such as an increase in “flu-like” symptoms) that would then require further investigation. It thus seemed to the group that the most reasonable application for mathematical applications would focus on timely and more accurate detection of common infectious, acute and chronic outcomes already the focus of existing or envisioned surveillance systems rather than new systems specifically designed to handle rare bio-warfare agents like anthrax, Q fever or tularemia
. This conclusion is based both on the likelihood of being able to design a feasible routine system that provides the kind of needed response and the principle that a dual use system—one that is useful in normal times as well as times of crisis—is the most practical strategy.

The group abstracted the activities of a surveillance system into three components: collection, analysis, reporting. 

Data Collection and Reporting

In a true surveillance system (as opposed to a special purpose or research data collection system) data collection is continuous, routine and stretches into the indefinite future. The occurrences that are registered and transmitted to the system happen in time and space so the different patterns and scales of those events and their transmission to and through the system might be amenable to analysis using a variety of mathematical techniques already available in other fields. For example, keeping track of sales and inventories is a common problem that has been handled with techniques from operations research and computer science, as is the problem of fault detection in computer networks and fraud detection in the use of credit cards. Having a “real time” picture of the state of the system would be an important objective for many uses of a surveillance system and increase its utility across the board. This could also encourage an existing goal of many public health systems today, the use of real time reporting for things like emergency department volume, HMO visits or fulfillment of certain kinds of indicator prescriptions or sales of over-the-counter drugs. 

The group spent considerable time brainstorming various usual and unusual sources of data that might be employed in a surveillance system, including data designed originally for billing purposes, pharmacy data, 911 rolls, emergency departments, grocery, quantity of calls to MD offices, cancelled dentist appointments, nurses hotlines, poison control centers, school absences and similar sources. More unconventional sources might be records of hits to certain web sites relevant to the symptoms of interest. More important than the specific sources, however, was the possibility that certain kinds of mathematical techniques might suggest new kinds of data that could be exploited for surveillance purposes, for example, by showing how many different kinds of data could be combined in real time to yield information not obtainable by any one separately. This might be done by conventional multivariate methods of statistics or through pattern recognition algorithms generated in computer science and discrete mathematics. Use of cluster analysis or mathematical taxonomy techniques might allow definition and detection of syndromes that would signal an emerging epidemic or unusual cluster associated with a biowarfare agent. Moreover, combining outcome data with networks of environmental monitors or sensors might be a particularly useful way of early warning that could rescue some warfare agent specificity with the requirement for routine and dual use of the outcome data. Thus in a Bayesian system routine and noisy outcomes in the context of environmental data might allow a much earlier warning than outcome data alone by changing the prior probability of an event. It is not always clear, however, that adding additional data is a benefit if the extra data does not carry pertinent information. In that case it only adds to the noise, not the signal. Selecting useful ancillary data to combine with health outcome data will require close collaboration among biostatisticians, mathematicians and experts in biology, environmental science and epidemiology. Each data source captures specific populations or at least has its biases. New research is needed to eliminate such biases.

Discussing wearable devices to track health status of a selection of sentinel individuals, or sensors (e.g. microphones) or biosensors in public spaces to detect unusual coughing or sneezing, for example, inevitably brings up issues of informed consent. Indeed, data which might be extremely useful for surveillance purposes is often not available because of privacy concerns. The group felt that it was worth exploring the extent to which mathematical approaches might be used to mask identities and thus possibly make more data sets available. Economic incentives might also be explored to encourage the flow of information. Overall strategic issues need to be studied, perhaps using game theory.

The question of what kinds of information, its cost and its uncertainty or accuracy, are matters that are amenable to modeling. In some cases information models are available that would enable estimating the value of earlier detection, as in the recent case of post-exposure prophylaxis for anthrax exposure. In other cases, models might show what kinds of information yet need to be developed to allow such determinations and thus enable better decisions for future surveillance systems. Modeling could also be of value for designing a fault tolerant system that provides needed information for command and control (for example, who is affected, who are their contacts, what is the likely pattern of spread, where are they located, when were they affected, etc.).

The group noted the value of multi-purpose systems. (For example, surveillance of asthma, injury, violence, etc. have a synergetic relationship, thus adding value.) Multiple data sources are also useful, but they may complicate the system to such an extent that they depreciate its value. A two-stage approach could be useful: If a signal is picked up in an unlinked dataset, then one could go to other datasets or activate a full-scale, multiple source surveillance system.

Analysis of Collected Data

The group suggests that a “data warehouse” that provides a single portal for a variety of relevant information for surveillance and interpretation of surveillance data would be useful. This would be a dataset of datasets that could combine real time environmental data, surveillance data of various kinds, administrative data (such as census information and health service resources) and other datasets of interest to those who must interpret and act upon surveillance data. Use of relational database technology or distributed database techniques could be helpful. The group believes any such Information System should adhere to an Open Source philosophy so workers could understand and improve the kinds of information provided.

Use of multivariate and pattern recognition techniques noted in the section on what data to collect are clearly relevant for analysis and the remarks in that section are pertinent here as well. The simultaneous analysis of multiple data sources is a multivariate stochastic model problem about which there is relevant biostatistics research. Questions of how to combine information from many sources might also be looked at from the computer science perspective where the same problem is faced in many different disciplines.

Finally, the group believes that providing typical and publicly available “real” dataset or datasets to the research community would be an important step in allowing researchers to develop and test new methods of analysis and interpretation
. The use of current data, such as the NYC ED data, and historical data are worth considering in this regard.

Reporting and Using the Surveillance Results
A surveillance system is embedded in a larger command and control system. No surveillance system is useful if the results aren’t or can’t be used. Mathematics can have a role in considering various architectures for command and control, explicitly considering the surveillance system as a component part. The vulnerabilities of the system and the role surveillance plays in those vulnerabilities is an important question. It could be helpful in deciding what kinds of information get reported and to whom.

The problem of false positives and false negatives and their costs is also important and will depend on how the information is used and where it fits into the sequence of actions. High false alarm rates are not only costly but can easily lead to the abandonment of the system or disregard of accurate information. Use of ROC curves might be helpful in analyzing this problem and for the question of where to set thresholds for optimal effect.

Modes of presentation of the data for line personnel, policy makers and support staff is also a problem which needs attention. Among the ways the group discussed were maps, color-coded alerts, and other visualization tools, some fairly sophisticated, from the theoretical computer science literature. Reducing complex quantitative information to easily assimilable form is an urgent task. Such techniques must reveal pertinent information while not misleading. Research needs to be performed to make this transmission of information as powerful, understandable and accurateg as possible.

Summary

The group considers that even in a cursory consideration of the surveillance problem there are many places where mathematical techniques, both conventional and those under development in other areas, might be helpful. In particular, it suggests that it might be useful to survey applications of discrete mathematics, computer science and operations research as they are now researched and used in other areas such as inventory control, bad credit or fraud detection or weather forecasting, to find new techniques for use in surveillance.
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� Of course, surveillance at military installations or during military campaigns will not fit this general scheme. Biosurveillance in the military is critical and its planning requires reliable intelligence reports.


� Giving access to data to researchers has proved useful in genomics research.
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