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Focus 

The discussion of our group ranged across a number of issues associated with protection of the country’s agriculture industry. Our definition of the industry was intended to be inclusive of forestry and aquaculture within which we primarily considered issues related to the food supply, as opposed to those that may involve ecosystem damage but not significantly affect the food consumed by humans
.

Background 

Agriculture is a significant component of the economy, accounting for approximately 2% of the nation’s gross domestic product
. A terrorist attack on it could result in enormous direct effects on the industry targeted, on their dependent consumer markets and throughout the entire food chain resulting in adverse events throughout the entire world economy. The costs of repair responses and a posteriori control measures to prevent future attacks would prove high in a possibly panicked atmosphere. Historical records of the massive impact of crop failures with resulting mass starvation and migration are indicative of the potential scale of these problems. Examples of this include the Irish Potato Blight, famines in Ethiopia, and the “dust bowl” of the 1930’s.

Such a devastating attack could result in the disruption of normal activities and peace of mind as well as food lines, uncertainty, erosion of public confidence, and fear. These effects could, in turn, result in persistent or permanent changes in domestic culture or international relations
. 

Attacks on agriculture could have major impacts on food availability if aimed at crops or livestock directly, resulting in nutritional problems and increased vulnerability to disease or other forms of attack on humans.  Food safety would be compromised if agents were deployed that produced or contained toxins, or if toxins were introduced into the foods directly from within the food processing system. Posing a smaller threat, the possibility of livestock, fisheries or wildlife being used as vectors or secondary hosts for disease transmission to humans also exists.

Current agricultural practices and trends such as the increasing genetic homogeneity of crops, large geographic expanses of monocultures, isolation, as well as difficulties in surveillance and detection, coupled with the potential use of low tech, low cost and self perpetuating biological agents could make agriculture and the food supply a particularly attractive target to terrorists. In addition, as new technologies continue to revolutionize agribusiness, future pressure from these changes could foster targeted forms of ecoterrorism in which particular crop strains are targeted.

Contamination Problems

The most salient example of contamination of an agricultural product is perhaps the occurrence of bovine spongiform encephalopathy, more colloquially known as mad cow disease among European livestock. More recently, British problems with foot and mouth disease have garnered attention in the media which reported on the speed of the contagion, and the difficulties officials encountered in attempting to contain, control, and eradicate the disease. 

Posing problems for the beef industry are recurrent incidents of E. coli-contaminated ground beef resulting in deaths and large scale recalls, while the contamination of corn crops intended for human consumption by genetically engineered, and toxic, strains did little to further the cause of those who promote the use of genetically modified crops.

Perhaps the most relevant, and notorious, food or drug contamination example involves the Tylenol( tampering that occurred in 1982. Even though only a handful of containers were contaminated with cyanide, large recalls of the product, and public distrust of it, meant large financial losses for the company.

Motivated by these considerations, we turn our attention throughout the rest of this report to some of the attributes of a framework that could be used to prepare for or to counter events in which an agent is used by a terrorist to contaminate food or drug products. This is followed by an identification of the significant challenges for the mathematics and computer sciences communities in implementing such a counterterrorism framework.

Counterterrorism Framework

In order to minimize the risks associated with a terrorist attack two objectives should be accomplished: the probability of the attack should be decreased through deterrence, and the attack’s consequences should be minimized. The first objective requires that adequate capability exists to predict the terrorist attack. The second requires that, when the attack occurs, the crisis caused by it, and its consequences, are optimally managed. 

Event prediction and deterrence, crisis management and consequence management can all be aided through the use of mathematical models and simulation. Each of these components offers opportunities and challenges to the quantitative modeling community.
Prediction

Minimizing potential impacts of a terrorist attack is accomplished by predicting, then deterring the attack. Prediction depends on intelligence regarding the terrorist’s capabilities, motivations, willingness to act and perception of his target’s vulnerabilities. This suggests that systematic vulnerability assessments should be done in order to better understand and remedy critical weaknesses in the current agribusiness, food and drug protection infrastructures.

Vulnerability assessments should include assumptions that areas of large monocultures exist and that some crop species are highly inbred, hybrid, or genetically specialized. Plants are particularly vulnerable to pathogens since resistance to disease is often dependent on a handful of genes. This implies that the genetic engineering of pathogens could potentially circumvent innate plant protection. These areas of monocultures and the types of organisms raised within them should be comprehensively catalogued as part of the vulnerability assessment.

Especially contagious or difficult to control diseases should be identified and ranked with respect to risk. Some likely candidates include: Foot and Mouth Disease, Avian Influenza, Newcastle Disease, Bluetongue, African Horse Disease, Tuberculosis, Brucellosis, Potato Blight, Classical Swine Fever, and Mad Cow Disease.

Zoonoses and vector borne diseases may also be of some concern in assessing vulnerability. Some example include: Tuberculosis, West Nile Virus, Dengue Virus, Malaria, Avian Encephalitis, Rocky Mountain Spotted Fever, Lyme Disease. 

In terms of terrorist capability, there are a host of potential agents that could be used in an attack. Chemical, biochemical or  radiological agents could be employed. Microparasites such as viruses, bacteria, fungi could be used, as could macroparasites such as protozoans, worms and other invertebrates or algae. And, as mentioned above, pests such as weeds, insects, or competitor species could be used. 

Finally, it should be assumed that outbreaks dependent on environmental conditions will be of lesser concern as a mechanism for minimizing the consequences of these outbreaks exists naturally and at no cost to the target.

Identifying the terrorists’ immediate goals will be important for predicting their actions. Specific terrorist goals might include:

· Death, pain, or disablement of people or entire populations

· Economic damage – Producers of agricultural products face an additional ecoterrorist threat in addition to the background terrorist threat

· Military disablement 

· Social disruption

· Coercion

· Diversion

· Social rebellion

A number of analytical techniques should be applied to the problem of predicting an agriterrorism attack. Mapping of monoculture regions and the distribution of crop types can be aided through the use of geographical information systems (GIS). Risk analytic techniques can be applied to calculate the degree to which various sectors of the food industry are vulnerable to exploitation and at what technological cost to the terrorist. 

An examination from the terrorist’s perspective might involve application of operations research techniques such as those employed in foraging theory. In this case, they could be applied to the terrorist’s choice of attack opportunities. Predator-prey models might be adapted and applied to the ‘arms race’ between terrorist and counterterrorist strategies. Since these models are primarily descriptive rather than strategic, game-theoretic approaches, modeling the competition between attacker and defender, might be more useful.

Little quantitative modeling and simulation has been done in the areas of persuasion, influence and action initiation. Models of these phenomena could be of use in predicting the antecedents of terrorist action or in decreasing the probability that such action will occur.

Challenges for Prediction:

There are a number of particularly difficult issues that are raised when considering the prediction of terrorist actions. There is the possibility of multiple attacks across large geographic regions. Multiple organisms could be simultaneously targeted in order to synergize the effects of each attack. Attacks could occur with multiple agents, possibly coordinated to specifically compromise detection and/or response systems. New sophisticated models that account for these possibilities will need to be developed.

Deterrence

The best way to respond to a terrorist threat is to deter the threat from reaching its destructive potential. Preventive measures to protect agricultural products should be implemented so that the adverse consequences of any terrorist attack can be minimized. One of the best ways to deter the action is to decrease the amount of damage that it can cause. In the present case, this means that agricultural methods should be adopted so that food crops are less susceptible to disease outbreaks or pest infestations.

Some of the a priori preventive measures that might be considered include encouraging genetic heterogeneity in crops,
 intercropping and diversifying crop types at the landscape level, using buffer zones between genetically similar crops or reserves, or by reducing the mobility of crops and animals by requiring an observation/quarantine period before transport. 

These preventive measures could be made more effective if a more complete understanding of the conditions that precede and compel terrorist activity was obtained. Such an understanding would suggest additional strategies that might take advantage of the a priori measures that have been implemented.

Challenges for Deterrence:

The measures we have suggested for reducing the damage that can be sustained in an attack would, in many cases, represent a significant and costly departure from current agricultural practice. Determining the cost effectiveness of the economic solutions needed in order to implement these a priori measures would require a significant amount of modeling. In addition, accurate and useful models of terrorist beliefs and behaviors would require a great deal of modeling.

Crisis Management 

The well-organized management of a complex crisis such as an agricultural terrorist attack depends on the timely receipt of accurate information. This information needs to be obtained and transmitted quickly once the event starts and must be made available in an understandable format so that decision makers can best act upon it. 

The information systems employed should allow decision makers to simulate possible event outcomes and to explore the expected effects of different response strategies on these outcomes. These systems should also be able to maintain false positive identification of threats at a low level in order to maintain credibility and to prevent civic disruption by the system itself. 

In addition, in cases of response resource shortfalls, decision makers should beble to optimally allocate scarce materials or personnel. Such a set of integrated surveillance and response systems would represent a significant increase in our capability to minimize the negative consequences of agricultural terrorist attacks. 

The group thought that it was necessary to focus at a system level in order to best manage any response to a terrorist attack and made the following observations regarding the design and characteristics of a planning, surveillance and response system.

An effective and coordinated surveillance system for reporting, response and decision making would be designed for redundancy and would screen and categorize suspicious events triggering more intense surveillance.

The design should allow hierarchical system responses, much like an immune system model, in which distinctions would be created between global versus local response, and a diversity of response options, that allow for the evolution of a strategy to best meet the need of a given situation, would be available. This feature would likely involve the incorporation of adaptive behavior into the system and should allow analysts to find the most appropriate levels of flexibility and robustness in the system.

Modeling for an effective response should be done at the system level but should also incorporate disparate high resolution models in order to increase realism. Various biological, physical, economic, demographic, social and transportation system models should be integrated in the design, modeling and analysis of this proposed adaptive surveillance system.

One of the first steps toward building such a system is a clear description of each threat it is expected to detect. All known pathogens and pests should be described with respect to transmission characteristics, incubation times, dose-response characteristics, and early signs and symptoms of infection. The acquisition of this information could be facilitated by employing several disease subject matter experts for each agent. These experts, who should be willing to provide uncertainty estimates for their opinions, can provide the biological insight and facts to indicate the limitations of our knowledge. 

These experts should also be able to help conceptualize the key questions, provide estimates for some parameter values and provide an understanding of the general shape of distributions or functions that are relevant. They also can provide a comprehensive list of colleagues who can further elaborate on the expert opinion database where objective, empirical data are lacking or insufficient for modeling.

The proposed system should contain a map for each agent indicating the ‘farm-to-fork’ pathway, including sites or opportunities for food supply contamination. This would involve elucidating the steps, locations, contacts, vehicles, and people involved in moving food or water from the ground to the kitchen. Population maps, including GIS and other spatial distributions of population and food sources, should be incorporated, as should topographical maps showing streams and tributaries that contribute to domestic water supplies, and maps of underground water tapped by wells.

The system would include descriptions of the available diagnostic tests and testing procedures for each pest or pathogen, including the sensitivity and specificity of each test.

The vaccination (or other prophylactic measure) options for protecting vulnerable species should be systematically described in terms of efficacy, cost and availability
, time to immune response and protection, and duration of protection. 

The various organizational structures, plans, and procedures of the State and Federal agency programs responsible for monitoring and surveillance of food safety should be described such that modeling of governmental response can be addressed. 
 A detailed analysis of current response plans and procedures might involve operations research methods such as the program evaluation and review technique (PERT), which can be used to streamline critical processes employed during the response to an outbreak.

Finally, expert knowledge of agribusiness industry operations and food safety biology would be critical to assuring that the knowledge base of the proposed surveillance and response system is complete, and that the systems that fall within these domains are adequately described.

Challenges for Crisis Management:

A number of methodological hurdles must be overcome during the design of the proposed system. For example, the statistical methods to detect outliers require refinement - predicting rare events is difficult, predicting events that have never occurred is even more so. 

The source reconstruction problem exists as it does when considering response to biological weapons directed at humans. This problem becomes thornier when multiple release sources and times are considered. This implies that more sophisticated spatiotemporal models will need to be developed. 

Assembling models to build a hierarchical ‘immune’ system would be a particularly complex task. Although the times allowed to make decisions are longer during an agriterrorism crisis than during, say, a terrorist attack involving nerve agents, the complexity of the surveillance and response system would be great enough that the computing resources needed to implement the system would bear close examination and planning.

Crisis management involves a great many logistical problems of manpower, inventory, distribution, and scheduling. Traditional operations research methods need to be modified to apply to bioterrorist crisis management.

Finally, although conceptual frameworks for human decision making under stress exist within the social sciences, adequate quantitative models do not. Suboptimal decision making behavior occurred during the recent biowarfare exercises TOPOFF and Dark Winter, implying that information is not being processed effectively by those responsible for coordinating and directing official responses to a biowarfare attack. Faithfully capturing these decision making processes and optimizing them will be an important challenge.

Consequence Management

A more complete and accurate estimate of the potential consequences of an agricultural attack must be obtained in order for the proposed system to be of any utility. Anticipated consequences such as contamination, disease outbreaks, displacement, as well as economic and psychological impacts should be incorporated into the system as outcome variables, and should be used as indicators of decision making performance during policy and response exercises. 

Once these currencies for optimizing decisions have been specified, adequate consequence management planning will require the use of scenarios that take into account the geographic and spatial aspects of the incident, pathogen or pest persistence and evolution/co-evolution of the pathogen and host, in addition to the considerations discussed above. 

Approaches currently exist for countering invading species and would likely be most representative of those used to deal with the aftermath of a terrorist attack targeting agricultural products. They include the following types of control: chemical, biological control, mechanical and habitat-based. The cost effectiveness of each type of control measure available to decision makers should be examined, as should the development of new control options.

Challenges for Consequence Management:

More options for consequence management need to be generated – destroying large amounts of agricultural products in order to halt an advancing pathogen is wasteful and disruptive.

The important dimensions on which planning scenarios are based should be developed. If these dimensions are chosen carefully, a comprehensive set of scenarios could be derived in a manner that assures adequate representation of the relevant policy and planning space.

Bringing in Human Factors

One of the most significant long term challenges to the mathematics and modeling community, is the problem of constructing the types of human behavior models that are needed for the proposed system. To date, no comprehensive mathematical treatment of the transmission of ideas has been offered, although some initial thoughts on the properties accounted for by such theory have been expressed by Dennett
. A mathematical treatment of the spread of culture was developed by Boyd and Richerson
 in a manner familiar to population biologists, while Lumsden and Wilson
 have examined gene-culture coevolution mathematically, and Feldman and Cavalli-Sforza
 have also taken an evolutionary point of view, but this work needs to be extended and modified to suit the needs of the range of new problems facing the country.

A number of mathematical approaches might be incorporated into a comprehensive treatment of human communication and behavior. Epidemiological models might be used to model the spread of an idea much like that of a disease. Belief systems might be considered as immune systems – for example, particular belief systems may be quite resistant to the incorporation of new information, especially if that information conflicts with the belief system. Epidemiological models would be best applied when examining questions that are applicable at the group or population level

Other group-level phenomena that need to be addressed are those associated with decision making within bureaucracies. Responding to the types of threats discussed in this report requires the coordination of many governmental agencies embedded within a national to local hierarchy that is responsive to public opinion and the influence of special interests. Network models adapted from the computer sciences might be used to address this aspect of the problem.

On the other hand, models borrowed from information theory would most likely have a place within the mathematical framework when analysis of individual-level communication of ideas is needed. Other mathematical models of individual choice from the econometrics tradition might be similarly applicable for modeling at this level, as may those borrowed from the cognitive sciences in order to link ideas to behavior.

Human language and behavior are among the most complex systems observed. There is no compelling reason to expect that a simple elegant mathematical model of these phenomena exists. The construction of a rigorous framework to explain or predict observed patterns of idea diffusion will likely be a lengthy, difficult endeavor.  However, since so much of the complexity present in the real world relevant to the problem of defense against agriterrorism is due to human behavior, any comprehensive end-to-end treatment of the problem will be insufficient until such a mathematical structure is complete.

Summary of Challenges for the Mathematical Sciences

· Develop ways to model multiple attacks across large geographic regions.
· Develop models for predicting the impact of attacks by multiple agents and for detecting such attacks.
· Apply risk analysis to calculate the degree to which various sectors of the food industry are vulnerable to agriterrorist attack.
· Develop game-theoretic models for the competition between attacker and defender.
· Develop mathematical models to determine the cost effectiveness of deterrence strategies that depart from current agricultural practice.
· Apply simulation methods to information systems designed to aid decision makers in crisis management.
· Find new statistical methods to detect outliers, to be used in models predicting rare events.
· Create more sophisticated spatio-temporal models for the source reconstruction problem when multiple release sources and times are considered.
· Adapt operations research methods of scheduling, manpower, inventory, and distribution.
· Develop quantitative models to aid human decision making under stress.
· Modify quantitative methods for determining the cost-effectiveness of alternative control measures.
· Adapt network models from computer science to address problems of coordination among multiple government agencies.
� The group thanks Mark Thurmond, University of California, Davis, for helpful input.


� Attacks on agricultural areas could be easily orchestrated and result in wide-scale, persistent ecological consequences. However, attacks could be just as costly but maintain a low profile, for example the effects of an introduction of weedy species or pests (e.g. Gypsy Moths) could be difficult or impossible to control but have little sensational impact.


� http://www.cia.gov/cia/publications/factbook/geos/us.html


� For example, if contaminated food were exported.


� In these models, we might assume that the perpetrator of an attack will also consider our response to his actions.


�  Costs, such as profit loss, might be offset by government payments to farmers and agribusinesses.


� That is, the probability of correctly identifying a disease if present, and the probability of falsely identifying the presence of disease if truly absent, respectively.


� The time required to manufacture and distribute the vaccines would be quite useful.


� This model would contain the strategic nodes identified for typical food safety problems as well as those used in response to a terrorist attack.
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