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Network Models For Complementary

Lawrence H. Cox

Cell Suppression

Complementary cell suppression is a method for protecting data pertaining to individual respondents from statistical disclosure
when the data are presented in tabular form. Several mathematical methods for complementary suppression have been proposed in
the statistical literature; some have been implemented in large-scale data processing environments by national statistical agencies.
Each method has either theoretical or computational limitations. This article presents solutions to the complementary cell sup-
pression problem based on linear optimization over a mathematical network. These methods are shown to be optimal for certain
problems and to offer theoretical and practical advantages, including comprehensiveness, comprehensibleness, and computational

efficiency.

KEY WORDS: Disclosure limitation; Linear programming; Statistical disclosure; Tabular data.

1. INTRODUCTION

Complementary cell suppression is a standard technique
for limiting statistical disclosure in data presented in tab-
ular form, and is the preferred disclosure limitation tech-
nique for tables of aggregate magnitude data such as from
the U.S. Economic Censuses (Federal Committee on Sta-
tistical Methodology 1994). Cell suppression involves sup-
pressing from publication the values of all cells represent-
ing direct disclosure of confidential data on individual re-
spondents (the disclosure cells), together with sufficiently
many appropriately selected nondisclosure cells (the com-
plementary cells) to ensure that a third party cannot dis-
cover confidential respondent data by manipulating linear
relationships between released and suppressed table values.
The challenge of the cell suppression problem is to select
complementary suppressions that provide sufficient disclo-
sure protection while minimizing the amount of information
lost due to suppression.

Since the 1970s, the U.S. Census Bureau and other sta-
tistical organizations have used large-scale computer sys-
tems based on mathematical procedures for complemen-
tary cell suppression (Cox, Fagan, Greenberg, and Hemmig
1986; Robertson 1993). These methods involve combinato-
rial techniques (Cox 1980), linear programming (Robertson
1993), and mathematical networks (Cox 1987, 1993). Each
of these methods constructs a complementary cell suppres-
sion pattern that protects a single disclosure cell, while at-
tempting to control unnecessary suppression and informa-
tion loss. The suppression pattern constructed often will
protect other disclosure cells partially or even fully. Al-
though the individual mathematical techniques for comple-
mentary suppression are different, the methods share some
common features. In each case the complementary suppres-
sion procedure is performed iteratively—at least once for
each cell requiring (further) disclosure protection. Informa-
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tion loss is measured by either number of cells suppressed,
total value of suppressed cells, or a combination of these
criteria. The iteration is usually implemented in descending
order of protection required.

A mathematical network is a specialized linear program
defined over a mathematical graph. Networks are widely
used for a variety of applications, and standard network
optimization software is available. Kelly, Golden, and As-
sad (1992) offered a network optimization formulation of
the cell suppression problem. Formulations based directly
on mathematical graph theory have also been investigated
(Carvalho, Dellaert, and Osorio 1994; Gusfield 1988). As
a rule, graph theoretic methods tend to rely on specialized,
often complex, algorithms for which standard software is
not available.

None of the mathematical methods for complementary
cell suppression solves the problem optimally, due to lim-
itations in either the theoretical model or its implementa-
tion. The practical setting for this problem can be extremely
large—such as the quinquennial U.S. Economic Censuses—
calling for methods that are theoretically compact, flexibly
implemented, and computationally efficient. The setting
is often organizationally broad—involving many agency
personnel with different technical backgrounds—making
methods that are easier to understand and maintain desir-
able.

This article presents an approach to the complemen-
tary cell suppression problem—based on mathematical
networks—that offers several theoretical and practical ad-
vantages. In particular, it solves the complementary cell
suppression problem optimally for general tables and for
exact disclosure in positive tables under the minimum-
number-of-complementary-suppressions criterion; it over-
comes the theoretical shortcomings of other minimum-
total-value-suppressed methods by basing the optimization
on minimum-total-value-suppressed explicitly rather than
on a weak surrogate (Sec. 4.3); it enables solutions aimed
at protecting entire tables in favor of cell-by-cell protec-
tion; and it is based on standard mathematical programming
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methods that can be implemented, understood, and applied
without inordinate institutional investment.

The article is organized as follows. Section 2 delin-
eates the complementary cell suppression problem. Sec-
tion 3 presents key facts about mathematical networks, and
Section 4 presents network models for the principal cell
suppression problems. Finally, Section 5 discusses issues
related to these methods and methods proposed elsewhere.

2. THE CELL SUPPRESSION PROBLEM

A denotes a single two-way table, comprising m internal
rows and n internal columns. A contains (m + 1)(n + 1)
entries: mn internal entries, a;;,1 < i < m,1 < j < n,
arranged as the first m rows and n columns of A;m row
totals, a; 11 arranged as the (n + 1)st column of A,n col-
umn totals, a1, ; arranged as the (m + 1)st row of A; and
the table grand total appearing as entry a,;,+1,,+1 of A. A is
a positive table if a;; > 0,1 <i<mand 1< j < n. If this
condition is not imposed, then A is a general table. Table 1,
a hypothetical positive table with suppressions (from Cox
1993), is used to illustrate the concepts and methods de-
veloped herein. The cells marked (D) represent previously
suppressed cells—disclosure cells and complementary sup-
pressions suppressed at a previous stage in the analysis.

There are many quantitative rules to detect disclosure—
ie., to determine for each cell whether or not the cell
should be designated as a disclosure cell (Federal Commit-
tee on Statistical Methodology 1994). (See Cox 1981 for
the mathematical properties of disclosure rules.) For our
purposes, it suffices to assume that a disclosure cell is a cell
whose value permits a narrow interval estimate of the con-
tribution to the cell of one or more respondents. Under cell
suppression, each disclosure cell (I, J) is suppressed from
publication, together with sufficiently many appropriately
selected complementary cells to ensure that all interval esti-
mates V (I, J) of ar; derivable from the published statistical
tables are not narrow. To provide a limit on how much to
suppress, each disclosure cell is assigned a continuous range
of values considered too narrow, called the cell’s disclosure
interval. Disclosure protection for (I, J) is sufficient if all
interval estimates of the cell value based on additive rela-
tionships between respondent and cell values contain this
interval. For our purposes, the disclosure interval for (I, J)
will be the symmetric open interval (ar; — prs,ars +prJ).
pry > 0 is called the protection limit for (I,J). It is com-
puted based on the disclosure rule and the respondent val-
ues contributing to the cell value (Cox 1981). Because es-
timates of the values of complementary cells can be used
to estimate the values of disclosure cells, each complemen-
tary cell is assigned a disclosure interval centered on its
value with width equal to its contribution to the protec-

Table 1. Hypothetical Table With Suppressions
20(D) 10 20 10 20 80
10 10 20(D) 5 15 60
40 10 10 20(D) 10 90
5 5 15 10(D) 5 40
75 35 65 45 50 270
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tion of (1, J). Modification of the procedures presented here
for nonsymmetric disclosure intervals is discussed in Sec-
tion 5.

As an example, consider Table 1. Assume that each cell
marked “D” is a disclosure cell to which a disclosure in-
terval of width equal to 50% of its value has been assigned.
(This is much higher than typical protection limits, but will
simplify computations.) Then complementary cells must be
selected in a manner that ensures that the following inequal-
ities hold in the final table: 10 < V'(1,1),V(2,3),V(3,4)
< 30, and 5 <V (4,4) < 15.

This characterizes the most common type of disclosure—
interval disclosure—under which the value of a disclosure
cell is protected to within a continuous interval. The other
type of disclosure is exact disclosure, for which only the
precise value of the cell is protected. Exact disclosure is
typically used for frequency count data (which are integers),
and in that case pr; = 1. Interval disclosure is used in the
U.S. Economic Censuses, with the exception of the Census
of Agriculture, which uses exact disclosure (Cox 1993).

Most mathematically based cell suppression methods are
single-cell methods, meaning that they provide sufficient
disclosure protection to a single suppressed cell at a time
and protect the entire statistical table or set of tables by ap-
plying the single-cell method iteratively to each suppressed
cell that remains unprotected. The main requirement of a
single-cell suppression method is that it provide sufficient
disclosure protection for the target cell. A second require-
ment is that it do so with minimum information loss due
to the suppression. Information loss can be measured in
many ways, the most typical being the number of additional
cells suppressed as complementary suppressions to protect
the subject cell and the total value of additional comple-
mentary suppressions. These are the minimum-number-
of-complementary-suppressions criterion and the minimum-
total-value-suppressed criterion.

The development of complementary cell suppression
methods is motivated by the practical considerations of sta-
tistical confidentiality within data collection organizations.
Under these conditions, all problems considered here ad-
mit at least one feasible solution—suppress all internal and
totals entries in the table. This solution is of course undesir-
able, but its existence assures that the procedures presented
here will converge to a solution.

3. PROPERTIES OF MATHEMATICAL NETWORKS

A mathematical network is a type of linear program that
is uniquely suited to problems involving two-way statisti-
cal tables. Only essential properties of networks are pre-
sented here. The reader is referred to the books of Glover,
Klingman, and Phillips (1992) and Kennington and Helga-
son (1980) and to other standard texts on network optimiza-
tion for further information.

A mathematical network consists of a set of objects called
nodes together with a set of objects called arcs defined be-
tween ordered pairs of nodes. Nodes are denoted by letters
such as P and @) and represented graphically as points. Arcs
are denoted by ordered pairs of distinct nodes, (P, Q) and
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(@, P), and represented graphically as arrows pointing from
the first node to the second node of the pair. An arbitrary
but consistent notion-of direction between nodes is estab-
lished and arcs oriented in that direction are called positive,
whereas arcs in the opposite direction are called negative;
the corresponding nodes are referred to as the from-node
and the fo-node of the directed arc. A network on a set of
nodes can involve none, some, or all of the possible positive
and negative arcs that can be created between the nodes.

Networks represent linear relationships of a specialized
form: aggregation relations. Assignments or movements of
numeric quantities within a network are referred to as net-
work flows. Flows proceed between network nodes along
network arcs in the direction of the arc. Each node is as-
signed a value known as the node requirement. A positive
requirement indicates the amount net outflow required at
the node (sum of flows along arcs directed out of the node
minus sum of flows directed into the node), a negative re-
quirement indicates net inflow required at the node, and a
zero node requirement indicates balanced inflow and out-
flow. Row and column nodes are denoted by ¢ and j (or, I
and J to particularize a node), and arc flows are denoted by
x;j+ and x;;_, relative to the direction of flow. Networks to
solve various forms of the complementary cell suppression
problem are constructed in Section 4.

The connection between networks and mathematical pro-
grams is as follows. B denotes the node-arc incidence ma-
trix of the network: B contains one row for each node
and one column for each arc. The arc-column entry cor-
responding to the from node of the arc equals +1; the en-
try corresponding to the to node equals —1; and all other

COLUMNS

ROWS

270 y

A

Figure 1. Network for Table 1. Opposing arcs are not drawn.
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entries in the arc-column equal zero. Here x denotes
the column vector of variables corresponding to the arc
flows, and R denotes the row vector of node requirements.
The linear constraint system represented by the network is
Bx = R, x > 0. In some applications the x values are fur-
ther restricted by upper capacity constraints of the form
x < u, where u is a column vector of nonnegative upper
limits on flows along individual arcs. Uncapacitated flows
have u = oo.

The close relationship between networks and two-way
tables is illustrated in Figure 1, which represents Table 1
(without its suppression information) as a network. Oppo-
sitely directed arcs are not drawn.

A network optimization problem, (N,c), consists of a
network N together with a cost function to be minimized
subject to the linear constraints imposed by the network
structure; ¢ denotes the row vector of arc costs. The math-
ematical statement of the (upper) capacitated network op-
timization problem is

mincx subjectto Bx =R, 0<x<u (1)

Assume that N is the network representation of a posi-
tive table A. Given an arc of N [for definiteness, arc (Row
I, Col J, +)], a circuit v in N containing this arc is a se-
quence of distinct arcs {ai,as,...,a5} of N of length k
satisfying: «; = (I, J,+); the to-node of each arc equals
the from-node of the successive arc; and the to-node of oy
equals the row I node (viz., a; is treated as the successor of
ay,). If successive arcs in «y are in opposite directions (hence,
k is even), then ~ is an alternating cycle. Define g(v)
= min{a;;: (4,7, + or —) € v}. A flow of up to g(~y) units is
possible along  without violating the constraint x > 0, viz.,
add g() to each positive arc on « and subtract g(y) from
each negative arc. By reversing arc directions, flow up to
g(7) units in the reverse direction is possible. Then V (I, J)
can assume any value in the interval [ar; — g(7), a7 +9(7)]
(similarly for any other cell involved in ). For example, an
alternating cycle for Table 1 involving cell (1,1) is (Row 1,
Col 1, +), (Row 2, Col 1, —), (Row 2, Col 3, +), (Row 3,
Col 3, —), (Row 3, Col 4, +), (Row 1, Col 4, —); flow of up
to g() = 10 units can be made along this alternating cycle
in either direction. This example illustrates the following
key connection between alternating cycles in a network and
complementary suppression in a table.

Observation. A disclosure cell (I,J) in a table with
protection limit py; is protected if there exists an alternat-
ing cycle v comprising only suppressed cells that contains
(I,J) and satisfies g(y) > prJ.

Networks enjoy a property that is crucial to the formu-
lations of the next section.

Integrality Property. If R and u are integer valued and
cx is nonconstant, then any optimal solution x is also inte-
ger valued.

The integrality property will be used powerfully: If u <1
is integer valued, then both z;;+, z;;— = 0 or 1 for all (3, j).
This formulation enables the use of continuous, compu-
tationally efficient network optimization methods to solve
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a dichotomous decision problem—the complementary cell
suppression problem.

For the constructions in Section 4, it is often not neces-
sary to distinguish between positive and negative arcs. In
such cases, the notation x;;. is used to denote either X;j+ OF
X;j—, or both. Analogous notation is used for other quanti-
ties.

4. A DICHOTOMOUS NETWORK MODEL
FOR CELL SUPPRESSION

4.1 Network for Single-Cell Suppression
in a Single Table

The cell suppression problem for a single table A subject
to a standard information loss criterion such as minimum-
number-of-complementary-suppressions or minimum-total-
value-suppressed can be modeled as a dichotomous net-
work. As single-cell suppression methods protect one cell
at a time, the network is optimized once for each cell re-
quiring disclosure protection. S denotes the set of pre-
viously suppressed cells, and #S denotes the number of
cells in S. (I,J) € S denotes the rarget cell—the sup-
pressed cell being disclosure protected at the current it-
eration. U C S denotes the set of table cells that remain
unprotected; S = S ~ (I, J).

The network N described here is solved once for each
unprotected suppressed cell (I,J) € U. At each iteration,
(I,J) and perhaps additional unprotected suppressed cells
(I*,J*) € U are protected through the creation of an alter-
nating cycle containing (I, .J). The network N for Table 1
and target cell (1, 1) is illustrated in Figure 2.

COLUMNS

ROWS

Figure 2. Network for the Cell Suppression Problem of Table 1. (I,
J) = (1, 1). Only some arcs are drawn.

Journal of the American Statistical Association, December 1995

Nodes. There are m + n + 2 nodes. The first m nodes
correspond to the m internal rows of A, the next n nodes
correspond to the n internal columns of A, and the last two
nodes correspond to the column of row totals adding to the
grand total a,,11,4+1 of A and the row of column totals
adding to am41,n41-

Arcs.  There are (m+ 1)(n+ 1) positive arcs: one from
each row node to each column node, one from each row
node to the first grand total node, one from the second grand
total node to each column node, and one from the second
grand total node to the first grand total node. Similarly,
between the same node pairs are (m + 1)(n + 1) oppositely
directed negative arcs. The corresponding flows are denoted
byxij+ andxij_,l <i<m+1,1<j<n+1.

Node requirements.  All node requirements equal zero.

Arc capacities. The capacities of z; ;. and z;;_ corre-
sponding to the target suppressed cell (I, J) are ury, = 1
and ury_ = 0. If a;; = 0, then u;;. = 0. Unless explicitly
stated otherwise, u;;.« = 1 otherwise.

Zero cells often are recognizable even if suppressed and
are rendered ineligible for suppression by their correspond-
ing zero arc capacities. If suppressed zero cells are not rec-
ognizable, then exceptions may be made to this rule (e.g.,
in general tables). Another exception, for positive tables, is

* when upper and lower protection are provided separately:

alternating cycles may pass through a zero cell (4, j) in the
positive direction, so that only u;;— = 0 is required during
the upper protection phase. In practice, zero capacity arcs
are removed from the network. A relaxation of imposing
zero capacities on zero cell arcs is to assign them high cost.

Most software for network optimization facilitates the
assignment of nonzero lower capacities for arcs, usually
by creating additional arcs. Lower capacities can be used
to specify nonzero flow along certain arcs (e.g., by setting
lower and upper arc capacities as equal). For simplicity,
lower capacities are avoided here; and the cost function is
used for these purposes.

It remains to specify a cost function for the network
optimization problem (N, c¢). Cost functions vary with the
specifics of the cell suppression problem being considered.
But unless stated otherwise, all problems share the follow-
ing costs.

Arc costs.  The cost along arc z;;4 corresponding to
the target suppressed cell is c;;. = —(co + 1), where
co = Z(i,j);é(],J)(Cij+ + Cij_);CIJ_ = 1. For (I*,J*)

€ S,crey«4 = crrg-— = 1. For (i,5) ¢ S, arc costs depend
on the problem type but are subject to c;;y,c;j— > #8S.

Total cost. The total cost, c(x) = 3, (cij+Tij+
+cij—x;;—), is minimized by the network optimization.

The integrality property of networks and the {0,1} ca-
pacities ensure that each arc flow in the optimal solution
satisfies z;;, = 0 or 1. This permits the network optimiza-
tion and complementary cell suppression problems to be
connected by the following rule.
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Cell suppression rule. ~Suppress cell (i,7) if z;;4 =1
or z;;— = 1 in the optimal solution.

Recall that all flows z;;. are nonnegative. The large neg-
ative arc cost cyy4 forces zyy4 = 1, avoiding the trivial
solution x = 0 and fulfilling the requirement to suppress
the target cell (I,J). The zero node requirements impose
the constraints

n n
Yoz = Dowy, 1<i<m+l
J=1 j=1
and o .
Sy = > @yo, 1<j<n+l. ()
i=1 =1

The conditions (2) and z7;. = 1 ensure that an optimal
solution to (N, ¢) is an alternating cycle ~ containing (I, J).
The arc capacity uyy— = 0 forces z;;— = 0, ensuring that
the cycle is nontrivial (i.e., k > 4). This cycle is called the
protection cycle for the target cell (I, J).

The only negative arc cost is c¢yj4. The next smallest
COStS are cyyjs«t+ = Cr+g«— = 1 for previously suppressed
cells (I*,J*) € S. Together with c;jy,cij— > #S for
(i,7) ¢ S, this encourages the network optimization to
select previously suppressed cells as complementary sup-
pressions for the target cell (I,J). As ¢;j4,¢;5— > 0 for
(¢,4) # (I,J), trivial subcycles (i.e., z;j4 = x;j— = 1) are
avoided, ensuring no superfluous suppressions in the opti-
mal solution.

4.2 Optimizing Single-Cell Suppression Under the
Minimum-Number-of-Complementary-Suppressions
Criterion

4.2.1 General tables. For general tables, p;; < € for
any positive quantity e. Define g(7y) = oo.

Arc costs: general table.
(1,5) € S.

Thus, the total cost ¢(z) in an optimal solution {x*} for
a general table under the minimum-number-of-suppressions
criterion satisfies

Cij+ = Cij— = #S for all

c(z™) = (#S)r+s—(co+1), 3)

where r equals the minimum number of complementary
suppressions needed to protect the target cell (I,J) and s
equals the number of previously suppressed cells appearing
in the optimal protection cycle ~y. This solution is guaran-
teed by how the arc costs were stratified. The large negative
cost forces the suppression of (I, J); the large positive cost
ensures that r is minimized; and, the unit costs ensure that
any previously-suppressed cell that can be used (while min-
imizing r) will be used, but only once (viz., it will not create
a trivial subcycle).

The optimal solution contains s previously suppressed
cells (I*,J*) € S and r new complementary cells (i, j) & S.
If s > 0, then each of the s cells (I*,J*) € S contained in
the protection cycle v for (I, J) is also protected by ~ and
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does not require a separate network optimization. If » = 0,
then « involves only previously suppressed cells, and the
network has verified that target cell (I, J) is protected.

The network optimization (N,c) solves the cell sup-
pression problem for general tables optimally under the
minimum-number-of-suppressions criterion, as it produces
a solution involving precisely r complementary suppres-
sions.

There typically are many optimal solutions under the
minimum-number-of-suppressions criterion, and it is desir-
able to select from among these solutions one that sup-
presses the least total amount of information (Cox 1980),
as measured for each cell by some function f satisfy-
ing 0 < fij <1 (e.g., fij = (|aij| + 1)/(a + 1) for a
= 3, ;lai;]). This can be done using the same network
N with a new cost function ¢/ (x), with costs

C;j* = (F +1)cijs + fij, for F= Zfij' (4)
i’j

The network optimization (NV,c’) solves the complemen-
tary cell suppression problem for general tables optimally
with respect to this two-stage information loss criterion. In
addition, if the iteration of network optimizations is done
in the order of decreasing protection required, then each
(i,5) # (I, J) selected as a complementary suppression at
one iteration satisfies p;; < pr; < g(7), and thus has re-
ceived sufficient disclosure protection from - and need not
be reexamined by means of a separate iteration.

4.2.2 Exact Disclosure in Positive Tables. The net-
work optimization (N, c) of Section 4.2.1 optimally solves
the complementary cell suppression problem for exact dis-
closure in positive tables under the minimum-number-of-
complementary-suppressions criterion. (N, c’) optimally
solves this problem under the two-stage criterion. More-
over, the protection cycle for target cell (I, J) protects all
complementary suppressions made at the current iteration,
thus avoiding unnecessary iterations.

4.2.3 Interval Disclosure in Positive Tables. The net-
work optimization (N, c’) incorporates the cell value a;;
into the cost function as a refinement of (N, ¢) for the case
of exact disclosure in positive tables. A similar but more
refined approach is needed for the case of interval disclo-
sure.

Optimal methods are not available for interval disclo-
sure in positive tables, nor for the minimum-total-value-
suppressed criterion in general and positive tables. This
stems from two factors. The first is the difficulty of incorpo-
rating both dichotomous decision variables and continuous
variables representing protection levels into a single, com-
putationally efficient linear programming formulation. The
second is that the complementary cell suppression problem
under the minimum-total-value-suppressed criterion is NP
hard, suggesting that the existence of an efficient (poly-
nomial time) algorithm for this problem is unlikely (Kelly,
Golden, and Assad 1992). The solutions presented here and
by others for these problems use a single-cell suppression
method to attempt to create a cycle containing the target
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cell (1, J) that provides sufficient disclosure protection for
(I, J). If such a cycle does not exist or is not found, then a
partial solution is constructed, and the method is repeated
until sufficient protection has been provided for the target
cell. Because each iteration is based on previous partial
constructions, these iterative methods are heuristic and can-
not be guaranteed to produce an optimal solution—either
for the target cell or for the entire table. Iterative methods
for this problem are also vulnerable to worst-case behav-
ior in well-contrived examples. However, a good iterative
method will perform well on average and can be modified
to accommodate worst cases.

The following methods presented and those in Section 4.3
are heuristic iterative methods. The performance of each
method will depend on the characteristics of the tables and
disclosure situations to which it is applied. The methods
presented here are intended to illustrate the application of
mathematical networks to complementary cell suppression.
In a specific application, best results may be obtained by us-
ing one method exclusively, by specializing it, or by using
several methods in tandem. For example, for a small num-
ber of tables of great importance, several methods might be
applied to each table and the best results selected for each
table individually. In a large census, competing methods
might be evaluated using a representative set of test tables,
resulting in the selection of a single method to be applied
to all released tables.

The preceding optimal solutions provide sufficient disclo-
sure protection by means of a single cycle of nonzero cells
containing the target cell. Interval disclosure in positive ta-
bles also requires that the cycle(s) through target cell (I, J)
permit a total flow of at least p;; units in each direction.
Depending on the relative sizes of the a;;, this may require
more than one cycle through (I, J). The iterative step in our
heuristic procedure attempts to provide sufficient protection
along a single cycle whenever possible, as follows.

Arc capacities and costs. Modify N to create N’ satis-
fying u;;» = 0 whenever u;;, = 1 in N and a;; < pr;. For
(’L,]) €S, Cijx = 1; for (Z,]) € S, Cijx = #5S.

Thus only cells that permit the required flow in both
directions are considered as potential complementary sup-
pressions. The optimization (N’, ¢) will construct a single
sufficient protection-cycle for target cell (I,J) whenever
such exists. This cycle will be optimal in that it contains the
minimum number of complementary suppressions possible
among all sufficient single-cycle solutions. There could ex-
ist a combination of protection cycles that is sufficient and
involves fewer complementary suppressions, but in general
this is unlikely.

Because it is easy to contrive examples exhibiting worst-
case behavior for each information loss criterion, a two-
stage optimization that minimizes total value suppressed as
a secondary criterion is often desirable. Using (4), this is
obtained by the replacement,

Cijx — (1 + F)Cij* + a5, where F = Z Qjj. (5)

,J
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An heuristic iterative procedure, IP(I,J), for achieving
sufficient complementary disclosure protection for (I,.J)
under interval disclosure in positive tables is as follows:

Step 1. Compute an optimal solution (x,v) to (N, c).

Step 1a. If no solution exists, compute an optimal solu-
tion (x,7) to (N, c).

Step 2. Compute g(v) = min{a;;: (3,5) € v}.

Step 3. Adjoin to S all cells (, 5) € v, (i,5) # (I, J); set
pi; = min{prz, g(7)}.

Step 4. If g(v) > prs, then END.

Step 5. Replace pr; by pr; — g(v).

Step 6. For (4, 5) € v, (4,7) # (I, J), set u;j. = 0.

Step 7. GOTO Step 1.

If an optimal solution is found in Step 1, then the current
iterative stage comprises one network optimization on N’.
If no solution is found, then Step 1a performs a second opti-
mization on the larger network N. These two optimizations
can be combined using cost stratification into one optimiza-
tion, as follows. Define Ly = #{(i,j) € S: a;; > pr;} and
Ly = #{(i,j) ¢ S: 0 < a;; < prs}. Define costs {c'}
satisfying

c/.. = — |1+

g% Z ng*
(4,9)#1,J)
= 1  ifa;; >pryand (i,5) € S,
= #S5 if a;; > pry and (4,5) ¢ S,
= #S(1+L1) if ai; < Pprj and (Z,j) € S,
= #S(1+L1 +L1L2+L2) if a5 < PrJj
and (i,5) € S. (6)

if (,5) = (I, J),

Replace Steps 1, 1a and 7 in iterative procedure I1P(I,J)
by

Step 1’. Compute an optimal solution (x,~) to (N,c/).
Step 7'. GOTO STEP 1'.

The two procedures will not necessarily produce the same
results. The combined procedure is more efficient but also
more complex, and it is likely to produce large costs. Nu-
merical overflow can be avoided by replacing arc costs
cij« based on a;; by smaller but still monotonic stratified
costs based on values such as log(1 + a;;). Two-stage op-
timization (i.e., minimizing total-value-suppressed among
minimum - number - of - complementary - suppressions  solu-
tions) can be achieved using costs analogous to (5).

4.3 Optimizing Single-Cell Suppression Under the
Minimum-Total-Value-Suppressed Criterion

A sufficient complementary cell suppression pattern for
suppressed cell (I, J) that minimizes total value suppressed
is obtained from the network optimization (N, c), where

Cijx = — |1+ Z Cijx (i,j):(I,J),
(2,9)#,J)
1 (i,5) €85,
#S5+ai;  (i,5) € S. (7)
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Other heuristic solutions to the single-cell minimum-
total-value-suppressed complementary suppression problem
have been reported (Kelly, Golden, and Assad 1992). Large-
scale implementation of heuristic procedures based on lin-
ear optimization have been implemented for economic and
agriculture censuses and surveys by the U.S. Census Bu-
reau and Statistics Canada (see Cox 1993 and Robertson
1993, for details). The Census Bureau method is based on
network optimization in which the flow variables, z;;., rep-
resent the disclosure protection achieved by suppressing cell
(¢, 7); arc costs, d;;«, are based on the cell value a;;. The cell
is suppressed if either z;;, z;;— > 0 in the optimal solution.
The Statistics Canada method is based on general linear
programming and uses the same flow variables, z;;., and
decision rule, but arc costs d;;, are based on a logarithmic
function of a;;. Both methods seek minimum-total-value-
suppressed solutions. But in each case the cost function
d(z) = >, ; dij«zijx is not a good surrogate for minimum-
total-value-suppressed c(z) = }_, . aij«Zij«; Whereas, c(z)
appears explicitly in the cost formulations here. This is a
theoretical improvement.

c(z) can be used to seek optimal solutions. If all a;;
> pyy for all nonzero cells, then the optimization (N, c)
provides an optimal solution to the minimum-total-value-
suppressed problem. In the presence of many cell values
a;; < prj,{(N,c) is likely to create suppression patterns that
provide insufficient protection, requiring iteration leading
to suppression of additional information. A good approach
is to use c(z) in conjunction with the iterative procedure
IP(1,J) (viz., seek first solutions involving only cells sat-
isfying a;; > pys, form partial solutions as necessary, and
then iterate the method). Alternatively, the double opti-
mizations Steps 1 and la can be combined using a cost
function that places cells with a;; < pr; in a higher cost
stratum, as in (6).

4.4 Network Model for Cell Suppression in Tables
Related Hierarchically

Cox and George (1989) presented a method for represent-
ing a two-way table subject to subtotals constraints along
its rows (or columns) as a mathematical network. The con-
struction, for column subtotals, is as follows. Begin at the
first grand total node and disaggregate the grand total by
negative arcs connected to each row node. Disaggregate
each row total by positive arcs to each column node. These
arcs correspond to the internal cells of the table. Connect
the column nodes by negative arcs to nodes representing
the lowest level column subtotals. Connect these nodes
by positive arcs to nodes representing.the second—lowest-
level column subtotals, and so on, reversing the direction
of new sets of arcs at each stage, until nodes representing
the column totals of the full table are reached. Connect
these nodes to the second grand total node. If the number
of levels of subtotals is even, then connect the two grand
totals nodes by a positive arc from the second to the first
grand total node. If it is odd, then to maintain consistency
in assigning arc directions, create a dummy node between
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the two grand totals, and connect this node from the second
grand total node by a negative arc and to the first grand total
node by a positive arc. At the conclusion of the construc-
tion, an identical set of oppositely directed arcs is created
at every node except the dummy node. Denote this network
as H.

The primary advantages of combining hierarchically re-
lated tables within a single cell suppression network are to
increase the pool of candidate complementary suppressions
for each disclosure cell and thereby improve the computa-
tional efficiency of the entire disclosure limitation process.
Methods equivalent to the Cox and George (1989) formu-
lation were implemented in the 1992 U.S. Economic Cen-
suses to incorporate hierarchical Standard Industry Code
(SIC) classifications within a single network (Cox 1993).
For the Economic Censuses, tables defined at the same sin-
gle level of geographic structure (e.g., aggregate data at the
county level adding to state-level totals) were combined hi-
erarchically along the SIC dimension; a network was con-
structed beginning with nodes representing county-level ag-
gregates across all industries to nodes representing county-
level aggregates for industries within individual two-digit
SIC groups; from two-digit SIC nodes to three-digit SIC
nodes; and so on, until the lowest level of SIC aggregation
(in general, six-digit SIC) was reached. These nodes were
then reconnected to the beginning nodes through state-level
nodes as described previously. Recent progress has been
reported on systematic extension of these methods to non-
hierarchical aggregation structures (D. Robertson, personal
communication, August 23, 1994).

The methods of Sections 4.1-4.3, presented for a single
two-way table, apply equally to the network H correspond-
ing to a set of hierarchically related two-way tables. For
single tables, and particularly for hierarchically related ta-
bles, it is usually desirable to minimize the suppression of
(higher-level) totals relative to that of lower-level entries.
This can be accomplished by creating higher cost strata for
arcs corresponding to cells at higher aggregation levels.

4.5 Multiple-Cell Complementary Suppression

Single-cell complementary suppression procedures re-
quire at least one optimization for each cell (1, J) requiring
disclosure protection. The suppression algorithm is applied
iteratively until a complete pattern—equal to the union of
patterns constructed at each iterative stage—is achieved.
After each stage, or after the last stage, the pattern is ex-
amined to release superfluous complementary suppressions.
The final pattern equals the complete pattern minus super-
fluous suppressions. Because this is an iterative process, the
final pattern may not be optimal (viz., a lower-cost, com-
plete pattern may exist). The question arises: Does there
exist an (optimal) procedure that protects all suppressed
cells in a single optimization?

A method that provides disclosure protection to all sup-
pressed cells in a single step is a multiple-cell comple-
mentary suppression method. The existence of efficient
multiple-cell methods is clouded by NP hardness results.
Gusfield (1988) solved an important but restricted special
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case. A new method demonstrates that further progress is
possible. The method is based on the following problem.

Problem.  Given a single two-way table A and a set of
suppressions S, select a minimal set of complementary sup-
pressions so that each row and column of the table contain-
ing suppression(s) contains at least two suppressions.

Cox (1980) provided an optimal multiple-cell solution
to this problem on which large-scale automated disclosure
protection systems for the 1977 and 1982 U.S. Economic
Censuses were based. The Problem is a necessary condi-
tion to the minimum-number-of-suppressions problem, but
is not a sufficient condition in that there may exists pat-
terns satisfying the two-or-more-suppressions-per-affected-
row-or-column condition for which all suppressed cells are
not contained in a cycle (i.e., fail the cycle condition). The
number of patterns satisfying the two-or-more condition for
a given table is computable and, in general, is large. In
practice (e.g., U.S. Economic Censuses), most two-or-more
patterns also satisfy the cycle condition, and in any case it
usually is not difficult to augment one failing this condition.
It is then reasonable to explore the Problem further.

The Cox (1980) solution to the Problem is a combinato-
rial procedure based on the notion that the best candidates
for complementary suppressions are unsuppressed cells at
the intersections of rows and columns requiring comple-
mentary suppression, the next-best candidates are cells at
the intersection of rows or columns requiring complemen-
tary suppression with columns or rows containing suppres-
sions, and the other cells are, in general, poorer candidates
and will not lead to optimal solutions. This was formal-
ized in a constructive mathematical theorem on which the
procedure is based.

ROWS COLUMNS

{13

Figure 3. Network for Multiple-Cell Suppression in Table 1.
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Theorem (Cox 1980). Let A be a general two-way
table with suppressions under the minimum-number-of-
complementary-suppressions criterion. Let m’ (respec-
tively, m”) denote the number of rows of A containing
suppressions (respectively, requiring complementary sup-
pression), and define n’ (respectively, n”’) similarly. With-
out loss of generality, assume that m” > n” and m” > 1. If
max{m’,n'} = 1, then the Problem can be solved by three
complementary suppressions. Otherwise, m” complemen-
tary suppressions are sufficient.

The Problem can be formulated as a network optimiza-
tion problem (M, e), as follows. For clarity of presenta-
tion, it suffices to assume that suppression is limited to
the internal entries of the table. There are two degen-
erate cases, each solvable by methods established earlier:
max{m/,n’} = 1 and, n” = 0 and n’ = 1. The first case can
be solved using the network model (N, c) of Section 4.1.
The second case, which occurs when all suppressions occur
in a single column J, can be solved using (N, c) with the
exception: ¢;; = —(co+1) for (i, J) € U. The general case,
min{m/,n'} > 1, is solved using the following network.

Network M. The node set of M equals the node set of
N. The arc set of M consists of one arc from each row
node i corresponding to a row requiring complementary
suppression to each column node j corresponding to a col-
umn containing suppressions (flows denoted by x;;), and
one arc from each of these column nodes to the second
grand total node (flows denoted by x,,,11,;). Arc capacities
are Umy1,; = 00, Ujj; = 0 if ('L,]) € S or if ajj = 0, and
u;; = 1 otherwise. Node requirements are zero, except the
requirement of a row node corresponding to a row requir-
ing complementary suppression equals +1, that of a column
node corresponding to a column requiring complementary
suppression equals —1, and that of the second grand total
node equals —(m” —n").

The node requirements ensure a total flow of m” units,
one unit along each row, corresponding to the minimum
number of complementary suppressions m” required to dis-
closure protect a general table—i.e., one in each row requir-
ing complementary suppression. The column node require-
ments ensure that each column requiring complementary
suppression receives at least one complementary suppres-
sion. The distribution of flow only to columns containing
suppressions ensures that new column suppression prob-
lems are not created. Figure 3 illustrates the network M
corresponding to the complementary suppression problem
for Table 1. Node requirements are denoted by { }; zero-
capacity arcs have been deleted.

In general tables, any basic feasible solution to M
that obeys the cycle condition is an optimal solution
to the multiple-cell minimum-number-of-complementary-
suppressions problem. For positive tables, additional
conditions often must be imposed. These conditions are
expressible in terms of arc capacities u and a cost function
e for M. To obtain a sufficient solution in one optimiza-
tion (whenever such exists), the condition u;; = 0 if a;;
< max{prs: (I,J) € S} is imposed. To include a
secondary optimum (e.g., minimum-total-value-suppressed
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subject to minimum-number-of-complementary-suppres-
sions), costs such as e;; = a;; or based on (4) can be used.
This two-stage optimization is the data loss criterion used
for the 1977-1982 U.S. Economic Censuses. It was im-
plemented using the theorem of Cox (1980) coupled with
a branch-and-bound procedure. The implementation here,
involving a single network optimization, is more efficient.

The imposition of additional conditions can produce an
infeasible network (i.e., one corresponding to a suppression
problem that cannot be solved completely in one iteration).
In such cases it is worthwhile to identify and often to build
iteratively on partial solutions. This can be accomplished
by adding to M uncapacitated arcs of high cost from each
row node corresponding to a row requiring complementary
suppression to the first grand total node and similar arcs
from the first grand total node to each column node cor-
responding to a column requiring complementary suppres-
sion. These arcs ensure a feasible network.

Partial suppression patterns obtained in this manner can
be used in several ways. For example, complete the partial
solution by another method; use the partial solution to iden-
tify high-priority candidates for complementary suppres-
sion; relax certain conditions by incorporating them into
the cost function, as in (6); resort to appropriate single-cell
procedures; and use an iterative procedure based on (M, e)
analogous to IMP(Z, J). Under the iteration option, an ad-
ditional relaxation is available: add arcs of high cost and
capacity equal to one to the remaining column nodes from
the row nodes corresponding to rows requiring complemen-
tary suppression and similar arcs to these nodes from the
second grand total node (recall that m” > n” to simplify
notation). In many cases a solution can be obtained by
means of this relaxation, followed by a second iteration to
ensure at least two suppressions per newly affected column.
Although not optimal in general, (M, e) is a good method
to try first, because it is produces multiple-cell solutions.

(M, e) can be used to generate potential multiple-cell so-
lutions in one optimization step. A resulting strategy to
disclosure protect a table is to apply (M, e), with appro-
priate additional conditions, to create a (partial) pattern S,
and then apply appropriate (N, c) iteratively to verify that
S satisfies the cycle condition and, if it does not, to create
an augmented pattern that does.

An optimal solution to the cell suppression problem of
Table 1 consists of the following complementary suppres-
sions: (1, 4), (2, 1), (3, 3), and (4, 1). This is a minimum-
number-of-complementary-suppressions solution that pro-
vides sufficient protection to all table cells. It is also
a minimum-total-value-suppressed solution. This “dual-
optimum” solution is due only to contrivance in assigning
the table values and is unlikely to occur in practice.

5. DISCUSSION

Protection intervals were assumed to be symmetric to
simplify presentation. There are several ways to deal with
nonsymmetric protection intervals using network optimiza-
tion. The most direct way is to perform two optimiza-
tions per suppressed cell, one using N with p;; equal to
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the amount of upper protection required for (I, J) and the
other using N with ury;— = 1,urs+ = 0, and p;; equal
to the amount of lower protection required. The approach
used for the U.S. Economic Censuses performs a single op-
timization with pry equal to the maximum of these two
values. A third method couples upper and lower protec-
tion networks and optimizes them simultaneously (Kelly,
Golden, and Assad 1992), and can be used for the case of
variable protection bounds where only the sum of the upper
and lower protection is fixed.

The methods presented here for complementary cell sup-
pression are of use to any organization that releases statisti-
cal data derived from confidential respondent information.
The principal consumers and users of this methodology will
be national statistical offices, whose dominant need centers
on confidentiality protection in large-scale censuses and sur-
veys. These needs are multifaceted, and thus it is unlikely
that any one formulation will perform best in all situations.
For example, in tables containing many zero cells (sparse
tables), methods using stratified costs, as in (6), are likely to
find solutions more efficiently than iterative methods such
as IP(1,J). Conversely, in tables with few zeroes and in
which the size distribution of cells is not extreme, heuristic
methods that first seek an optimal solution (e.g., by setting
uij« = 0 if a;; < prs) are likely to perform well.

Actual disclosure situations tend to be complex. For ex-
ample, it may be necessary to prohibit the suppression of
certain cells, such as important industry totals, or to encour-
age the suppression of other cells, such as values that are
not shown in the published tables. Such preference criteria
are easily met within the network optimization framework
(e.g., by setting u;j, = 0 or ¢;j, = 1), but may unduly con-
strain the problem and, in large applications, become dif-
ficult to accommodate if extended to relative preferences,
i.e., if it is more desirable to suppress cell (3, j) than to sup-
press cell (i*,5*). Also, cost functions for hierarchies can
be considerably more complex than those for an individual
table.

Another factor related to the applicability of network cell
suppression methods in general situations are mathemati-
cal limitations on the class of linear aggregation systems
that can be represented as networks. This class includes
two-dimensional tables and hierarchies of two-dimensional
tables, but excludes higher-dimensional tables and struc-
tures more complex than hierarchies (see Cox 1993 for
details). Disclosure situations comprised predominantly
of two-dimensional hierarchies are ideally suited to these
methods; others may be only partially suited. Fortunately,
most national censuses and surveys are comprised entirely
or predominantly of two-dimensional hierarchies. In addi-
tion, research into coupled networks or networks embedded
in linear programs may extend the applicability of these
methods.

The methods presented here offer theoretical advantages
over methods in current use (viz., formulation of a di-
chotomous decision problem and its cost function explic-
itly as a linear optimization problem), as well as practi-
cal advantages (viz., computational efficiency, reliance on
standard methods and software, flexibility in use). The
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use of stratified cost functions enables finding optimal so-
lutions and combining multiple optimizations into a sin-
gle optimization. The objective of this article is to pro-
vide improved formulations and approaches for solving the
complementary cell suppression problem, and to encour-
age their use. The use and extension of these methods
(e.g., improved cost formulations or new formulations for
other problems) would benefit from careful examination
of their performance using real data in actual disclosure
situations. Federal Committee on Statistical Methodology
(1994) urged statistical agencies to compare confidential-
ity protection methods in these ways. Comparison of the
performance of heuristic methods presented here for the
minimum-total-value-suppressed problem in positive tables
with other heuristic methods for this problem would be
worthwhile.

[Received November 1993. Revised September 1994.]
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