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Algorithmic and Modeling Issues

eHow do you “deted” avirus?  (the issue of modeling and
algarithms)

eHow do you fundion “under atack” (again, modeling,
algarithms)

® General ‘taols” categary, when dealing with malicious
adversaries

® General paradigm: in cryptography we worry albout privacy, since the
less adversary knows the easier it isto defend against such an

adversary!
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Authentication

e Private key: callision residiance: three vardarts
¢ Universal hash
¢ Universal ane-way hash
e Collision resisance (once vs. many)

[Q: can we compute anty of this using DNA ?]

¢ Public-key: what isthe right defirntion? (exastential atack)
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How do you “boost” confidence that your
software is not infected?

3 POSSIBLE ASNWERS:

¢ Autheriticaton starting from a smart-card
e Assume that most of your machines are “OK”

e Assume that most of your machines are OK most of the
time (and raooct)
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Secure computation (under attack)

® Issue of PRIVACY vs SECURITY

e Honest-but-curios
e Dishonest
¢ Honest-looking

® General theorems [Yao, GM W, BGW, CCD, RB,CO]
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Mobile adversary (proactive security)

e F'aulfs move, ot allow erasure

eHow do you mairtain a secret? (Shamir's secret sharing -
Proadtvization toal)

e From palynomial irterpolation to general multhparty
computation — the need to compute an “shares”.
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Software protection (assuming smart
cards)

e Formal model: what are the 1ssues?

¢ Autherticaton and time-stamping: not sufficiert!

e Hiding the access pattam: the rablam and statamernt of the
general result.
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Private Information Retrieval

Remote database acoess
— Applicatims:

audit applications, searching far sensitive data in a public datalase,
the akility to hide info that we are searching for.

— Datalbase has N items, user warkts to get j'th item
without the datalbase knowing what jis.

— How do you ramieve info with small com munication?

soludon: design of anew “encrypdon” funddon
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Content-sensitive “fingerprints”
Random “fingerprirt” of a documernt (hash fundian)

— Compute a shart “ingerprirt” so that related documerts
have “related” fingerorints. (we have apatert on this.)

— Can e viewed as dimension redudtion from high to low
dimensiaon that “preserves” reldive distances

(DEMO: take document, modify, see changes in the fingerprirt)
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Searching on Encrypted data
Consider havirg remote “"mail” spoal file:
— User puhlishes PK, keeps SK.

Different senders send mail encrypted with PK, which get
stared on a remote Database (spoal file)

— later, userwants to search far mails contairng keywords
ot without revealing arry cther info to the gpoal file.

— We can also do it inthe avate-key saiing (dhink of
internet-lased rivate me mory, which you can updats,
1read and write irto, it no one else can touch.)
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Nearest neighbor search

Searching far Approximate NN

— Glven N poirts in high-dimensional spacs,
firet process them in some way. (differant dimensions may
indicate different incomparable adributes of the praklem)

— Glven any new “‘query” pairt, quickly find nearest neighbor
among ardginal N pairts. (easy in small dimensions, hard in
in high dimensions)

— Applicatdims incdlude finding “elaed” everts, find “outliers”
searching for “Yelated” everts when searching far
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Clustering in High Dimensions

— “(lassical” problems in clustering:
Given N poirts in high-dimensional space, fam K dusters st

min-sum clugtering, (minimizing ina-cluster distance)
k-clustering, (mirimizing the sum of distancestothe certer)
diameter dustering (mirimizing diameter with apporox

equal pairt split)

— Applicatians data mining toaics and searching far “outliers”
and “topics” in doxeams of deta.
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Searching streams of data for “patterns”

* Given soeams of mail msgs, and examples of “suspicious” mails, try
to find mail messages that should be inspedted more closely

* Goal: ndttoomany false positves but do not miss too many importart
messages

* Can be cast asa “learming” oblem, which m tum can be formulated
as a searching far a nearest-neighbar in far certain metxc.
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Stronger (than usual) notion of
encryption security:

* Standard nodan of securty: “can not see inside”

* Consider (as atoy example) the case of sending “irtamet aders” to
buy and sell socks by a trading house.

* Attacks of the type “get me the same as he doeg” do nct caontradict
standard nddom of security!

* Need secunity that says that can not areated “relaed” cipher text!

o2 Telcordia
Technologies

Performance from Experience Rafail Ogxovsky, Teloardia Technologies, rafail @research.teloardia.com

14




Advanced Encryption properties (cont.)

* Need security that says that can nat aeated “related” cipher text!

* Deniable encrypdon (applicaton to scegonograply)

* Self-refereriial security

* Forward security
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Efficient database consistency

* How to “commit” to several copies of the database s.t. you can prove
consisency.

* Key roblem: how do you convince someone that the answer is
NO???

* The problem is nortrivial even far single key-value pairs, becomes
more challenging far reladonal DB.
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Hiding command-and-control centers

* Diredive issued from one of the nodes, you warnt to HIDE which node
is a leader

* Both extermal and irterral atacks

* Another issue: hiding far the Datalbase access WHICH data is adtical -
how do you do i£? (ndobce that encrypdon isnct enocugh!) Must
“relocate” data without too much overhead.
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Efficient Zero-Knowledge proofs

* Convince that you “know” a secret without revealing what the secret is.

more praddcal issues: interadtve passwords, farcing “honest” ehaviar among
cheaters

* Can be done inthe non-irteradtve satang as well.
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Databases Discovery/Reconciliation

e Given N pairts;
¢ “smudge and mix them” (L.e. creste siklings)
¢ Try to recover the “pairs”

e Applications:
e How do you find many “related” entres inmultiple datalases
or in sxeaming data

e How do you find “many” relatdons
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Conclusions (1): Maintain Distributing Trust in
Data and Computation

* “Maintain dismilbuted secret, (such as pavate key) where only a group
of pecple jairtly can “sign” ar “decrypt” the value

* Proactive security: even if same machines are lroken irto and then
rebocted on a repeated bases, the secre must sill remain hidden.

* dismbuted computation: akility to compute jart secret (such a winner
1n an auddon) without revealing arry addiianal info.
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Conclusions (2):

e Many computatonal tools, some may ke useful for in
biclogical settinos

® Security 1s defined only I terms of atacks

e Tf you think you need any of this machinery, I'llbe happy

to discuss firther:
rafaile research.telcordia.com
o’ Telcordia
s Technologies
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