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Complexnetworkssuchasthe sexualpartnershipyeb or the Internetoften show a high degreeof redun-
dancyandheterogeneityn their connectivityproperties This peculiarconnectivityprovidesanideal environ-
mentfor the spreadingof infective agentsHerewe showthatthe randomuniform immunizationof individuals
doesnot lead to the eradicationof infectionsin all complex networks. Namely networkswith scale-free
propertiesdo not acquireglobal immunity from major epidemicoutbreaksevenin the presencef unrealisti-
cally high densitiesof randomlyimmunizedindividuals.The absencef any critical immunizationthresholdis
dueto the unboundedtonnectivityfluctuationsof scale-freenetworks.Successfuimmunizationstrategiesan
be developednly by takinginto accountheinhomogeneousonnectivitypropertiesof scale-freenetworks.In
particular targeted immunization schemespasedon the nodes’ connectivity hierarchy sharply lower the

network’s vulnerability to epidemicattacks.
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I. INTRODUCTION

The relevanceof spatialand otherkinds of heterogeneity
in the designof immunization strategieshas beenwidely
addressedn the epidemic modeling of infectious diseases
[1,2]. In particular it has beenpointed out that population
inhomogeneitiegan substantiallyenhancehe spreadof dis-
easesmaking them harderto eradicateand calling for spe-
cific immunizationstrategiesThis issueassumeshe greatest
importancan awide rangeof naturalinterconnectegdystems
such as food webs, communicationand social networks,
metabolicand neuralsystemq 3,4]. The complexity of these
networksresidesin the small averagepath lengthsamong
any two nodes(small-world property, along with a large
degreeof local clustering. In other words, some special
nodesof the structuredevelopa larger probability to estab-
lish connectionspointing to other nodes.This feature has
dramaticconsequenceas thetopologyof scale-fredSF net-
works [5—7] that exhibit a powerlaw distribution

P(k)~k™” D

for the probability that any nodehask connectiongo other
nodesFor exponentsn therange2 < y<3, this connectivity
distribution implies that, for large network sizes,the nodes
have a statistically significant probability of having a very
large numberof connectionscomparedto the averagecon-
nectivity (k). This featurecontrastswith what is found for
homogeneousetworks (local or nonloca) in which each
node has approximatelythe samenumberof links, k= (k)
[8,9]. The extremeheterogeneityof SF networksfinds the
moststunningexampledn two artificial systemsthe World-
wide web[5,10] andthe Internet[6,11,12]. Along with these
technologicalnetworks, it has also been pointed out that
sexual partnershipnetworks are often extremely heteroge-
neous[1,13,14, andit hasbeenrecently observedthat the
network of sexualhumancontactspossessea well-defined
scale-freenature[15].
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In homogeneousetworks,an epidemicoccursonly if the
rate of infection of “healthy” individuals connectedto in-
fected ones exceedsthe so-called epidemic threshold; in
otherwords, if the diseasecannottransmititself fasterthan
thetime of cure, it diesout[1,2]. In heterogeneousetworks,
on the otherhand.,it is well-known thatthe epidemicthresh-
old decreasewith the standarddeviationof the connectivity
distribution [1]. This featureis paradoxicallyamplified in
scale-freenetworksthat havediverging connectivityfluctua-
tions. In fact, asit wasfirst notedin Refs.[16,17], epidemic
processeén SF networksdo not possessin the limit of an
infinite network, an epidemic threshold below which dis-
easegannotproducea major epidemicoutbreakor the inset
of an endemicstate.SF networksare,therefore proneto the
spreadingand the persistenceof infections, whateverviru-
lencethe infective agentmight possess.

In view of this weaknessit becomesa majortaskto find
optimal immunization strategiesoriented to minimize the
risk of epidemicoutbreakson SF networks,taskwith imme-
diate practicaland economicalimplications.This paperpre-
sentsa parallel comparisonof the effect of differentimmu-
nization schemesin the case of two different complex
networks:the Watts-Strogatanodel[9] andthe Barabai and
Albert model[5]. Thefirst is a homogeneousetworkexhib-
iting small-worldpropertieswhile the secondoneis the pro-
totype exampleof SF network.By studyingthe susceptible-
infected-susceptiblenodel [2] in presenceof progressively
greaterimmunizationrates,we find that uniformly applied
immunization strategiesare effective only in complex net-
works with boundedconnectivity fluctuations.On the con-
trary, in SF networksthe infection is not eradicatecevenin
the presencef anunrealisticallyhigh fraction of immunized
individuals. Actually, SF systemsdo not have any critical
fraction of immunizedindividuals and only the total immu-
nization of the network achieveshe infection’s eradication.
In order to overcomethesedifficulties we define optimal
immunizationstrategieghat rely on the particular SF struc-
ture of the network. The developedstrategiesallow us to
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achieve the total protection of the network even for ex-
tremelylow fractionsof successfullimmunizedindividuals.

Il. THE MODEL

In orderto estimatethe effect of anincreasingdensityof
immune individuals in complex networks,we will investi-
gate the standard susceptible-infected-susceptibléSIS)
model[2]. This modelrelieson a coarse-grainedescription
of individuals in the population.Namely eachnode of the
graphrepresentan individual and eachlink is a connection
along which the infection can spread. Each susceptible
(healthy nodeis infectedwith ratew if it is connectedo one
or moreinfectednodesInfectednodesarecuredandbecome
againsusceptiblewith rate &, definingan effective spreading
rate A= v/ (without lack of generality we set 5=1). The
SIS modeldoesnot takeinto accountthe possibility of indi-
viduals’ removaldueto deathor acquiredimmunization[2],
andthusindividualsrun stochasticallythroughthe cycle sus-
ceptible— infected— susceptibleThis modelis generally
usedto study infections leading to endemicstateswith a
stationaryaveragedensityof infectedindividuals.

A. Homogeneous complex networks

A wide classof networkmodels[8,9] haveexponentially
boundedconnectivity fluctuations.A paradigmaticexample
of this kind of networksthat hasrecently attracteda great
dealof attentionis the Watts-StrogatzWS) model[9], which
is constructedasfollows: The startingpoint is a ring with N
nodes,in which eachnodeis symmetricallyconnectedwith
its 2K nearestneighbors.Then, for every node eachlink
connectedto a clockwise neighbor (thus K links for each
node is kept as originating from the original node and re-
wired to a randomly chosentarget nodewith probability p.
This procedurggeneratea randomgraphwith a connectivity
distributedexponentiallyfor large k, andan averageconnec-
tivity (k)=2K. It is worth remarkingthat evenin the case
p=1 the network keepsthe memoryof the constructional-
gorithmandis not equivalentto a randomgraph.In fact, by
definitioneachnodeemanatestleastthe K links which have
beenrewiredfrom the clockwiseneighborso randomlycho-
sennodes;a propertythat affectsalsothe clusteringproper
ties of the graph(for detailsseeRef. [18]).

For the classof exponentiallypoundednetworks,onecan
generallyconsiderthateachnodehasroughly the samenum-
berof links, k=(k), and,thereforewe canconsiderthemas
fairly homogeneousn their connectivity properties.At a
mean-fieldlevel, the equationdescribingthe time evolution
of the averagedensity of infectedindividuals p(t) (preva-
lence is

dp(t)
g = PO p(D[LI—p(D)]. )

The mean-fieldcharactef this equationstemsfrom the fact
that we have neglectedthe density correlationsamongthe
differentnodes,jndependenthyof their respectiveconnectivi-
ties. The first term on the right-handside (rhs) in Eq. (2)
considersinfected nodesbecominghealthy with unit rate.
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The secondterm representghe averagedensity of newly
infected nodesgeneratedby eachactive node. This is pro-
portional to the infection spreadingrate A, the number of
links emanatingrom eachnodek=(k), andthe probability
that a given link pointsto a healthynode,[1—p(t)]. After
imposingthe stationaryconditiondp(t)/dt =0, the mostsig-
nificant and generalresultis the existenceof a nonzeroepi-
demicthresholdh .= (k) ! [2] suchthat

p=0 if A <), 3

p~A—N\¢ if A=\, 4

In otherwords, if the value of \ is abovethe threshold,\

=\., theinfection spreadsandbecomesndemicBelow it,

N<A\., the infection dies out exponentiallyfast. The exis-
tenceof anepidemicthresholds a generakesultin epidemic
modeling, presentalso in different models such as the
susceptible-infected-removenhodel [2]. In analogy with

critical phenomend19], this kind of behaviorcanbe identi-
fied asan absorbing-statphasetransition,in which p plays
therole of the order parametein the phasetransitionand A

is the tuning parameterrecoveringthe usualmean-fieldbe-
havior[19].

B. Scale-free networks

This standardrameworkis radically changedn the class
of SFnetworks[16,17, in which the probability distribution
that a nodehask connectionshasthe form P(k)~k~?” and
the connectivity fluctuations,(k?), diverge in infinite net-
works for any value 2< y<3. The paradigmaticexampleof
SF networkis the Barabai andAlbert (BA) model[5]. The
constructionof the BA graphstartsfrom a smallnumberm
of disconnectednodes; every time step a new vertex is
addedwith m links thatare connectedo an old nodei with
probability [1(k;) =k; /2 k; , wherek; is the connectivity of
the ith node.After iteratingthis schemea sufficientnumber
of times, we obtain a network composedoy N nodeswith
connectivitydistribution P(k) ~ k=2 and averageconnectiv-
ity (k)=2m. For this classof graphs the absencef a char
acteristicscalefor the connectivitymakeshighly connected
nodesstatisticallysignificant,andinducesstrongfluctuations
in the connectivity distribution that cannotbe neglectedIn
orderto takeinto accounthesefluctuationswe haveto relax
the homogeneityassumptionused for homogeneoumet-
works, and considerthe relative density p,(t) of infected
nodeswith given connectivityk; i.e., the probability that a
node with k links is infected. The dynamical mean-field
equationscanthusbe written as[16,17]

dp,(t
p;t( )=—pk(t)+7\k[1—pk(t)]®(p(t)), (5)

wherealsoin this casewe haveconsidered unity recovery
rate. The creationterm considerghe probability that a node
with k links is healthy[ 1—p,(t)] and getsthe infection via
a connectedhode. The probability of this last eventis pro-
portionalto the infection rate A, the numberof connections
k, andthe probability ® (p(t)) that any givenlink pointsto
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aninfectednode.The probability thata link pointsto a node
with s links is proportionalto sP(s). In otherwords,a ran-
domly chosenlink is more likely to be connectedo an in-
fectednodewith high connectivity yielding

; kP(K) pi(t)
O(p(t)=—, (6)
> sP(s)

S

where 2 sP(s) is identicalto (k) by definition. In the sta-
tionary state[dpy(t)/dt=0], Eq. (5) yields the following
infectednodedensityform:

RN ,
P15 kO @

By insertingthe aboveexpressiorfor p, in Eq. (6), we do-
tain the self-consistencgquation

1 D Ak®
@—m 4 kP(k)m, (8)

where® is now a function of A alone[16,17. The solution
®=0 is alwayssatisfyingthe consistencyequation.A non-
zerostationaryprevalencd p,# 0) is obtainedwhenthe rhs
andthe Ihs of Eqg. (8), expresseds function of ®, crossin
the interval 0<® <1, allowing a nontrivial solution. It is
easyto realizethat this correspondso the inequality

d (1 S kp(k Ak@) _
do | (k) < P T ko 620/1 ©

being satisfied.The value of \ yielding the equalityin Eq.
(9) definesthe critical epidemicthresholdA ., thatis given
by

Zk KP(K)\ck
(k) G

This result implies that in SF networks with connectivity
exponenR < y=3, for which (k?)— o, we have\ .= 0. This
fact implies in turn that for any positive value of \ the in-

fection canpervadethe systemwith a finite prevalencein a
sufficiently large network[16,17]. For small \ it is possible
to solveexplicitly Eq. (8) for SF networksand calculatethe
prevalencen the endemicstateasp= =P (k) p, asshownin

Refs.[16,17]. Calculationscan be carried out by using the
continuousk approximation,valid for large k [20], that as-
sumeg k") = [k"P(k)dk, wherem is the minimum number
of connectionsof any nodeand P(k) is a properly defined
probability densityof connectionsFor the particularcaseof

the BA networkwe haveP (k) = 2m?k 3 [5], thatin thelimit

of aninfinitely large networkyields the prevalencd 16,17

(10

p=2exp —1/m\). (11
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Obviously (k?) assumesa boundedvalue in finite size
networks,defining an effective threshold\.(N)>0 due to
finite size effects,as customarilyencounteredn nonequilib-
rium phasetransitions[19]. This epidemicthreshold,how-
ever is not anintrinsic quantity asin exponentialnetworks
andit is vanishingfor increasingnetwork sizes;i.e. in the
thermodynamidimit. Sincereal networkshavealwaysa fi-
nite size, however it is interestingto calculatehow the epi-
demicthresholdscaleswith the systemsize[21]. By consid-
ering the continuous k approximation, it is possible to
calculate the finite size distribution moments as (k")
=f':;k”P(k)dk, wherek, is the largestconnectivitypresent
in thefinite network.For networkscomposedy N nodesk,
is obviously an increasingfunction of N. In the particular
caseof the BA model, we readily obtain(k)=2m and (k?)
=2m? In(k,/m) as k,— . Substitutingthis valuesin the Eq.
(10) we obtain a threshold ;=[mIn(k./m)]~%. In orderto
find the sizedependencef \., we haveto relatethe maxi-
mum connectivityk, with the network size N. This relation
is given by k,=mN*2[20,23, yielding finally a threshold

o 1
(k) In(N)”

Ae(N) (12)

This resultcan be generalizedo SF networkswith an arbi-
trary connectivity distribution, which show an epidemic
thresholdvanishingas a powerlaw behaviorin N with an
exponentdependingon the connectivityexponenty [23].

I11. UNIFORM IMMUNIZATION STRATEGY

The simplestimmunization procedureone can consider
consistof therandomintroductionof immuneindividualsin
the population[1], in orderto get a uniform immunization
density Immunenodescannotbecomenfectedand,thus,do
not transmitthe infectionto their neighborsin this case for
afixed spreadingate\, therelevantcontrol parameters the
immunity g, definedasthe fraction of immunenodespresent
in the network.At the mean-fieldlevel, the presencenf uni-
form immunity will effectively reducethe spreadingrate A
by afactor (1—g); i.e. the probability of finding andinfect-
ing a susceptibleand nonimmunenode. By substituting\
—A(1—g) in Egs. (2) and (5 we obtain the prevalence
behaviorfor progressivelylargerimmunizationrates.

In homogeneousetworks,suchas the WS model, it is
easyto showthatin the caseof a constant\, the stationary
prevalenceobtainedfrom Eq. (2) is given by
(13

p=0 if g>gc,

p~9c—9g if g=g.. (19
Here, g, is the critical immunizationvalue abovewhich the
densityof infectedindividualsin the stationarystateis null

anddependon \ as

A=\,
gC: )\ "

(15
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FIG. 1. (a) Reducedprevalencep,/py from computersimulationsof the SIS modelin the WS network with uniform and targeted
immunizationat a fixed spreadingrate A = 0.25. Extrapolationof the linear behaviorof p4 for the largestimmunizationvaluesyields an
estimateof the critical immunity g.=0.385.(b) Typical plots of p4(t) as a function of time, averagedver 100 startingconfigurationsfor
the SISmodelin WS networkswith uniform immunization,for differentvaluesof g. Fromtop to bottom:g=0.1, 0.14,0.35,and0.43.For
the last value of g (abovethe critical immunization all runsdie, independenthof the network size N.

Thus, the critical immunizationthat achieveseradicationis

relatedto the spreadingrate and the epidemicthresholdof

theinfection.Eq. (15) is obviouslyvalid only for A>\ ., and
it implies that the critical immunizationallowing the com-
plete protectionof the network (null prevalencgis increas-
ing with the spreadingate\.

On the contrary uniform immunizationstrategieson SF
networksare totally ineffective. The presenceof immuniza-
tion depressethe infection’s prevalenceoo slowly, andit is
impossibleto find any critical fraction of immunizedindi-
vidualsthatensureghe infection eradicationThe absencef
an epidemicthreshold(\.=0) in the thermodynamidimit
implies that whateverrescalingh —\(1—g) of the spread-
ing rate doesnot eradicatethe infection exceptthe caseg
=1. In fact, by usingEqg. (10) we havethattheimmunization
thresholdis given by

1

NS (16)

1_gc

In SFnetworkswith (k?)— < only acompleteéimmunization
of the network(i.e.,g.=1) ensuresaninfection-freestation-
ary state.The fact that uniform immunizationstrategiesare
lesseffective hasbeennotedin severalcasesof spatialhet-
erogeneityf1]. In SF networkswe facea limiting casedueto
the extremelyhigh (virtually infinite) heterogeneityin con-
nectivity propertiesAlso in this casefinite networkspresent
an effective thresholdg.(N) dependingon the number of
nodesN. As for the epidemicthreshold however we arenot
in presenceof an intrinsic quantity and we havethat g.(N)
—1 in thethermodynamidimit N— . In the caseof the BA
model, inserting the expression(12) into Eq. (16), we db-
servethat the immunizationthresholdscalesas

1
1-0e(N)~ s

N In(N) - (17

Also in this caseit is possibleto generalizethis result for
arbitrary connectivityexponentsy [23].

In orderto provide further supportto the presentmean-
field (sometime<alledthe deterministicapproximation de-
scription, we study by meansof numericalsimulationsthe
behaviorof the SIS modelon the WS andthe BA networks.
In thesesystemsbecaus®f thenonlocalconnectivity mean-
field predictionsare expectedo correctlydepictthe model’s
behavior In the presentwork we considerthe parameter&
=3 and maximal disorderp=1 for the WS network, and
my=5 andm=3 in the caseof the BA network.

In the presenceof uniform immunization,we can study
the systemby looking at the infection’s prevalencein the
stationaryregime(endemicstate asa function of theimmu-
nity g. The uniform immunizationis implementedby ran-
domly selectingandimmunizinggN nodeson a network of
fixed size N. Our simulationsare implementedat a fixed
spreadingrate A =0.25. The number of nodesrangefrom
N=10* to N=10°. We analyzethe stationarypropertiesof
the density of infected nodesp, (the infection prevalencg
for differentvaluesof theimmunizationg. Initially we infect
half of the susceptiblenodesin the network, and iteratethe
rulesof the SISmodelwith parallelupdating.The prevalence
is computedaveragingover at least 100 different starting
configurationsperformedon at least10 differentrealizations
of the network. In Fig. 1(a), we show the behaviorof the
reducedoprevalencepy/py (Wherep, is the prevalencewith-
out immunization as a function of the uniform immuniza-
tion g in the WS network.We observethatthe prevalenceof
infected nodesdecaysdrastically for increasingimmuniza-
tion densities[seeFig. 1(b)]. In particular we observethe
presenceof a sharpimmunizationthresholdg,=0.385, in
fair agreementvith the estimateg.=0.36from Eqg. (15) with
thevalues\ =0.25andtheestimater ;=0.16from Ref.[17].
In the biological case this effect motivatesthe useof global
vaccinationcampaignsn homogeneougopulationsin order
to reacha densityof immuneindividuals that securedrom
major outbreaksor endemicstates.On the contrary the re-
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FIG. 2. (a) Reducedprevalencepy/po from computersimulationsof the SIS modelin the BA network with uniform and targeted
immunization,at a fixed spreadingrate A = 0.25.A linear extrapolationfrom the largestvaluesof g yields an estimateof the thresholdg,.
=0.16in BA networkswith targetedimmunization.(b) Checkof the predictedfunctionaldependence,~exg —1/m\(1—g)] for the SIS

modelin the BA networkwith uniform immunization.

sultsfor the SF network,depictedin Fig. 2(a), showa strik-
ingly differentbehavior Namely the densityof infectedin-
dividualsdecaysslowly with increasingmmunization,andit
would be null only for the completeimmunizationof the
whole network(g=1). Specifically it follows from Eq. (11)
that the SIS model on the BA network showsfor g=1 and
any \ the prevalence

pg=2exd —1/mr(1-g)]. (19

We havecheckedhis predictionin Fig. 2(b). In otherwords,
the infection alwaysreachesan endemicstateif the network
sizeis enoughlarge [seeFig. 3(a)]. This points out the ab-
senceof an immunizationthreshold;SF networksare weak
in face of infections,also after massiveuniform vaccination
campaigns.

IV. OPTIMIZED IMMUNIZATION STRATEGIES

When fighting an epidemicin an heterogeneoupopula-
tion with a uniform vaccinationschemeit is necessarto
vaccinatea fraction of the populationlargerthanthe estimate
given by a simple (homogeneoysassumption1]. In this
case,t canbe proved[1] thatoptimal vaccinationprograms
can eradicatethe diseasevaccinatinga smaller number of
individuals.SF networkscanbe consideredsalimiting case
of heterogeneousystemsand it is naturalto look for spe-
cifically devisedimmunizationstrategies.

A. Proportional immunization
A straightforwardway to reintroducean intrinsic immu-

nizationthresholdin SF networksconsistsin usingdifferent
fractions of immunizedindividuals accordingto their con-

FIG. 3. (a) Typical plots of py(t) as afunction of time, averagedbver 100 startingconfigurationsfrom computersimulationsof the SIS
modelin BA networkswith uniform immunizationfor differentvaluesof g. Fromtop to bottom:g=0.1, 0.14, 0.3,and0.5. For all values
of g shown,the endemicstateis reachedn a sufficiently large network. (b) Typical plots of p4(t) as afunction of time, averagedver 100
starting configurationsfor the SIS modelin BA networkswith targetedimmunizationfor differentvaluesof g. From top to bottom: g
=0.1, 0.14,and0.3.Forthe last value, larger thanthe critical immunization,all runsdie for any networksize.
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nectivity. Let us define g, as the fraction of immune indi-
vidualswith a given connectivityk. If we imposethe condi-
tion

N=\k(1—g,)=const, (19
we observethat Eq. (5) becomeidentical and decoupled,

defining effectively a homogeneousystem.The density of
infectedindividualsis the samefor all connectivitiesk, and

an epidemicthresholdX ;=1 is reintroducedn the system.
This condition requiresthat k(1—g,) is constantfor all

groupsof connectivityk at the threshold,implying that gy

~1—1/k\; i.e., alarger portion of individuals mustbe im-

munizedin groupswith larger connectivity In this scheme
the total densityof immunizedindividualscanbe easilycal-

culated by averaging g, over the various connectivity
classes.The fraction of nonimmunizedindividuals 1—g,

cannotbe largerthanone,thuswe focusonly on classewith

connectivity suchthat the reproductivenumberk>\ 1. To

eradicatethe infection, we needthat g,=1—1/kx in all

classeswith connectivityk>\ "1, defining the critical frac-

tion of immunizedindividualsas

9c= 2

k>a"1

(20

q
1- [P,

In orderto performan explicit calculationfor the BA model,
we useagainthe continuousk approximatior]5]. In this case
we obtainthat

gc:%(mk)z- (21
This resultcanbe readily extendedo SF networkswith ar
bitrary v values,andit is worth remarkingthat this recipeis
along the lines of that introducedin the immunization of
heterogeneouslypopulatedgroups[1]. Recently a similar
strategyhasbeenput forward in Ref. [24] by proposingto
cure with proportionally higher rates the most connected
nodes.

B. Targeted immunization

While proportionalimmunizationschemesreeffectivein
finally introducing a well-defined immunization threshold,
the very peculiar nature of SF networks allows to define
more efficient strategiesbasedon the nodes’hierarchy In
particular it has beenshown that SF networks possessa
noticeableresilienceto randomconnectionfailures[25-27],
which implies that the network can resista high level of
damage(disconnectedinks), without loosingits global con-
nectivity properties;i.e., the possibility to find a connected
path betweenalmostany two nodesin the system.At the
sametime, SF networksare strongly affected by selective
damageijf afew of the mostconnectechodesareremoved,
the networksuffersa dramaticreductionof its ability to carry
information[25—27]. Applying this argumentto the caseof
epidemicspreadingwe candevisea targeted immunization
schemein which we progressivelymakeimmune the most
highly connectechodes,i.e., the onesmore likely to spread
thediseaseWhile this strategyis the simplestsolutionto the
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optimalimmunizationproblemin heterogeneougopulations
[1], its efficiencyis comparableo the uniform strategiesn

networkswith finite connectivityvariance.ln SF networks,
on the contrary it producesan arrestingincreaseof the net-
work toleranceto infectionsat the price of atiny fraction of

immuneindividuals.

Let us considerthe situationin which a fraction g of the
individualswith the highestconnectivityaresuccessfullym-
munized.This correspondsn thelimit of alarge network,to
theintroductionof anupperthresholdk,, suchthatall nodes
with connectivityk>k; areimmune.The fraction of immu-
nizedindividualsis thengiven by

9= P(K),

K>k,

(22)

arelationthatrendersk, animplicit function of g. The pres-
enceof the cut-off k;(g) definesthe new averagequantities
(K);==lKkP(k) and (k%)== k2P (k), which are on their

turn functionof g. At the sametime, all links emanatingrom

immunized individuals can be consideredas if they were
removed.The probability p(g) thatany link will leadto an

immunizedindividual is thengiven by

> kP(k)
k>kt(g)
p(g)=——""", (23
; kP(K)

andif we considerthatthis fraction p(g) of links are effec-
tively removed,the new connectivity distribution after the
immunizationof a fractiong of the mostconnectedndividu-
alsis [27]

kt
Py(k)= 2, P(q)(z)(l—p)kqu. (24
The new distribution (after cut-off introductionandlink re-
mova) yields the first two moments(k) 4= (k)(1—p) and
(k?)g=(k?*)«(1—p)?+(K)p(1—p) [27]. By recalling Eq.
(10), thecritical fractiong, of immuneindividualsneededo
eradicatethe infection will be given by the relation

<k2>gc _ <k2>t

MR A —\—1
(K. {0, L1 PG PG =A% (25

An explicit calculationfor the BA networkin the continuous
k approximationyields that the densityof immunizednodes
is relatedto the connectivitythresholdas

kt
g=1—f P(k)dk=m?, 2. (26)
m

By inverting this relation we obtain that the connectivity
thresholdis k,=mg~ 2, yielding that

1 ke
p(g)= ﬁ(l— [ kP(k)dk) g @
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As well, we can obtain (k);=2m and (k?);=2m?In(g ?

ask,=mg 2. By insertingthesevaluesinto Eq. (25)

we obtain the approximatesolution for the immunization
thresholdin the caseof targetedimmunizationas

gc=exp —2/mn). (28

This clearly indicatesthat the targeted immunization pro-
gramis extremelyconvenienin SFnetworkswherethe criti-

cal immunizationis exponentiallysmall in a wide rangeof

spreadingates\. Also in this case the presentesultcanbe
generalizedor SF networkswith arbitrary connectivity ex-
ponenty.

In orderto testthetargetedimmunizationschemewe have
implementechumericalsimulationsof the SIS modelon the
WS andBA networksby immunizingthe gN nodeswith the
highest connectivity Note that, for a given network, this
methodis essentiallydeterministic:Oncewe identify the hi-
erarchyin the nodes connectivitydistribution,we proceedo
protectthosenodeson top of the list. Simulationsare per
formed at a fixed spreadingrate A =0.25. In Fig. 1(a) we
report the behaviorof the prevalenceof infected nodesfor
the WS networkwith targetedimmunization;the resultscor
respondingto the BA graphare plotted in Fig. 2(a). In the
caseof the WS network, the behaviorof the prevalenceasa
function of g is equivalentin the uniform andtargetedim-
munization procedures.The connectivity fluctuations are
small, andthe immunizationof the mostconnectechodesis
equivalentto therandomchoiceof immunenodes.This con-
firms that targeted strategiesdo not have a particular effi-
ciency in systemswith limited heterogeneityOn the con-
trary, in the caseof the BA network, we observea drastic
variationin the prevalencebehavior In particular the preva-
lencesuffers a very sharpdrop and exhibitsthe onsetof an
immunization threshold above which no endemic state is
possible (zero infected individualg. A linear extrapolation
from the largestvaluesof g yields an estimateof the very
convenienthresholdg.=0.16.This definitely showsthat SF
networksarehighly sensitiveto the targetedimmunizationof
a small fraction of the most connectechodes[seeFig. 2(a)
andFig. 3(b)]. While thesenetworksare particularlyweakin
faceof infections,the goodnewsconsistin the possibility to
devise immunization strategieswhich are extremely effec-
tive.

V. DISCUSSION AND CONCLUSIONS

The presentresultsindicatethatthe SF networks’suscep-
tibility to epidemicspreadings reflectedalsoin anintrinsic
difficulty in protecting them with local—uniform—
immunization.On a globallevel, uniform immunizationpoli-
ciesarenot satisfactoryand,in analogywith diseasespread-
ing in heterogenoupopulationspnly tamgetedimmunization
proceduresachievethe desiredlowering of epidemic out-
breaksand prevalenceThis evidenceradically changeghe
usualperspectiveof the regularepidemiologicalframework.
Spreadingof infectiousor polluting agentson SF networks,
suchasfood or socialwebs, might be contrastecbnly by a
careful choice of the immunizationprocedureln particulay
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FIG. 4. Reducedprevalencepy/py from computersimulations
of the SIS modelin a portion of a real Internetmap with uniform
(main plot) andtargeted(insed immunizationat a fixed spreading
rate A =0.25. We only considervalues of the immunization for
which almostall the runs survive up to the end. This explainsthe
short range of valuesof g shown for the targetedimmunization
case.

theseprocedureshouldrely on theidentificationof the most
connectedndividuals. The protectionof just a tiny fraction
of theseindividuals raisesdramaticallythe toleranceto in-
fectionsof the whole population

A practicalexampleis provided by the spreadingof vi-
rusesin the Internet[28]. The SF natureof this networkis
the outcomeof a connectivity redundancywhich is quite
welcomebecauseét ensuresa greatererror tolerancethanin
lessconnectedetworks.On the otherhand,despitethelarge
use of antivirus software that is available in the market
within daysor weeksafter the first virus incidentreport, the
averagelifetime of digital epidemicsis impressivelylarge
(10-14 months [16]. Numerical simulations of the SIS
model on real mapsof the Internetcan provide further sup-
port to our picture. The SIS modelis, in fact, well suitedto
describeDomainNameSystem-cachecomputenviruses 29]
(the so-called “‘natural computer viruses’), and different
digital virusescan be modeledby consideringthe random
neighborversionof the model[19]); i.e. infectedemailscan
be sentto differentnodesthatare not nearesnheighborsThe
map consideredhere, provided by the National Laboratory
for Applied Network Research(NLANR) and available at
the web site http://www.moat.nlannet/Routing/rawdata/,
contains6313 nodesand 12362 links, correspondingo an
averageconnectivity (k) = 3.92. The connectivity distribu-
tion is scale-freewith a characteristi@xponenty=2.2[12].
Our simulationsare performedat a fixed spreadingrate A
=0.25, averagingover at least2500 different starting con-
figurations.We implementboth the uniform andthe targeted
immunizationproceduresThe resultsobtainedclearly indi-
catethat the behavioris completelyanalogougo that found
on the BA network. Fig. 4 illustratesthat, while uniform
immunizationdoes not allow any drastic reduction of the
infection prevalence—th@nmunizationof 25% of thenodes
reducesvy lessthana factor 1/2 the relative prevalence—the
targetedimmunizationdrasticallyremovesthe occurrenceof
endemicstatesevenat very low value of the immunization
parameterThe fact that SF
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networkscanbe properlysecurednly by a selectiveimmu-
nization, points out that an optimized immunizationof the
Internetcan be reachedonly througha global immunization
organizationthat securesa small setof selectedhigh-traffic
routersor Internetdomains Unfortunately the self-organized
natureof the Internetdoesnot allow to easilyfigure out how
suchan organizationshouldoperate.

The presentresultsalso appearto have potentially inter-
estingimplicationsin the caseof humansexualdiseasecon-
trol [1,30. Most sexually transmitted diseasescannot be
characterizedvithout including the noticeabledifferencesof
sexualactivity within a given population.Epidemic model-
ing is thus basedon partitioning populationgroupsby the
numberof sexualpartnersper unit time [1]. This implicitly
correspondso the knowledgeof the probability distribution
function P(k) thatgivesthe fraction of the populationwithin
the k class.The recentobservationthat the web of human
sexual contactsexhibits scale-freefeatures[15] points out
thatalsosexuallytransmitteddiseasesre eventuallyspread-
ing in a networkwith virtually infinite heterogeneitylt fol-
lows that conceptssuchasthe meannumberof sexualpart-
nersor its varianceare not good indicatorsin this case.As
well, the definition of a coregroupof “‘superspreadérindi-
viduals could be a non-well-definedconceptbecauseof the
lack of preciselydefinedthresholdsor characteristianagni-
tudesin the scale-freedistributionof sexualcontactsNever
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theless,the striking effectivenessof targetedimmunization
indicatesthat control and preventioncampaignsshould be
stronglyfocusedat the mostpromiscuousndividuals. These
representhe most connectechodesof the network and are
thusthe key individualsin the spreadingof the infection.
While the simple SIS model is very instructive, many
other ingredientsshould be consideredin a more realistic
representatiomnf real epidemicq1,2]. Onewould alsowant
to add simple rules defining the temporal patternsof net-
works suchasthe frequencyof forming newconnectionsthe
actual length of time that a connectionexists, or different
types of connections.Thesedynamicalfeaturesare highly
valuableexperimentalnputswhich arenecessaryngredients
in the useof complexnetworkstheoryin epidemicmodeling.
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