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Complex
�

networkssuchas the sexualpartnershipweb or the Internetoften showa high degreeof redun-
dancy
�

andheterogeneityin their connectivityproperties.This peculiarconnectivityprovidesan idealenviron-
mentfor thespreadingof infectiveagents.Herewe showthattherandomuniform immunizationof individuals
does
�

not lead to the eradicationof infections in all complex networks.Namely, networkswith scale-free
properties	 do not acquireglobal immunity from major epidemicoutbreaksevenin the presenceof unrealisti-
cally
 high densitiesof randomlyimmunizedindividuals.Theabsenceof anycritical immunizationthresholdis
due
�

to theunboundedconnectivityfluctuationsof scale-freenetworks.Successfulimmunizationstrategiescan
be
�

developedonly by takinginto accounttheinhomogeneousconnectivitypropertiesof scale-freenetworks.In
particular	 , tar� geted immunization schemes,basedon the nodes’connectivity hierarchy, sharply lower the
network’s vulnerability to epidemicattacks.
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I. INTRODUCTION

The
�

relevanceof spatialandotherkinds of heterogeneity
in the design of immunization strategieshas been widely
addressed� in the epidemicmodeling of infectious diseases�
1,2� . In particular, it hasbeenpointedout that population

inhomogeneities
�

cansubstantiallyenhancethespreadof dis-
eases,� making them harderto eradicateand calling for spe-
cific� immunizationstrategies.This issueassumesthegreatest
importance
�

in a wide rangeof naturalinterconnectedsystems
such� as food webs, communicationand social networks,
metabolicandneuralsystems� 3,4

� �
. The complexityof these

networksresidesin the small averagepath lengthsamong
any� two nodes � small-world� property� ,� along with a large
degree
�

of local clustering. In other words, some special
nodesof the structuredevelopa larger probability to estab-
lish connectionspointing to other nodes.This featurehas
dramatic
�

consequencesin thetopologyof scale-free� SF
 !

net-"
works# $ 5–7

% &
that
'

exhibit a power-law distribution

P
( )

k
* +-,

k
* .0/ 1

12

for
3

the probability that any nodehask
*

connections� to other
nodes.For exponentsin therange2 46587 3

�
, this connectivity

distribution
�

implies that, for large network sizes,the nodes
have
9

a statistically significant probability of having a very
lar
:

ge numberof connectionscomparedto the averagecon-
nectivity" ; k* < . This featurecontrastswith what is found for
homogeneous
9

networks = local
:

or nonlocal> in
�

which each
node has approximatelythe samenumberof links, k

* ?A@
k
* B

C
8,9
D E

. The extremeheterogeneityof SF networksfinds the
mostF stunningexamplesin two artificial systems,theWorld-
wide# web G 5,10

% H
and� the Internet I 6,1

J
1,12K . Along with these

technological
'

networks, it has also been pointed out that
sexual� partnershipnetworksare often extremelyheteroge-
neous" L 1,13,14M ,� and it hasbeenrecentlyobservedthat the
network of sexualhumancontactspossessesa well-defined
scale-free� nature N 15O .

In homogeneousnetworks,anepidemicoccursonly if the
rateP of infection of ‘‘healthy’’ individuals connectedto in-
fected
3

ones exceedsthe so-called epidemicQ threshold; in
otherR words, if the diseasecannottransmititself fasterthan
the
'

time of cure,it diesout S 1,2T . In heterogeneousnetworks,
onR theotherhand,it is well-knownthat theepidemicthresh-
oldR decreaseswith thestandarddeviationof theconnectivity
distribution
� U

1V . This feature is paradoxicallyamplified in
scale-free� networksthat havediverging connectivityfluctua-
tions.
'

In fact, asit wasfirst notedin Refs. W 16,17X ,� epidemic
processesY in SF networksdo not possess,in the limit of an
infinite network, an epidemic thresholdbelow which dis-
eases� cannotproducea majorepidemicoutbreakor the inset
ofR anendemicstate.SFnetworksare,therefore,proneto the
spreading� and the persistenceof infections,whateverviru-
lencethe infective agentmight possess.

In
Z

view of this weakness,it becomesa major taskto find
optimalR immunization strategiesoriented to minimize the
risk of epidemicoutbreakson SFnetworks,taskwith imme-
diate
�

practicalandeconomicalimplications.This paperpre-
sents� a parallel comparisonof the effect of different immu-
nization" schemesin the case of two different complex
networks:theWatts-Strogatzmodel [ 9\ ] and� theBarabási� and
Albert model ^ 5% _ . Thefirst is a homogeneousnetworkexhib-
iting
�

small-worldproperties,while thesecondoneis thepro-
totype
'

exampleof SF network.By studyingthe susceptible-
infected-susceptiblemodel ` 2a in presenceof progressively
greaterb immunizationrates,we find that uniformly applied
immunization
�

strategiesare effective only in complex net-
works# with boundedconnectivityfluctuations.On the con-
trary
'

, in SF networksthe infection is not eradicatedevenin
the
'

presenceof anunrealisticallyhigh fractionof immunized
individuals.
�

Actually, SF systemsdo not have any critical
fraction of immunizedindividualsandonly the total immu-
nizationof the networkachievesthe infection’s eradication.
In
Z

order to overcomethesedifficulties we define optimal
immunization
�

strategiesthat rely on the particularSF struc-
ture
'

of the network. The developedstrategiesallow us to
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achieve� the total protection of the network even for ex-
tremely
'

low fractionsof successfullyimmunizedindividuals.

II. THE MODEL

In orderto estimatethe effect of an increasingdensityof
immune
�

individuals in complex networks,we will investi-
gateb the standard susceptible-infected-susceptiblej SIS

 k
model l 2m . This modelrelieson a coarse-graineddescription
ofR individuals in the population.Namely, eachnodeof the
graphb representsan individual andeachlink is a connection
along� which the infection can spread. Each susceptiblen
healthy
9 o

node" is infectedwith rate p if
�

it is connectedto one
orR moreinfectednodes.Infectednodesarecuredandbecome
again� susceptiblewith rate q ,� defininganeffectivespreading
rate rtsvu /w xzy without# lack of generality, we set {}| 1). The
SIS
 

modeldoesnot takeinto accountthe possibility of indi-
viduals’~ removaldueto deathor acquiredimmunization � 2� � ,�
and� thusindividualsrun stochasticallythroughthecyclesus-
ceptible� � infected � susceptible.� This model is generally
used� to study infections leading to endemicstateswith a
stationary� averagedensityof infectedindividuals.

A. Homogeneous complex networks

A
�

wide classof networkmodels � 8,9
D �

have
9

exponentially
bounded
�

connectivityfluctuations.A paradigmaticexample
ofR this kind of networksthat has recentlyattracteda great
deal
�

of attentionis theWatts-Strogatz� WS
� �

modelF � 9\ � ,� which
is
�

constructedasfollows: The startingpoint is a ring with N
�

nodes,in which eachnodeis symmetricallyconnectedwith
its
�

2K
�

nearest" neighbors.Then, for every node each link
connected� to a clockwise neighbor � thus

'
K
�

links
:

for each
node� is kept as originating from the original nodeand re-
wired# to a randomlychosentarget nodewith probability p� .
This
�

proceduregeneratesa randomgraphwith a connectivity
distributed
�

exponentiallyfor largek
*
,� andanaverageconnec-

tivity
' �

k
* ���

2
�

K
�

. It is worth remarkingthat evenin the case
p� � 1 the networkkeepsthe memoryof the constructional-
gorithmb andis not equivalentto a randomgraph.In fact, by
definition
�

eachnodeemanatesat leasttheK
�

links
:

which have
been
�

rewiredfrom theclockwiseneighborsto randomlycho-
sen� nodes;a propertythat affectsalsothe clusteringproper-
ties
'

of the graph � for detailsseeRef. � 18��� .
For
�

theclassof exponentiallyboundednetworks,onecan
generallyb considerthateachnodehasroughlythesamenum-
ber
�

of links, k
* �A�

k
*  

,� and,therefore,we canconsiderthemas
fairly
3

homogeneousin their connectivity properties.At a
mean-fieldlevel, the equationdescribingthe time evolution
ofR the averagedensity of infected individuals ¡ (

¢
t£ )¤ ¥ preva-Y

lence
: ¦

is
�

d
§ ¨ª©

t£ «
dt
§ ¬®­°¯²± t£ ³-´¶µª· k* ¸º¹ª» t£ ¼-½ 1 ¾À¿ªÁ t£ ÂÄÃ . Å 2Æ

The
�

mean-fieldcharacterof this equationstemsfrom thefact
that
'

we have neglectedthe density correlationsamongthe
dif
�

ferentnodes,independentlyof their respectiveconnectivi-
ties.
'

The first term on the right-handside Ç rhsP È in
�

Eq. É 2� Ê
considers� infected nodesbecominghealthy with unit rate.

The secondterm representsthe averagedensity of newly
infectednodesgeneratedby eachactive node.This is pro-
portionalY to the infection spreadingrate Ë ,� the numberof
links
:

emanatingfrom eachnodek
* ÌAÍ

k
* Î

,� andthe probability
that
'

a given link points to a healthynode, Ï 1 ÐÀÑ (
¢
t£ )¤ Ò . After

imposing
�

thestationaryconditiond
§ Ó

(
¢
t£ )/¤ dt
§ Ô

0
Õ

, themostsig-
nificant andgeneralresult is the existenceof a nonzeroepi-
demic
�

thresholdÖ c× ØÚÙ k* ÛÝÜ 1 Þ 2� ß such� that

à8á 0 i
Õ

f â t ã¶ ä c× ,� å 3� æ
ç8è¶éëê¶ì

c× if ítî¶í c× . ï 4ð
In other words, if the value of ñ is abovethe threshold,òó ò c× ,� the infectionspreadsandbecomesendemic.Below it,ôtõ¶ö

c× ,� the infection dies out exponentiallyfast. The exis-
tence
'

of anepidemicthresholdis a generalresultin epidemic
modeling,F present also in different models such as the
susceptible-infected-removed� model ÷ 2ø . In analogy with
critical� phenomenaù 19ú ,� this kind of behaviorcanbe identi-
fied asan absorbing-statephasetransition,in which û playsY
the
'

role of the orderparameterin the phasetransitionand ü
is
�

the tuning parameter, recoveringthe usualmean-fieldbe-
havior ý 19þ .

B.
ÿ

Scale-free networks

This standardframeworkis radicallychangedin theclass
ofR SFnetworks � 16,17� ,� in which theprobabilitydistribution
that
'

a nodehask
*

connections� hasthe form P
(

(
¢
k
*
)
¤ �

k
* ���

and�
the
'

connectivity fluctuations, � k* 2 � ,� diverge in infinite net-
works# for any value2 �
	�� 3

�
. The paradigmaticexampleof

SF
 

network is the Barabási� andAlbert 
 BA � model � 5% � . The
construction� of theBA graphstartsfrom a small numberm� 0

�
ofR disconnectednodes; every time step a new vertex is
added,� with m� links

:
that areconnectedto an old nodei

�
with#

probabilityY � (
¢
k
*

i)
¤ �

k
*

i /
w �

j
� k* j
� ,� wherek

*
i is the connectivityof

the
'

i
�
th
'

node.After iteratingthis schemea sufficientnumber
ofR times, we obtain a network composedby N

�
nodeswith

connectivity� distribution P
(

(
¢
k
*
)
¤ �

k
* � 3
�

and� averageconnectiv-
ity � k* ��� 2m� . For this classof graphs,the absenceof a char-
acteristic� scalefor the connectivitymakeshighly connected
nodes" statisticallysignificant,andinducesstrongfluctuations
in
�

the connectivitydistribution that cannotbe neglected.In
orderR to takeinto accountthesefluctuations,we haveto relax
the
'

homogeneityassumptionused for homogeneousnet-
works,# and considerthe relative density � k

 (¢ t£ )¤ of infected
nodeswith given connectivityk

*
; i.e., the probability that a

node" with k
*

links
:

is infected. The dynamical mean-field
equations� canthusbe written as ! 16,17"

d
§ #

k
 $ t£ %
dt
§ &
')( k

 * t£ +-,/. k
* 0

1 1)2 k
 3 t£ 46587 9;: t£ < ,� = 5% >

where# alsoin this casewe haveconsidereda unity recovery
rate.The creationterm considersthe probability that a node
with# k

*
links
:

is healthy ? 1 @)A k
 (¢ t£ )¤ B and� getsthe infection via

a� connectednode.The probability of this last event is pro-
portionalY to the infection rate C ,� the numberof connections
k
*
,� and the probability D E (

¢
t£ )¤ that

'
any given link points to
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an� infectednode.Theprobability thata link pointsto a node
with# sH links

:
is proportionalto sPH (

¢
sH )¤ . In otherwords,a ran-

domly
�

chosenlink is more likely to be connectedto an in-
fectednodewith high connectivity, yielding

I J;K
t£ L M

N
k
 kP
* O

k
* PRQ

k
 S t£ T

U
sV sPH W sH X ,� Y 6J Z

where# [
sV sPH (

¢
sH )¤ is identical to \ k* ] by

�
definition. In the sta-

tionary
'

state ^ d§ _ k
 (¢ t£ )/¤ dt

§ `
0
Õ a

,� Eq. b 5% c yieldsd the following
infectednodedensityform:

e
k
 f g k

* h
1 ikj k

* l . m 7n o
By
p

insertingthe aboveexpressionfor q k
 in
�

Eq. r 6J s , w� e ob-
tain
'

the self-consistencyequation

t)u 1v
k
* wyx

k
 kP
* z

k
* {}| k

* ~
1 �k� k

* � ,� � 8D �
where# � is now a function of � alone� � 16,17� . The solution���

0
Õ

is alwayssatisfyingthe consistencyequation.A non-
zero� stationaryprevalence( � k

 � 0
Õ

) is obtainedwhenthe rhs
and� the lhs of Eq. � 8D � ,� expressedas function of � ,� crossin
the
'

interval 0 ���)� 1, allowing a nontrivial solution. It is
easy� to realizethat this correspondsto the inequality

d
§

d
§ � 1�

k
* �y�

k
 kP
* �

k
* ��� k

* �
1 �/� k

*   ¡£¢
0
� ¤ 1 ¥ 9\ ¦

being
�

satisfied.The value of § yieldingd the equality in Eq.¨
9
\ ©

defines
�

the critical epidemicthresholdª c× ,� that is given
by
�

«
k
 kP
* ¬

k
* ­¯®

c× k*°
k
* ± ²

³
k
* 2
´ µ

¶
k
* ·¹¸ c× º 1 »½¼ c× ¾

¿
k
* À
Á
k
* 2 Â . Ã 10Ä

This result implies that in SF networks with connectivity
exponent� 2 Å
Æ�Ç 3

�
, for which È k* 2 É�ÊÌË ,� we haveÍ c× Î 0

Õ
. This

fact implies in turn that for any positive value of Ï the
'

in-
fection
3

canpervadethe systemwith a finite prevalence,in a
sufficiently� large network Ð 16,17Ñ . For small Ò it is possible
to
'

solveexplicitly Eq. Ó 8D Ô for SF networksandcalculatethe
prevalenceY in theendemicstateas Õ�Ö�× k

 P(
¢
k
*
)
¤ Ø

k
 as� shownin

Refs. Ù 16,17Ú . Calculationscan be carriedout by using the
continuous� k

*
approximation,� valid for large k

* Û
20
� Ü

,� that as-
sumes� Ý k* nÞ ß�àká

mâ ã k
* nÞ P(

¢
k
*
)
¤
dk
§

,� wherem� is theminimumnumber
ofR connectionsof any nodeand P(

¢
k
*
)
¤

is a properly defined
probabilityY densityof connections.For the particularcaseof
the
'

BA networkwe haveP(
¢
k
*
)
¤ ä

2m� 2
´
k
* å 3
� æ

5
% ç

,� thatin thelimit
ofR an infinitely large networkyields the prevalenceè 16,17é

ê�ë 2 expì�í 1/m� îðï . ñ 11ò

Obviously
ó

, ô k* 2 õ assumes� a boundedvalue in finite size
networks,defining an effective threshold ö c× (¢ N� )

¤ ÷
0
Õ

due to
finite sizeeffects,ascustomarilyencounteredin nonequilib-
riumP phasetransitions ø 19ù . This epidemicthreshold,how-
ever� , is not an intrinsic

�
quantityú as in exponentialnetworks

and� it is vanishingfor increasingnetwork sizes;i.e. in the
thermodynamic
'

limit. Sincereal networkshavealwaysa fi-
nite" size,however, it is interestingto calculatehow the epi-
demic
�

thresholdscaleswith thesystemsize û 21
� ü

. By consid-
ering� the continuous k

*
approximation,� it is possible to

calculate� the finite size distribution moments as ý k* nÞ þÿ��
mâk c� k* nÞ P( (

¢
k
*
)
¤
dk
§

,� wherek
*

c× is
�

the largestconnectivitypresent
in
�

thefinite network.For networkscomposedby N
�

nodes," k
*

c×
is obviously an increasingfunction of N

�
. In the particular

case� of the BA model,we readily obtain � k* ��� 2
�

m� and� � k* 2 �	 2m� 2 ln(k
*

c× /w m� ) a
¤

s k
*

c× 
�� . Substitutingthis valuesin theEq.

10� we# obtain a threshold� c× ��� m� ln(

:
k
*

c× /w m� )
¤ ��� 1. In order to

find
�

the sizedependenceof � c× ,� we haveto relatethe maxi-
mum connectivityk

*
c× with# the networksizeN

�
. This relation

is
�

given by k
*

c× � mN� 1/2 � 20,22
� �

,� yielding finally a threshold

�
c× � N� ���! k* "#

k
* 2
´ $&% 1

ln ' N� ( . ) 12*

This
�

result canbe generalizedto SF networkswith an arbi-
trary
'

connectivity distribution, which show an epidemic
threshold
'

vanishingas a power-law behaviorin N
�

with# an
exponent� dependingon the connectivityexponent+-, 23

� .
.

III. UNIFORM IMMUNIZATION STRATEGY

The
�

simplest immunizationprocedureone can consider
consists� of therandomintroductionof immuneindividualsin
the
'

population / 10 ,� in order to get a uniform immunization
density
�

. Immunenodescannotbecomeinfectedand,thus,do
not" transmitthe infection to their neighbors.In this case,for
a� fixed spreadingrate 1 ,� therelevantcontrolparameteris the
immunity
�

g2 ,� definedasthefractionof immunenodespresent
in
�

the network.At the mean-fieldlevel, the presenceof uni-
form
3

immunity will effectively reducethe spreadingrate 3
by
�

a factor (1 4 g2 )
¤
; i.e. the probability of finding andinfect-

ing
�

a susceptibleand nonimmunenode.By substituting 5687 (1
¢ 9

g2 )
¤

in Eqs. : 2; and� < 5% = we# obtain the prevalence
behavior
�

for progressivelylarger immunizationrates.
In
Z

homogeneousnetworks,suchas the WS model, it is
easy� to showthat in the caseof a constant> ,� the stationary
prevalenceY obtainedfrom Eq. ? 2� @ is

�
given by

ACB 0 i
Õ

f g2 D g2 c× ,� E 13F
GCH g2 c× I g2 if g2 J g2 c× . K 14L

Here,g2 c× is the critical immunizationvalueabovewhich the
density
�

of infectedindividuals in the stationarystateis null
and� dependson M as�

g2 c× N
OQP�R

c×S . T 15U
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Thus,
�

the critical immunizationthat achieveseradicationis
relatedP to the spreadingrate and the epidemicthresholdof
the
'

infection.Eq. W 15X is obviouslyvalid only for Y[Z�\ c× ,� and
it
�

implies that the critical immunizationallowing the com-
pleteY protectionof the network ] null" prevalence^ is

�
increas-

ing
�

with the spreadingrate _ .
On
ó

the contrary, uniform immunizationstrategieson SF
networksare totally ineffective.The presenceof immuniza-
tion
'

depressesthe infection’s prevalencetoo slowly, andit is
impossible
�

to find any critical fraction of immunizedindi-
viduals~ thatensurestheinfectioneradication.Theabsenceof
an� epidemicthreshold( ` c× a 0

Õ
) in the thermodynamiclimit

implies that whateverrescalingb[c�d (1
¢ e

g2 )
¤

of the spread-
ing
�

rate doesnot eradicatethe infection exceptthe caseg2f 1. In fact,by usingEq. g 10h we# havethattheimmunization
threshold
'

is given by

1 i g2 c× j 1k
l
k
* m
n
k
* 2
´ o . p 16q

In SFnetworkswith r k* 2
´ s�t8u

onlyR a completeimmunization
ofR thenetwork v i.e.,

�
g2 c× w 1) ensuresaninfection-freestation-

ary� state.The fact that uniform immunizationstrategiesare
lesseffective hasbeennotedin severalcasesof spatialhet-
erogeneity� x 1y . In SF networkswe facea limiting casedueto
the
'

extremelyhigh z virtually~ infinite{ heterogeneity
9

in con-
nectivity" properties.Also in this casefinite networkspresent
an� effective thresholdg2 c× (¢ N� )

¤
dependingon the numberof

nodes" N
�

. As for theepidemicthreshold,however, we arenot
in presenceof an intrinsic quantityandwe havethat g2 c× (¢ N� )

¤
| 1 in thethermodynamiclimit N

� }�~
. In thecaseof theBA

model, inserting the expression� 12� into Eq. � 16� , w� e ob-
serve� that the immunizationthresholdscalesas

1 � g2 c× � N� ��� 1�
ln � N� � . � 17�

Also
�

in this caseit is possibleto generalizethis result for
arbitrary� connectivityexponents�-� 23� .

In order to provide further supportto the presentmean-
field
� �

sometimes� calledthe deterministicapproximation� de-
�

scription,� we study by meansof numericalsimulationsthe
behavior
�

of the SIS modelon theWS andthe BA networks.
In
Z

thesesystems,becauseof thenonlocalconnectivity, mean-
field
�

predictionsareexpectedto correctlydepictthemodel’s
behavior
�

. In the presentwork we considerthe parametersK� 3
�

and maximal disorderp� � 1 for the WS network, and
m� 0
� � 5
%

andm� � 3
�

in the caseof the BA network.
In
Z

the presenceof uniform immunization,we can study
the
'

systemby looking at the infection’s prevalencein the
stationary� regime � endemic� state� as� a functionof the immu-
nity" g2 . The uniform immunizationis implementedby ran-
domly
�

selectingandimmunizinggN2 nodeson a networkof
fixed size N

�
. Our simulationsare implementedat a fixed

spreading� rate �Q� 0.25.
Õ

The numberof nodesrange from
N
� �

104 to
'

N
� �

106
�
. We analyzethe stationarypropertiesof

the
'

densityof infectednodes � g� � the
'

infection prevalence�
for
3

differentvaluesof theimmunizationg2 . Initially we infect
half
9

of the susceptiblenodesin the network,and iteratethe
rulesof theSISmodelwith parallelupdating.Theprevalence
is computedaveragingover at least 100 different starting
configurations,� performedon at least10 differentrealizations
ofR the network. In Fig. 1  a� ¡ ,� we show the behaviorof the
reducedprevalence¢ g� /

w £
0
� ¤ where# ¥

0
� is the prevalencewith-

outR immunization¦ as� a function of the uniform immuniza-
tion
'

g2 in
�

theWS network.We observethat theprevalenceof
infected nodesdecaysdrastically for increasingimmuniza-
tion
'

densities § see� Fig. 1̈ b
� ©«ª

. In particular, we observethe
presenceY of a sharp immunization thresholdg2 c× ¬ 0.385,

Õ
in

fair
3

agreementwith theestimateg2 c× ­ 0.36
Õ

from Eq. ® 15̄ with#
the
'

values°Q± 0.25
Õ

andtheestimate² c× ³ 0.16
Õ

from Ref. ´ 17µ .
In
Z

the biological case,this effect motivatesthe useof global
vaccination~ campaignsin homogeneouspopulationsin order
to
'

reacha densityof immuneindividuals that securesfrom
major outbreaksor endemicstates.On the contrary, the re-

FIG. 1. ¶ a· Reducedprevalencȩ g¹ /
f º

0
» from computersimulationsof the SIS model in the WS network with uniform and targeted

immunizationat a fixed spreadingrate ¼¾½ 0.25.
G

Extrapolationof the linear behaviorof ¿ g¹ for the largest immunizationvaluesyields an
estimateof the critical immunity gÀ cÁ Â 0.385. Ã bÄ Typical plots of Å g¹ (Æ t) as a function of time, averagedover 100 startingconfigurations,for
theSISmodelin WS networkswith uniform immunization,for differentvaluesof gÇ .È Fromtop to bottom:gÇ É 0.1,

Ê
0.14, 0.35,and0.43.For

the last valueof g Ë abovethe critical immunizationÌ allÍ runsdie, independentlyof the networksizeN
Î

.È
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sultsÐ for the SF network,depictedin Fig. 2Ñ aÒ Ó ,Ô showa strik-
ingly differentbehavior. Namely, the densityof infectedin-
dividuals
Õ

decaysslowly with increasingimmunization,andit
wouldÖ be null only for the completeimmunizationof the
wholeÖ network(g2 × 1). Specifically, it follows from Eq. Ø 11Ù
that
Ú

the SIS modelon the BA networkshowsfor g2 Û 1 and
anyÒ Ü the

Ú
prevalence

Ý
gÞ ß 2
à

expáãâ 1/mä åçæ 1 è g2 é�ê . ë 18ì

W
í

e havecheckedthis predictionin Fig. 2î bï ð . In otherwords,
the
Ú

infectionalwaysreachesan endemicstateif the network
sizeÐ is enoughlarge ñ seeÐ Fig. 3ò aÒ óõô . This points out the ab-
senceÐ of an immunizationthreshold;SF networksare weak
in
ö

faceof infections,alsoafter massiveuniform vaccination
campaigns.÷

IV. OPTIMIZED IMMUNIZATION STRATEGIES

When
í

fighting an epidemicin an heterogeneouspopula-
tion
Ú

with a uniform vaccinationscheme,it is necessaryto
vaccinateø a fractionof thepopulationlargerthantheestimate
givenù by a simple ú homogeneous

û ü
assumptionÒ ý 1þ . In this

case,÷ it canbe proved ÿ 1� that
Ú

optimal� vaccinationø programs
can÷ eradicatethe diseasevaccinatinga smaller numberof
individuals.SFnetworkscanbeconsideredasa limiting case
of� heterogeneoussystemsand it is natural to look for spe-
cifically÷ devisedimmunizationstrategies.

A. Proportional immunization

A straightforwardway to reintroducean intrinsic immu-
nizationthresholdin SF networksconsistsin usingdifferent
fractions
�

of immunizedindividuals accordingto their con-

FIG.
�

2. � a� Reduced
�

prevalence� g	 /

 �

0
� from computersimulationsof the SIS model in the BA network with uniform and targeted

immunization,at a fixed spreadingrate 
�� 0.25.
Ê

A linear extrapolationfrom the largestvaluesof gÇ yields an estimateof the thresholdgÇ c�� 0.16 in BA networkswith targetedimmunization. � b� � Check
�

of the predictedfunctionaldependence� g	 � exp� ��� 1/m� � (1
Æ �

gÇ ) � for the SIS
model in the BA networkwith uniform immunization.

FIG. 3.  aÍ ! Typical plotsof " g	 (Æ t# )$ as a functionof time, averagedover100startingconfigurations,from computersimulationsof theSIS
modelin BA networkswith uniform immunizationfor differentvaluesof gÇ .È From top to bottom:gÇ % 0.1,

Ê
0.14, 0.3, and0.5. For all values

of g shown,& the endemicstateis reachedin a sufficiently large network. ' b( Typical plots of ) g	 (t) as a function of time, averagedover 100
startingconfigurations,for the SIS model in BA networkswith targetedimmunizationfor different valuesof g. From top to bottom: g* 0.1, 0.14,and0.3.Forthe last value,larger thanthe critical immunization,all runsdie for any networksize.
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nectivity+ . Let us define g2 k
 asÒ the fraction of immune indi-

vidualsø with a given connectivityk
,
. If we imposethe condi-

tion
Ú

-˜ .0/ k
, 1

1 2 g2 k
 354 const,÷ 6 197

weÖ observethat Eq. 8 59 : become
ï

identical and decoupled,
defining
Õ

effectively a homogeneoussystem.The densityof
infected
ö

individuals is the samefor all connectivitiesk
,
,Ô and

anÒ epidemicthreshold;˜ c× < 1 is reintroducedin the system.
This condition requires that k

,
(1
= >

g2 k
 )? is constantfor all

groupsù of connectivityk
,

atÒ the threshold,implying that g2 k
 @ 1 A 1/k

, B
; i.e., a larger portion of individuals must be im-

munizedC in groupswith larger connectivity. In this scheme
the
Ú

total densityof immunizedindividualscanbe easilycal-
culated÷ by averaging g2 k

 over� the various connectivity
classes.÷ The fraction of nonimmunizedindividuals 1 D g2 k

 
cannot÷ belargerthanone,thuswe focusonly on classeswith
connectivity÷ suchthat the reproductivenumberk

, E0FHG 1. To
eradicateI the infection, we need that g2 k

 J 1 K 1/k
, L

in
ö

all
classes÷ with connectivityk

, M0NPO 1,Ô defining the critical frac-
tion
Ú

of immunizedindividualsas

g2 c× QSR
k
 TVUVW 1

1 X 1Y
k
, P
Z [

k
, \

. ] 20
à ^

In orderto performanexplicit calculationfor theBA model,
weÖ useagainthecontinuousk

,
approximationÒ _ 59 ` . In this case

weÖ obtainthat

g2 c× a 1
3
b c mä d�e 2. f 21

à g
This resultcanbe readily extendedto SF networkswith ar-
bitrary
ï h

values,ø andit is worth remarkingthat this recipeis
alongÒ the lines of that introducedin the immunization of
heterogeneouslypopulatedgroups i 1j . Recently, a similar
strategyÐ hasbeenput forward in Ref. k 24l by

ï
proposingto

cure÷ with proportionally higher rates the most connected
nodes.+

B. Targeted immunization

While
í

proportionalimmunizationschemesareeffectivein
finally introducing a well-defined immunization threshold,
the
Ú

very peculiar nature of SF networks allows to define
moreC efficient strategiesbasedon the nodes’hierarchy. In
particularm , it has been shown that SF networks possessa
noticeableresilienceto randomconnectionfailures n 25–27o ,Ô
whichÖ implies that the network can resist a high level of
damage
Õ p

disconnected
Õ

linksq ,Ô without loosingits global con-
nectivity+ properties;i.e., the possibility to find a connected
pathm betweenalmost any two nodesin the system.At the
sameÐ time, SF networksare strongly affected by selective
damage;
Õ

if a few of the mostconnectednodesareremoved,
the
Ú

networksuffersa dramaticreductionof its ability to carry
information r 25–27s . Applying this argumentto the caseof
epidemicI spreading,we candevisea tart geted immunization
schemeÐ in which we progressivelymake immunethe most
highly
û

connectednodes,i.e., the onesmore likely to spread
the
Ú

disease.While this strategyis thesimplestsolutionto the

optimal� immunizationproblemin heterogeneouspopulationsu
1v ,Ô its efficiency is comparableto the uniform strategiesin

networks+ with finite connectivityvariance.In SF networks,
on� the contrary, it producesan arrestingincreaseof the net-
workÖ toleranceto infectionsat the price of a tiny fraction of
immune
ö

individuals.
Let
w

us considerthe situationin which a fraction g2 of� the
individualswith thehighestconnectivityaresuccessfullyim-
munized.This corresponds,in thelimit of a largenetwork,to
the
Ú

introductionof anupperthresholdk
,

t
x ,Ô suchthatall nodes

withÖ connectivityk
, y

k
,

tx areÒ immune.The fraction of immu-
nized+ individuals is thengiven by

g2 z|{
k
 }

k
 

t
~ P � k, � ,Ô � 22�

aÒ relationthat rendersk
,

tx anÒ implicit functionof g2 . Thepres-
enceI of the cut-off k

,
tx (= g2 )
?

definesthe new averagequantities�
k
, �

tx ��� m�k
 

t
~
kP
,

(
=
k
,
)
?

and � k, 2 �
tx ��� m�k

 
t
~
k
, 2P
Z

(
=
k
,
)
?
, which are on their

turn
Ú

functionof g2 . At thesametime,all links emanatingfrom
immunized
ö

individuals can be consideredas if they were
removed.The probability p� (

=
g2 )
?

that any link will lead to an
immunized
ö

individual is thengiven by

p� � g2 �5�
�

k
 �

k
 

t
~ (� gÞ )
� kP
, �

k
, �

�
k
 kP
, �

k
, � ,Ô � 23

à �

andÒ if we considerthat this fraction p� (
=
g2 )
?

of links areeffec-
tively
Ú

removed,the new connectivity distribution after the
immunizationof a fractiong2 of� themostconnectedindividu-
alsÒ is � 27�

P
Z

gÞ � k, �5 ¢¡
q£ ¤ k
 

k
 

t~
P
Z ¥

q¦ § q¦
k
, ¨ 1 © p� ª k

 
p� q£ « k

 
. ¬ 24

à ­

The
®

new distribution ¯ afterÒ cut-off introductionand link re-
moval° yields± the first two moments² k, ³ gÞ ´¶µ k, · tx (1= ¸ p� )

?
and¹

k
, 2
º »

gÞ ¼¶½ k, 2
º ¾

tx (1= ¿ p� )
? 2º ÀÂÁ k, Ã tx p� (1

= Ä
p� )
? Å

27
à Æ

. By recalling Eq.Ç
10È ,Ô thecritical fractiong2 c× of� immuneindividualsneededto

eradicateI the infection will be given by the relation
É
k
, 2 Ê

gÞ cËÌ
k
, Í

gÞ cË Î
Ï
k
, 2 Ð

txÑ
k
, Ò

tx Ó 1 Ô p� Õ g2 c× ÖØ×ÚÙ p� Û g2 c× Ü5Ý0ÞHß 1. à 25á
An explicit calculationfor theBA networkin thecontinuous
k
,

approximationÒ yields that the densityof immunizednodes
is
ö

relatedto the connectivitythresholdas

g2 â 1 ã
m�
k
 

t
~
P ä k, å dk

æ ç
mä 2
º
k
,

tx è 2 . é 26ê
By inverting this relation we obtain that the connectivity
threshold
Ú

is k
,

tx ë mgä ì 1/2,Ô yielding that

p� í g2 î5ï 1

2mä 1 ð
m�
k
 

t~
kP
, ñ

k
, ò

dk
æ ó

g2 1/2. ô 27õ
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As
ø

well, we can obtain ù k, ú tx û 2
à

mä andÒ ü k, 2 ý
tx þ 2
à

mä 2 ln(
ÿ

g2 � 1/2)
?

asÒ k
,

tx � mgä � 1/2��� . By inserting thesevaluesinto Eq.
�
25�

weÖ obtain the approximatesolution for the immunization
threshold
Ú

in the caseof targetedimmunizationas

g2 c� 	 expI 
�� 2/
à

mä 
�� . � 28
à �

This clearly indicatesthat the targeted immunization pro-
gramù is extremelyconvenientin SFnetworkswherethecriti-
cal÷ immunizationis exponentiallysmall in a wide rangeof
spreadingÐ rates� . Also in this case,thepresentresultcanbe
generalizedù for SF networkswith arbitrary connectivityex-
ponentm � .

In orderto testthetargetedimmunizationschemewehave
implemented
ö

numericalsimulationsof the SIS modelon the
WS
í

andBA networksby immunizingthegN2 nodeswith the
highest connectivity. Note that, for a given network, this
methodC is essentiallydeterministic:Oncewe identify the hi-
erarchyI in thenode’s connectivitydistribution,we proceedto
protectm thosenodeson top of the list. Simulationsare per-
formed
�

at a fixed spreadingrate ��� 0.25.
�

In Fig. 1� aÒ � weÖ
report the behaviorof the prevalenceof infectednodesfor
the
Ú

WS networkwith targetedimmunization;the resultscor-
responding� to the BA graphare plotted in Fig. 2� aÒ � . In the
case÷ of theWS network,the behaviorof the prevalenceasa
function of g2 is equivalentin the uniform and targetedim-
munization procedures.The connectivity fluctuations are
small,Ð andthe immunizationof the mostconnectednodesis
equivalentI to therandomchoiceof immunenodes.This con-
firms that targetedstrategiesdo not have a particular effi-
ciency÷ in systemswith limited heterogeneity. On the con-
trary
Ú

, in the caseof the BA network, we observea drastic
variationø in theprevalencebehavior. In particular, thepreva-
lencesuffers a very sharpdrop andexhibits the onsetof an
immunization thresholdabove which no endemicstate is
possiblem � zero� infected individuals� . A linear extrapolation
from
�

the largestvaluesof g2 yields± an estimateof the very
convenient÷ thresholdg2 c�  0.16.

�
This definitelyshowsthatSF

networks+ arehighly sensitiveto thetargetedimmunizationof
aÒ small fraction of the most connectednodes ! seeÐ Fig. 2" aÒ #
andÒ Fig. 3$ bï %'& . While thesenetworksareparticularlyweakin
faceof infections,thegoodnewsconsistin thepossibility to
devise
Õ

immunizationstrategieswhich are extremelyeffec-
tive.
Ú

V. DISCUSSION AND CONCLUSIONS

Thepresentresultsindicatethat theSFnetworks’suscep-
tibility
Ú

to epidemicspreadingis reflectedalsoin an intrinsic
difficulty
Õ

in protecting them with local—uniform—
immunization.
ö

On a globallevel,uniform immunizationpoli-
cies÷ arenot satisfactoryand,in analogywith diseasespread-
ing in heterogenouspopulations,only targetedimmunization
proceduresm achievethe desiredlowering of epidemic out-
breaks
ï

and prevalence.This evidenceradically changesthe
usual( perspectiveof the regularepidemiologicalframework.
Spreading
)

of infectiousor polluting agentson SF networks,
suchÐ as food or social webs,might be contrastedonly by a
careful÷ choiceof the immunizationprocedure.In particular,

these
Ú

proceduresshouldrely on theidentificationof themost
connected÷ individuals.The protectionof just a tiny fraction
of� theseindividuals raisesdramaticallythe toleranceto in-
fectionsof the whole population

A practicalexampleis providedby the spreadingof vi-
ruses� in the Internet * 28

à +
. The SF natureof this network is

the
Ú

outcomeof a connectivity redundancy, which is quite
welcomeÖ becauseit ensuresa greatererror tolerancethanin
lessconnectednetworks.On theotherhand,despitethelarge
use( of antivirus software that is available in the market
withinÖ daysor weeksafter the first virus incidentreport,the
averageÒ lifetime of digital epidemicsis impressivelylarge,
10–14 months-�. 16/ . Numerical simulations of the SIS

modelC on real mapsof the Internetcanprovide further sup-
portm to our picture.The SIS model is, in fact, well suitedto
describe
Õ

DomainNameSystem–cachecomputerviruses0 2912
the
Ú

so-called ‘‘natural computer viruses’’ 3 ,Ô and different
digital
Õ

virusescan be modeledby consideringthe random
neighbor+ versionof the model 4 195'6 ; i.e. infectedemailscan
be
ï

sentto differentnodesthatarenot nearestneighbors.The
map consideredhere,providedby the National Laboratory
for
�

Applied Network Research7 NLANR
8 9

andÒ availableat
the
Ú

web site http://www.moat.nlanr.net/Routing/rawdata/,
contains÷ 6313 nodesand 12362 links, correspondingto an
averageÒ connectivity : k, ;=< 3.92.

>
The connectivity distribu-

tion
Ú

is scale-free,with a characteristicexponent?A@ 2.2 B 12C .
Our
D

simulationsare performedat a fixed spreadingrate EF 0.25,
�

averagingover at least2500 different startingcon-
figurations.
G

We implementboth theuniform andthe targeted
immunizationprocedures.The resultsobtainedclearly indi-
cate÷ that the behavioris completelyanalogousto that found
on� the BA network. Fig. 4 illustrates that, while uniform
immunization
ö

doesnot allow any drastic reductionof the
infectionprevalence—theimmunizationof 25% of thenodes
reducesby lessthana factor1/2 therelativeprevalence—the
tar
Ú

getedimmunizationdrasticallyremovesthe occurrenceof
endemicI statesevenat very low value of the immunization
parameterm . The fact that SF

FIG. 4. ReducedprevalenceH g	 /

 I

0
� from
J

computersimulations
of the SIS model in a portion of a real Internetmapwith uniformK
main plotL and targeted M insetN immunizationat a fixed spreading

rate OQP 0.25.
R

We only considervalues of the immunization for
which almostall the runssurviveup to the end.This explainsthe
short rangeof valuesof gS shown for the targeted immunization
case.
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networkscanbe properlysecuredonly by a selectiveimmu-
nization, points out that an optimized immunizationof the
Internet
T

canbe reachedonly througha global immunization
or� ganizationthat securesa small set of selectedhigh-traffic
routersor Internetdomains.Unfortunately, theself-organized
natureof the Internetdoesnot allow to easilyfigureout how
suchÐ an organizationshouldoperate.

The
®

presentresultsalso appearto havepotentially inter-
estingI implicationsin the caseof humansexualdiseasecon-
trol
Ú U

1,30V . Most sexually transmitteddiseasescannot be
characterized÷ without including the noticeabledifferencesof
sexualÐ activity within a given population.Epidemicmodel-
ing is thus basedon partitioning populationgroupsby the
number+ of sexualpartnersper unit time W 1X . This implicitly
corresponds÷ to the knowledgeof the probability distribution
functionP(

=
k
,
)
?

thatgivesthefractionof thepopulationwithin
the
Ú

k
,

class.÷ The recentobservationthat the web of human
sexualÐ contactsexhibits scale-freefeatures Y 15Z pointsm out
that
Ú

alsosexuallytransmitteddiseasesareeventuallyspread-
ing in a networkwith virtually infinite heterogeneity. It fol-
lows
ÿ

that conceptssuchasthe meannumberof sexualpart-
ners+ or its varianceare not good indicatorsin this case.As
well,Ö the definition of a coregroupof ‘‘superspreader’’ indi-
vidualsø could be a non-well-definedconceptbecauseof the
lack
ÿ

of preciselydefinedthresholdsor characteristicmagni-
tudes
Ú

in thescale-freedistributionof sexualcontacts.Never-

theless,
Ú

the striking effectivenessof targetedimmunization
indicatesthat control and preventioncampaignsshould be
stronglyÐ focusedat the mostpromiscuousindividuals.These
represent� the most connectednodesof the network and are
thus
Ú

the key individuals in the spreadingof the infection.
While
í

the simple SIS model is very instructive, many
other� ingredientsshould be consideredin a more realistic
representation� of real epidemics[ 1,2\ . Onewould alsowant
to
Ú

add simple rules defining the temporalpatternsof net-
worksÖ suchasthefrequencyof forming newconnections,the
actualÒ length of time that a connectionexists, or different
types
Ú

of connections.Thesedynamical featuresare highly
valuableø experimentalinputswhich arenecessaryingredients
in
ö

theuseof complexnetworkstheoryin epidemicmodeling.

ACKNOWLEDGMENTS

This
®

work hasbeenpartially supportedby the European
Network,
8

ContractNo. ERBFM-RXCT980183.TheNLANR
projectm is supportedby NSF. R.P-S.alsoacknowledgessup-
portm from GrantNo. CICYT PB97-0693.We thankA. Barrat,
M.
]

Mezard, M.-C. Miguel, R. V. Solé,Ô S. Visintin, and
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