MONITORING MESSAGE STREAMS:
RETROSPECTIVE AND PROSPECTIVE EVENT DETECTION

A. Objective of Project:

We aim to improve on existing methods for monitoring huge streams of textualized communications to automatically identify clusters of messages relating to significant "events." We will study retrospective or "supervised" event identification where the system begins with a set of some labeled documents (i.e., documents that have been associated with one or more events) and automatically associates a relevant new message with one or more of these pre-existing events. This task is of great value in forensic activities. In later years, we will also study prospective detection (or "discovery" or "unsupervised learning"), where we decide if a "new event" is present in the flow of messages. Our goal would not be to label the new document clusters, but simply to alert users that a new cluster has been detected. This is considerably more difficult and would be of enormous value as an intelligence tool. This proposal is for an effort that will start on July 1, 2002 and end on November 30, 2002.
B. Background:

Our premise is that significant performance improvements in the automatic processing of messages will result from innovations involving more than one component of the process. We have assembled a top-notch, multi-disciplinary team with novel perspectives on each component. This team will conduct coordinated, large-scale, systematic experimentation. This should significantly advance the state-of-the-art and achieve substantial improvements in performance according to accepted measures.

Automatic processing of messages depends on five components: (1) compression of text to meet storage and processing limitations; (2) representation of text into a form amenable to computation and statistical analysis; (3) a matching scheme for computing similarity between documents in terms of the representation chosen; (4) a learning method building on a set of judged examples to determine the key characteristics of a document cluster or "event"; and (5) a fusion scheme that combines methods that are "sufficiently different" to yield improved detection and clustering of documents. Our team comprises experts in each of these areas, including some who have documentably "best" methods in some of these components. Existing methods make use of some or all five components, but don't exploit the full power of the components and/or an understanding of how to apply them to text data.  For example, in the TREC-2001 batch filtering evaluation, Lewis used an off-the-shelf support vector machine (SVM) supervised learner, but tuned it for the frequency properties of text data. This combination dominated competing approaches, including two other SVM runs. 

Existing methods also aim at fitting into available computational resources without paying attention to upfront data compression. Recent research demonstrates that, for many statistical methods, dramatic reductions in space and time complexity can be realized with only a controllably small impact on the methods' numerical properties, by making a preprocessing pass over the data to reduce its dimension. Unlike feature-extracting dimension reduction, which, done without care, may lead to very bad results, the recent algorithmic techniques, including randomized projections, perform no semantic function themselves, so fit a different paradigm -- used, with some success, by Alta Vista, for example.  We believe that sophisticated dimension reduction methods in a preprocessing stage followed by the use of sophisticated statistical tools in later stages can be a very powerful approach. Our goal is to identify the best combination of such newer methods through a careful exploration of a variety of tools. We will address issues of effectiveness (how well the task is done) and efficiency (in computational time and space) and use a combination of new or modified algorithms and improved statistical methods built on the algorithmic primitives.  

In later years, we want to extend our work to the much harder problem of unsupervised learning, still concentrating on utilizing new methods for the five components defined above. Because the pure supervised learning task is such a challenge for the classifying power of any reasonable method, we will concentrate on “semi-supervised” learning, learning in which human analysts help to focus on features that will be most indicative of change or anomaly and algorithms assess whether incoming documents do or do not deviate “significantly” on those features. New techniques will be needed to represent the data in a way that makes it possible to highlight significant deviation (“abnormality”) through an appropriately defined metric and through the use of new clustering algorithms that take into account the analyst-designated features. 

C. The Strong Research Team:

The project will be carried out through DIMACS, a consortium of Rutgers and Princeton Universities, AT&T Labs, Bell Labs, NEC Research Institute, and Telcordia Technologies, headquartered at Rutgers. DIMACS provides a multi-talented team of statisticians, computer scientists, and experts in information retrieval and library science. David Lewis is a researcher and consultant in information retrieval, with extensive experience in designing and evaluating operational text classification systems. David Madigan, an expert on statistical methods for dealing with massive data sets, has developed powerful extensions of basic Bayes classifiers. Paul Kantor's work on combining multiple methods for classifying or ranking candidate documents has demonstrated performance superior to that achievable by any one system alone. Ilya Muchnik was one of the pioneers in the use of kernel methods for machine learning and has developed a fast statistical clustering algorithm that can deal with millions of cases in reasonable time. Endre Boros has developed extremely useful methods for Boolean representation and rule learning. Martin Strauss, S. Muthukrishnan, and Rafail Ostrovsky have developed fast compression methods that are useful in one pass through data. Fred Roberts has developed methods/guidelines for combining scores in software and hardware testing and has long-standing expertise in decision making and the social sciences. While not an expert on most of the technical aspects of the project, he has extensive experience in managing and organizing large, complex scientific teams. As Director of DIMACS, he can call upon some of the 210 researchers associated with DIMACS (most from its six institutional members). Strauss, a case in point, will work for two weeks on this project under this supplement without charge. DIMACS has a long-standing partnership with the Institute for Defense Analyses - Center for Communications Research in Princeton; IDA-CCR director, David Goldschmidt, will advise us on the project.

D. Data Sets to be Used in the Project:

No readily-available data set has all of the characteristics of the type of data on which we expect our methods to be used. Thus, we have decided to use a number of different data sets, each reflecting different relevant characteristics, and together representative of the heterogeneity of real data. We have on site the TREC data, including all routing and filtering data, and will use several time-stamped subsets of this data (order 105 to106 messages) in our initial work, as well as using the Reuters Corpus Volume 1 (8 x 105 messages). We anticipate obtaining from Google, for the costs of media and copying, a Usenet set containing order 107 messages on diverse topics.  With this array of data we can develop algorithms quickly, working with the smaller sets, and then analyze and improve their scalability by moving up to the larger datasets. We also have collateral data (order 107 MedLine Abstracts, with human indexing), which can be used to explore the robustness of our methods across change in subject field and genre, and is being used in a Madigan/Lewis NSF project. Members of the project team are experienced in dealing with the TREC and Reuters data sets, so that there will be no "learning curve" delay at the start of the project.

We would like to have our algorithms tested on real data and are interested in cooperating with appropriate staff from the intelligence community in having them tested. However, we have not budgeted for the time required to do this. We would like to have real analysts meet with us at the beginning of the project to discuss the nature of their problems and data and to give us suggestions about any modifications we might want to make as we prepare uniform data sets for comparing different algorithms. Because of the size of our team, it would be much easier if the analysts would come to us. We would like to have several members of the team visit mission agencies if that can be arranged.

E. Statement of Work: Period I, July 1, 2002 to November 30, 2002: 

· Prepare available corpora of data on which to uniformly test different combinations of methods. (Kantor, Lewis)

· Systematically explore combinations of methods for the supervised learning task (choosing promising combinations of compression, representation method, matching scheme, learning scheme, and fusion method). In June 2002, just before project start, we will hold a related workshop at IDA-CCR in Princeton (paid for by IDA-CCR). (Boros, Kantor, Lewis, Madigan, Muchnik) 

· Test combinations of methods on common data sets, starting with the smaller ones, and exchange information among the researchers developing and testing different combinations of methods. Identify promising methods for further development. (Boros, Kantor, Lewis, Madigan, Muchnik, Roberts)

· Develop promising compression/dimension reduction methods, especially for "streaming data" analysis. (Muchnik, Muthukrishnan, Ostrovsky, Strauss)

F. Statement of Work: Period II, December 1, 2002 to June 30, 2003:

· Refine available corpora of data on which to uniformly test different combinations of methods. (Kantor, Lewis)

· Extend the systematic exploration of combinations of methods for the supervised learning task (choosing promising combinations of compression, representation method, matching scheme, learning scheme, and fusion method). Establish the limits of these technologies including rates of convergence and probabilities of success. Code these combined methods for experimental purposes. (Boros, Kantor, Lewis, Madigan, Muchnik) 

· Test combinations of methods on common data sets, working up to the larger ones, and exchange information among the researchers developing and testing different combinations of methods. Identify promising methods for further development. (Boros, Kantor, Lewis, Madigan, Muchnik, Roberts)

· Develop and test promising compression/dimension reduction methods, especially for "streaming data" analysis. (Muchnik, Muthukrishnan, Ostrovsky, Strauss)

G. Statement of Work: Period III, Second and Third 12-Month Periods:

· Refine the leading methods for supervised learning and test on increasingly realistic datasets.

· Develop research quality code for the leading methods for supervised learning.

· Develop the extension to unsupervised learning and detection of suspicious message clusters before an event has occurred, based on a generalized stress measure indicating that a significant group of interrelated documents cannot fit into the known family of clusters. We will concentrate on “semi-supervised” learning and start with the simple case where an analyst defines a list or class of words to emphasize, later generalizing to the case where the analyst identifies more complex “features” used in the definition of “anomaly.” 

H. Deliverables

The deliverables of research in Period I fall under four headings: reports on algorithms, research quality code, reports on experimental evaluation, and dissemination.  We will conduct development and testing of all components of the process: Compression methods (including random projections and fast clustering); Representation methods (including frequency-based representations built on words, stems, or strings of n consecutive characters (character n-grams) as well as Boolean representations and weighting schemes involving individual features and also composite features such as term co-occurrences); Matching schemes (including vector products, Boolean matching, kernel methods, and rules based on non-linear transforms of the individual feature values);  Learning methods (selected from Bayesian methods, linear classifiers, SVM's and more general kernel-based methods, and Boolean learning methods (Logical Analysis of Data)); and Fusion methods for combining scores (based on ranks, linear functions, and nonparametric schemes).

Algorithms will be developed or gathered from the literature for every component of the overall process. The algorithms we develop for upfront data compression, representation, matching, learning, data fusion, and combinations of these components will be described in draft writeups in Period I. In Period II, we will refine the writeups into technical reports and research papers. 

Computer Code will be under development in Period I. By the end of Period II, it will be delivered as research quality code as developed or adapted for each of the components.  Code generally will be written in Java, C or C++ as appropriate and will be made available to sponsors and mission agencies on a web site.

Experimental Evaluation. The results of the experimental tests of algorithms will be summarized in an interim project report after the five months of Period I. By the end of Period II, end-to-end studies will have been completed on the effectiveness of specific components of the overall approach, and on their effectiveness in combination. The results of the experimental tests of algorithms will be summarized in a final project report after Period II.

Dissemination.  In Period I, we will disseminate results through draft writeups about algorithms, an interim project report on experimental evaluation, and websites. In Period II, we will produce technical reports, conference papers, journal submissions, and final reports on algorithms and experimental evaluation, as well as refining the websites. We expect to meet with sponsors or representatives of mission agencies regularly during the course of the project. Two workshops will be held. The first, held just prior to the start of the project and supported by IDA-CCR, will include a review of the state of the art in streaming message filtering. A workshop website will include tutorial materials and copies of major workshop presentations. Near the end of Period II, we will share our findings in a workshop format aimed at sponsors and practitioners. 

We expect to have similar deliverables in years 2 and 3 and we will have produced prototype code ready for translation into a commercial or government system covering both supervised and semi-supervised learning.

I. Impact:

If successful in Period I, we will have established the groundwork for a state-of-the-art scheme for classification of accumulated documents in relation to known tasks/targets/themes, and for building profiles to track future relevant messages. If successful by the end of Period II, we will have established this state-of-the-art scheme, coded for experimentation. We believe that end-to-end experimentation will permit us to discover synergies between new mathematical and statistical methods for addressing each of the component tasks, and that this will produce significant advances not achievable by piecemeal study of just one or two component tasks.

If successful in 36 months, we will have produced prototype code for testing the concepts and a rigorously precise expression of the ideas for translation into a commercial or government system. We will have extended this analysis to semi-supervised state-of-the-art discovery of potentially interesting clusters of documents. This should allow us to identify potentially dangerous or threatening events in time to make it more feasible for cognizant agencies to prevent them from occurring.

· MORE INFORMATION: Fred Roberts, froberts@dimacs.rutgers.edu, 732-445-4303

