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Impact of measurement error on container inspection policies at
port-of-entry

Yada Zhu - Mingyu Li - Christina M. Young -
Minge Xie - Elsayed A. Elsayed

Abstract Containers and cargos arriving at port-of-entry are inspected using sensors and devices
to detect drugs, weapons, nuclear materials and other illegal items. Measurement errors associated
with the inspection process may result in higher percentage of misclassification of containers. In
this paper, we propose and formulate three inspection policies for containers at port-of-entry
assuming the presence of sensor measurement errors. The optimization of the policies is carried
out and the performance of each in terms of misclassification probabilities is compared. In each of
the policies, the optimum settings are determined by minimizing the probability of false rejection
while limiting the probability of false acceptance at a very low tolerance level. The results show
that the policy of repeat inspections improves the performance in terms of correct container
classification.

Keywords POE - Container inspection - Measurement error - Sensor threshold - Re-inspection
band - Container misclassification

1 Introduction

Global commerce is totally dependent on the movement of shipping containers, which carry about
95 percent of the world’s international cargo in terms of value. Containers carry a wide range of
materials, food, equipment and other types of products and commodities. They may also transport
drugs, arms, chemical, nuclear and biological materials, and operatives for illegal activities, yet
fewer than two percent of them are subject to in-depth inspection (Dahlman, et al. 2005).
Disruption of the maritime shipping due to risk associated with its contents would have a
profound effect on the world economy. Moreover, the increasing dependence of companies on
just-in-time deliveries of raw material and components, and the global distribution of its products
and extensive supply chain networks between suppliers and companies magnifies the impact of the
security issues of maritime shipping. This has prompted the investigation and implementation of
different procedures for ensuring container securities. These range from assessing container risk
(security) beginning from the shipping origin to inspection at destination. For example, the
National Defense University Center for Technology and National Security Policy recognizes that
the risk associated from seaborne containers bound for the United States begins at the point of
origin, which should also be the point of inspection. Beginning U.S. control over cargo at the
foreign point of origin would create a “virtual border,” a multi-layered defense addressing
container security from the initial loading of the container to its movement through the entire
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international transportation network. The concept of a virtual border formed the foundation for the
Container Security Initiative adopted by the United States bilaterally with a number of other
countries (Dahlman, et al. 2005).

In addition to assessing the container risk at its origin port, the inspection of containers at ports-
of-entry (POE) is critical for detecting and preventing illegal cargo from entering the United
States. The inspection process can be generalized as the collection and analysis of information
attained from the application of different types of detectors such as radiation, biological and
chemical detectors, sensor instruments or other types of inspection such as manual inspection to
decide whether to allow a container to pass through the port. Clearly, the accuracy of inspection in
terms of passing (or accepting) those containers which indeed do not have illegal cargo and
rejecting those which indeed contain such cargo with minimum delays depends on many factors
such as the acceptance threshold levels of the instrumentations (sensors), accuracy and precision of
the instruments and others. Therefore, formulating a mathematical model of the container
inspection allows for evaluation and improvement of the process. The POE inspection process has
been investigated by Elsayed et al. (2008), Boros et al. (2008), Ramirez-Marquez (2008) and Wein
et al. (2006). These papers consider the inspection process as a sequence of sensors (instruments or
equipment), each is dedicated to the detection of a specific characteristic of the undesirable
material in the container. For instance, gamma-ray is used for the detection of radioactive material
while x-ray imaging is used to for the analysis of images of unusual (unexpected) contents of the
container and the biological instruments are used to detect biological agents. The models
investigated focus on the optimization of the inspection process by determining the threshold
levels and sequence of inspection stations. The terms inspection station, sensor, and device are
used interchangeably in this paper. A collection of stations forms an inspection system.

Brandenstein (2007) provides the highlights of the role risk assessment played in the United
States technology program for nonintrusive inspection of cargo containers for illicit drugs. Koch
(2007) develops a port simulation model to investigate the effect of the introduction of new
inspection technologies on the overall port operations.

In modeling the POE inspection systems, the investigators seek the optimum threshold levels of
the specific container characteristics (such as acceptable radiation level) and the optimum
sequence of inspection that minimize the total cost or inspection time in the system. Dye (2003)
summarizes some basic requirements of inspection systems: 1. Sensor systems must be
operationally practical and must provide information that can enable effective, preemptive actions
to be taken, 2. Sensors systems must be highly sensitive, providing a low probability of missed
detections (false negatives) and 3. Sensor systems must give a low probability of false alarms
(false positives).

No sensor system can provide a “perfect” solution to these competing requirements; the best that
can be done is a compromise that strikes a balance among all three. Such a compromise may entail
a layered defense, exploiting a combination of complementary sensor types. By sensing different
characteristics at successive layers, the system-wide count of false negatives is greatly reduced, as
one sensor’s strengths can be used to offset another’s weaknesses. Likewise, successive layers help
reduce false positives. Another approach is to minimize the impact of the sensor errors
(measurement errors) linked with appropriate characteristic threshold levels. Large measurement
errors may result in significant misclassifications of the containers (false positive and false
negative). Therefore, one needs to minimize the impact of such errors (Mader et al. 1999) on the
accuracy of container classifications. This can be achieved by considering the measurement error
in the inspection model and/or the development of effective inspection policies.

There are many sources that contribute to measurement errors which include human errors,
gauge errors and environments. It is important that the sources are identified and their
contributions are reduced. In many cases, it is difficult, if not impossible to do so. However,
researchers have utilized two approaches in order to minimize the effect of measurement errors
(Kim et al. 2007): the first approach deals with the reduction of variability of the measurements
through the use of more precise measurement devices and/or better-trained operators (Chandra and
Schall 1988, Chen and Chung 1996, Tang 1988). The second approach is based on the use of
guard bands to identify “good” and “bad” items. The economic impact of guard bands is
investigated by Eagle (1954), Grubbs and Coon (1954) and Hutchinson (1991). Deaver (1995)
provides a comparative study of several strategies for the use of guard bands. McCarville and
Montgomery (1996) develop an experimental design approach for finding the optimal guard bands
for serial gauges. Recently, Kim et al. (2007) integrate these two approaches and develop an
optimization scheme for the design of the most economical measurement procedures that



simultaneously determine both the optimum precision level and guard band in order to reduce the
impact of measurement errors.

This paper considers approaches to reduce the impact of measurement errors in the POE
inspection policies. More specifically, Elsayed et al. (2008) develop a model of the inspection
system and illustrate how an inspection policy can be optimized. However, the model uses a single
random variable to represent the sensor reading and does not consider sensor measurement error
independently from the natural variation in the container attribute values. The measurement error
associated with inspection devices has a significant effect on the inspection decisions, and taking
this into account would improve the model’s accuracy. We consider realistic situations where
measurement errors exist (and embedded) in the readings obtained by the inspection devices.
When a simple accept/reject threshold is used, containers with readings close to the threshold
value are at risk for misclassification. Therefore, we investigate and optimize container inspection
policies under different inspection strategies involving repeat inspections.

The paper is organized as follows. Sect. 2 describes the port-of-entry inspection problem and an
associated measurement error model. This section also introduces three inspection policies and
corresponding optimization problem. Sect. 3 presents the mathematical formulation of the
inspection policies proposed in this paper. Sect. 4 compares the performance of each policy by
numerical examples. Sect. 5 extends each policy from single inspection station to a system and
finally the last section offers conclusion and discussion of the present work.

2 Problem descriptions

2.1 Container inspection

Containers arriving to a port-of-entry are inspected to prevent entry of undesired cargo such as
illegal weapons, drugs, and dangerous material. Each container has several attributes and the
presence of one or more of the attributes may lead to additional inspection that may require
examining the contents of the container manually. The attributes may include radioactive material,
biological and chemical agents, drugs and illegal weapons. A typical inspection system may
consist of several stations; each inspects one particular attribute of the container. Elsayed et al.
(2008) consider an inspection system as a collection of n stations where the inspection for the
presence of the attributes in a given container is performed sequentially. At each station the
decision to accept or reject a container is dependent on preset threshold levels corresponding to
these attributes. The overall container classification of “good” or “bad” is based on a system

decision function F that assigns to each binary string of decision (dl, d,,....d, ) a category (0 or

1). Here, F is a Boolean function which is constructed based on the inspection sequence of the
container and the decision function of the system. Elsayed et al. (2008) simultaneously determine
the optimum sequence of inspection or the structure of the inspection decision trees, and the
optimum thresholds of the inspection stations that minimize the total inspection cost. In this paper,
we follow the same inspection process and consider a more realistic situation where the sensor or
station readings include measurement errors. We begin with a simple model and consider one
station that inspects only one attribute. A preset threshold level T is used: if a reading ‘y’ is greater
than the threshold level the attribute fails inspection, and if y ¢ T then it passes. It is clear that the
station decision is dependent on the preset T and the measurement error. We then extend the work
to inspection systems with multiple stations.

2.2 Sensor modeling with measurement error

Let x represent the true status of a particular container attribute, such that a container with x =0
should be accepted and one with x =1 should be rejected. Over the entire container population the
probability of x=1is P(x=1) =z and the probability of x=0 is P(x=0)=1-7. Since the
true attribute reading y is dependent on x, following Stroud and Saeger (2003) and Elsayed et al.
(2008), we assume two different distributions:  (y|x=0)~N (yo,ooz) and

(yIx=1)~N (yl,alz). We choose to use the normal distribution because normally distributed

data are the most commonly seen in practice and this assumption has been used in port-of-entry
inspection applications, such as Stroud and Saeger (2003), Elsayed et al. (2008) and others. In this
paper, we further assume that the measurement taken by the sensor, r, is affected by both the true
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attribute reading y and some small random measurement error ¢, r=y+¢ . Here y and « are

independent. So if we assume the measurement errors are distributed normally, &~ N (0,052),
then the distributions of the observed readings from the sensor can be written as
(rix=0)~ N(,uo,0'02+0'€2) and (r|x=1)~ N(,ul,of—i-agz).

When a simple threshold is applied to make a decision, there is a chance to accept an
unacceptable container or reject an acceptable one, called misclassification error. The presence of
measurement error contributes to this misclassification error. One way to decrease the impact of
the sensor measurement error on misclassification is to repeat measurements with the same sensor.
Multiple measurements (r values) taken by a given sensor have the same y value but different o
values and since y and « are independent, averaging these measurements provides a more accurate
estimate compared to a single measurement. In light of this, inspection policies can be developed
that apply repeated measurements (referred to as repeat inspections) for selected containers. The
method for selecting containers for repeat inspection should identify ambiguous containers at
higher risk for misclassification. This can be achieved by applying a “re-inspection band” b around
a T so that containers with T—-b/2<r<T+b/2 are subject to additional inspections. The
concept for using a re-inspection band in the selection of containers for repeat inspection is related
to the use of guard bands. However, different from the use of guard bands in quality control
literature, we do not accept containers within the band limits in the POE inspection practice but
they are rather selected for further inspection.

2.3 Inspection policies

Consider the simple inspection process mentioned in Sect. 2.1, in which a sensor reading r is
compared to a specified threshold value T, returning an “accept” decision d =0 ifr « Tand a
“fail” decision d =1 if r > T. In this decision making process, there is a chance to reject an
acceptable container (true status x =0). This misclassification error is the probability of false
rejection (PFR). There is also a chance to accept an unacceptable container (true status x =1). This
error is the probability of false acceptance (PFA). The presence of the random measurement error
term increases both the variability of the measurements and misclassification of containers in the
inspection process. Fig. 1 shows the effect of measurement error on the PFR and PFA values of an
inspection system. The probability of false rejection is represented by the area to the right of T
under the solid line x =0, which is less than the analogous area under the dotted line r|x=0
(highlighted with horizontal stripes). This difference corresponds to the increase in PFR when
measurement error is included in the sensor reading r. Similarly, the area to the left of T under the
solid line x=1 represents the probability of false acceptance, which expands to the area under
the dotted line r|x=1 (highlighted with vertical stripes) when there is measurement error

associated with the sensor reading r.
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Fig. 1 Probability of false acceptance and false rejection
4



Policy | is a simple inspection process of comparing sensor readings to a preset threshold level.
Measurement values are obtained from a sensor and containers with r « T are accepted, while
those with r > T are rejected. The value of T which is given as part of the policy has a significant
effect on the performance of the inspection station and therefore is used as a decision variable in
the optimization of Policy I. This policy is simple and inexpensive to apply, however it is not
adjusted for measurement error inherent in the measurements.

The presence of measurement error can have a significant effect on the performance of the
inspection process, as illustrated in Fig. 1. Although unavoidable in many cases, random
measurement error is often ignored in theory and practice due to a variety of reasons. As
mentioned in Sect. 2.2, repeat inspections are one way to improve performance and reduce
misclassification by effectively decreasing the error through the collection of independent
measurements. Two inspection policies that use repeat inspections to address the problem of
measurement errors are proposed and their performances are compared with Policy 1.

In manufacturing and production environment, to satisfy certain quality control criterion and
also to avoid the high penalty cost of mistakenly accepting non-conforming units, the units are
often subjected to 100 percent repeat inspection. This can reduce the effects of measurement errors
in terms of PFA and PFR. However, such high percentage of repeat inspection in the port-of-entry
problem is likely to increase waiting time and delay the delivery of containers. From Fig. 1,
containers with readings close to the threshold T are at high risk for misclassification and applying
repeat inspection to those containers will reduce the probability of misclassification. Therefore,
repeat inspection is conducting in the following policies using a re-inspection band of width b
around the threshold T, which can both be adjusted for optimal performance. We integrate the re-
inspection band and repeat inspection into two inspection policies to reduce the impact of
measurement errors on the false classification rate.

Policy Il is an example of using repeat inspection to decrease the measurement error when a
more precise inspection sensor is unavailable. The first step of this two-step process is to apply a
re-inspection band b to create a range around T and assess measurement values from an initial
inspection so that containers with readings falling above or below these limits are rejected or
accepted, respectively. Fig 2 illustrates the effect of the re-inspection band on PFR and PFA in
decisions made in the first step of Policy Il. Comparing Fig. 1 and 2, it is obvious that the PFA and
PFR of these decisions falling outside the re-inspection band applied around T are less than the
PFA and PFR of Policy I.
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Fig. 2 Re-inspection band and misclassification error

Containers with initial readings falling in T —b/2<r <T +b/2 are selected for the second step

of Policy Il, in which the inspection is repeated n times with the same sensor and the average
reading is used to provide a more accurate measurement. This average is then compared to T for a
final accept/reject decision. The decision variables in this policy are b and T.

Taking the average of n repeat measurements reduces the variability of the measurement
readings. An alternative approach to control the measurement error is to select sensors with greater
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precision as described in Policy Il below. It should be noted that an inspection process with
greater precision usually incurs higher inspection cost due to the requirement of advanced
equipment, better trained operators and well controlled environment, etc.

The third policy is capable of improving performance over Policy Il. Policy Il uses more
precise sensors in repeat measurements, which reduce the impact of measurement errors. We
assume that a series of measurements can be obtained, each with improved accuracy. This could be
achieved either by adjusting the operational settings of one sensor, using different sensors, or some
combination of the two. Policy 111 has an identical first step to Policy Il, where initial readings are
compared with the re-inspection band to make decisions to accept, re-inspect when the readings
are within the band, or reject containers. The repeat inspection is done with sensor with improved
precision, o’ <o,”. This process of inspecting with an improved sensor and applying a re-
inspection band can be repeated n times, at which time a final measurement is taken and compared
directly with T for an accept/reject decision, as in Policy I.

To find the optimal settings for these policies, we must first define an objective function. PFA
and PFR are useful measures of inspection performance. Since a minimum requirement is more
often specified for PFA, we define the objective function for all policies as min PFR subject
to PFA< FA", where FA" is a specified upper limit. Objective functions for each policy are
formulated in the following section.

3 Formulation of inspection policies

3.1 Policy |

Policy | is a simple inspection process of comparing each sensor reading r against a preset decision
threshold T to make a pass or fail decision. If r > T, a reject decision d = 1 is made, otherwise, an
accept decision d = 0 is made. According to the additive error model, r=y+¢, and assumptions

of the distribution of measurement readings, (r|x=0)~N (s, 0, +0,’) and

(rIx=1)~N(s,0, +0,*) for acceptable and unacceptable containers respectively, the PFR
and PFA for Policy I are given by:

PFR=P(d =1|x=0):1—c1>[T_—”°J

[ 2 2
O, +O'€

PFA=P(d :0|x:1):q>[T_—”1J

2 2
ﬂO’l +0,

The optimization of Policy | is determined by minimizing the probability of false rejection while
limiting the probability of false acceptance at some low level, which is often defined by a

requirement. This optimization is formulated as min PFR subject to PFA < FA". The decision
variable for this policy is T.

3.2 Policy Il

Policy 1l is a two step process which employs a re-inspection band and repeat inspections in an
attempt to reduce the impact of measurement error. In the first step, the inspection reading r; of
an attribute is obtained and compared against the limits of the re-inspection band b placed around a

given T. Containers with r, <T —% are accepted and containers with r, >T +g are rejected. The

remaining containers with r; values that fall within the re-inspection band (T —%s n<T +gj

proceed to the next step, in which they are subject to 1—-1 repeat inspections with the same sensor
(I'is given). Let r,,...,1r; be the observed values from the 1-1 repeat inspections, and let T, , be

their average value. If T, , <T, the container is accepted; if T, , >T, the container is rejected.
The distribution of the average reading T, , is given by
6



T |x=i~N(uy,07 +c?/(1-1)) for i=01.

The total PFR of Policy Il is

b b b b
P{D=1|x=0}=P{d, =1|x=0}+P dz_,=1|x=0,T—EsrlsT+E P T—EgrlgT+E|x=0
Y~ 4

B T T+9—y T—E—y (1{ - Oj
+[ -0 Y Vol —2 " |-o|—2 LY

- o, /\/I -1 o, o, o,

o

b
T+§_,Uo

2 2
Oy + O

=1-0

and the total PFA of Policy Il is

P{D:O|x=l}:P{d1:0|x:1}+P{d2_, :O|x:1,T—23rlsT+g}P{T—gs rlsT+g|x=1}

Y-t
T2, T T42oy] [T-2oy 4”( ]
—o| 2 |+[ o] — L o] —2— |- —2 %y,
Jot+o? | "7 o /M1 o, o, %

—

where D denotes the final decision, d, denotes the decision in the first inspection and d,,
denotes the decision after re-inspection in the second step. Similar to the Policy I, the optimization
problem of Policy Il can be formulated as min PFR subject to PFA<FA" . The decision

variables are T and b.

3.3 Policy 111

Policy 111 assumes that the measurement errors can be controlled and decreased in subsequent
inspections. In the first step, the inspection reading r; of an attribute is obtained and compared
against the limits of the re-inspection band b placed around a given T. Let the variance of

measurement error associated with the first inspection be designated o&,,°. Containers with

b . . b . - .
n<T - are accepted and containers with r, >T +§ are rejected. The remaining containers

with ry values that fall within the re-inspection band (T —% <R <T +%) proceed to the next step

where they are inspected and return an observed value r,. This second inspection is subjected to a
smaller variance in measurement error, o,,° <o,” corresponding to sensors with higher level of

precision. If , <T—g, the container is accepted; if r, >T +%, the container is rejected. If

b b N . . .
T —Es r,<T +E' the container is then inspected by yet a more precise sensor with smaller

variance in measurement error, o,,” <o,,” and the observed value from this third inspection is

designated r;. This process of taking readings and filtering three ways (accept, reject, re-inspect) is
repeated |-1 times (I is given) to get r,,...,r_,. In the last step, the I" inspection is performed

and the reading is compared against T; if r, <T the container is accepted and if r >T the
container is rejected.

For Policy I11, the total PFR over | inspections is



P{D=1|x=0}=P{d, =1|x =0}

|
+Y Pyd :1|x:0,T—E£r.£T+E,1£j<k P T—Esr.ST+9,1sj<k|x:o
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k=2

and the total PFA over | inspections is

P{D=0|x=1}=P{d, =0|x=1}
' b b . _. b b._.
+> P d =0lx=1T < <T+o 1< j<kPT-osr<T+o1<j<k|x=1

k=2
_9_ ¢(y—#1]
T 5 y o, .

o, o,

y

where D denotes the final decision and d, denotes the decision after the k" inspection.

Similar to Policy | and Il, the optimization of Policy Il is formulated as min PFR subject

to PFA< FA". Assuming the sequence of decreasing o,

in this policy are T and b.

values is given, the decision variables

4 Numerical examples

Numerical examples are presented in this section to demonstrate the effectiveness of the proposed
inspection policies in a single station. Note that in the port-of-entry inspection problem, the goal is
to separate two groups of containers and the problem is location and scale invariant (Elsayed et al.
2008). Without loss of generality, we choose , =0, 4 =1and some reasonable values for the

associated standard errors. In the numerical example, we use o, =0.35, o, =0.1. Since in

practice inspections can only be repeated for a limited number of times, the total number of
inspections for Policy Il and 111 is limited to three. If a container is suspicious after inspections (its
status is not defined), the container is subjected to manual inspection as it actually occurs in the
port. The magnitude of measurement error in the initial inspection is assumed to be o, =0.061in

the numerical example. The magnitude of measurement error for the second and third inspections
of Policy Ill areo,, =0.03 and o,, =0.015, respectively. Matlab is used to determine the optimal

solution by implementing a constrained nonlinear multivariable algorithm, fmincon. In the
optimization, the upper and lower limits of the threshold value and re-inspection band width are
limited within 0 and 1. The objective function is to minimize PFR, subject to a PFA constraint of
10, 10, and 107, respectively for the three policies. The minimum PFR values with respect to
different PFA constraints for each policy are presented in Fig. 3. The associated optimal threshold
and the band width are shown in Table 1.

It is evident from Fig. 3 that Policy Il consistently returns smaller PFR than Policy I, and Policy
111 consistently returns smaller PFR than Policy Il under the same constraints. This indicates that
the inspection process can be improved by application of re-inspection band and repeat
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inspections, and further improved if the repeat inspections are conducted by sensors with higher
precision levels.

0.09
0.08
0.07 \
0.06 \ —-PFA<0.001
- R
&~ 0.05
= \.\ —B-PFA<0.0001
=~ 0.04 o
——PFA<0.00001
0.03 K\ﬂc-—-—_.__.
0.02
0.01
0
Policy 1 Policy T Policy I

Fig. 3 Minimum PFR obtained from each policy subject to different constraints

Table 1 Optimal threshold value and band width associated with minimum PFR

PFR Policy | Policy 1l Policy 11l
PEA < Threshold Band Width Threshold Band Width Threshold
0.001 0.6396 0.1539 0.6689 0.2379 0.687
0.0001 0.5663 0.1594 0.6015 0.2901 0.6238
0.00001 0.5026 0.1633 0.5429 0.3058 0.5686

As Fig. 3 indicates, both Policy Il and Ill can improve the inspection process in terms of PFR
under each constraint. The percentages of improvement are investigated and depicted in Table 2.
The results listed in column 1, 2, and 3 of Table 2 are the percentage of reduction of PFR values

(Policy I-Policy Il ) (Policy I-Policy 111 )
Policy | Policy |

defined by -100% , -100% , and

(Policy l1-Policy I11')
Policy Il

it is noticeable that the improvement of Policy |11 over Policy | is always larger than that of Policy

I over Policy I. Mean while, the last column of Table 2 shows the improvement of Policy Il over

Policy 11, all of which are positive values. These results coincide with our intuition that Policy IlI,

which uses sensors with higher precision level on each conditional re-inspection, should perform
better than the other policies.

-100% , respectively. Comparing the values in column 2 and 3 row by row,

Table 2 Percentage of improvement

PFR
Policy I vs. Policy Il | Policy I vs. Policy 11l | Policy Il vs. Policy 111
PFA <
0.001 19.83% 25.14% 6.62%
0.0001 20.94% 28.16% 9.13%
0.00001 21.66% 30.19% 10.89%

The discussion above confirms that repeat inspection can reduce the negative effects of
measurement errors and repeat inspection by sensors with increased precision level can further
reduce the effects of measurement errors on the classification performance of inspection policies.
Further numerical analysis is conducted to examine the efficiencies of the different steps in a
repeated inspection. The objective function and constraints are the same as those in the above
numerical example. The obtained probabilities are listed in Table 3. It is obvious that the
probability that a container is subjected to repeat inspection is small in all cases. This implies that
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majority of the unacceptable containers are detected in the first step of Policies Il and III.
Additional inspections are necessary for only a small portion of containers. This validates that
repeat inspection under re-inspection band as described in Policy Il and Il does indeed detect
most, if not all, the unacceptable containers. Note that a more precise sensor is typically more
expensive with a higher cost per measurement. The fact that only a small portion of containers
need to be re-inspected underlines an advantage of the proposed re-inspection policies, comparing
to a single step non-repeated inspection with only the more precise sensor.

Table 3 Probabilities of containers subject to repeat inspections for Policy Il and 111

FR Policy Il Policy 1l
PFA < Repeat Inspection First Re-inspection Second Re-inspection
0.001 0.0299 0.0432 0.0321
0.0001 0.0433 0.0736 0.058
0.00001 0.0577 0.0998 0.0802

Numerical examples presented in this section demonstrate that strategies such as the use of re-
inspection band, repeat inspection, and repeat inspection by sensors with increased precision level
indeed can reduce container false classification errors. Policy 111 which integrates all the proposed
strategies attains the maximum improvement in terms of PFR relative to Policy | and II.

5 Modeling of container inspection system

At port-of-entry, containers arriving for inspection are either inherently acceptable or contain
unacceptable materials, and they have several attributes which may reflect the presence or absence
of such material. If we assume one sensor inspects one specific attribute and returns an
acceptance-or-rejection decision (0 or 1 respectively), the container inspection problem can then
be viewed from a system level. Since each sensor is subject to measurement errors, the modeling
of single sensor inspection process considering measurement errors can be extended to the system
level that considers all the attributes of the container.

An inspection decision system is expected to collect decisions from individual sensors (for a
specific attribute of the container) and classify a container based on a system decision function F

that assigns to each binary string of decisions (Dl, D,,..., Dm) a category: 0 or 1 (accept or reject

respectively). Elsayed el al. (2008) defined series, parallel, series-parallel, and parallel-series
Boolean decision functions for an inspection system. All these Boolean decision functions can be
applied in this work to integrate the decision from individual inspection station into the final
decision regarding the acceptance of the container. For illustration purpose, in this paper, we only
present the extension from a single station to an inspection decision system based on a series
Boolean decision function. That is, all the container attributes are inspected in sequential
inspection stations where each station checks the presence of one attribute and returns a decision
D. . The Boolean function F assigns a container class “1” if any of the individual decisions is fail,

i.e. D, =1for any sensor i. The Boolean function F assigns a container class “0” if all the
individual decisions are acceptance, i.e. D, =0 for all sensor i. Since various risks may be

indicated by different attributes, such a system decision function can warrant the rejection of a
container upon detection any of the critical attributes.

Let (X, X, -~ X, ) represent independent container attributes, such that x =0 indicates the
absence of attribute i, and x; =1the presence of attribute i. In the overall container population the
probability of presence of attribute i is P(x, =1)=# and P(x,=0)=1-x . The true
measurement of each attribute depends on the true status of the attribute (absence or presence),
thus we assume two different distributions:  (y;[x =0)~N (ym,o—o’iz) and

(¥i 1% =1)~N(,0,7). The random measurement error of each sensor is assumed to be

normally distributed as ¢ ~ N (O, agviz). The error term is independent of x;. By the additive error
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model, r=y,+¢ , the observed readings from each sensor can be written as
(ri Ix = 0) ~N (:uowao,iz +Gs,i2> and (ri | :1) ~N (:un!auz +Gg,i2)-

If an individual sensor makes a decision about a particular attribute following the procedure of
Policy I, then systematically, the probability of false rejection and false acceptance of a container
are respectively obtained as

PFRzl—ﬁP(Di:O|xi:0) (1)

PFA=P(D=0]|X =1):w

P(X =1)
{}Zm {PL(Dy: Dy ) = (0,00, 0) [ (Xyooes X ) = (Xisooes X ) |- PL (X X ) = (%0 %) ]}
o 1-P(X =0)
zm {ﬁ[[P(Di=0|xi=xi)P(xi=x,)]}
:x,e{O,l} R _ , (2)
1_Hi:1(1_7[i)
where P(Xizxi):{l—”iﬁi i': :::(1) and
o M| ity -0
P(D=0|X;=%)= W
o A | i k=1

The optimization problem of the system inspection policy can be formulated as minimize PFR

subject to PFA<FA", where PFR and PFA are computed as in (1) and (2). The decision
variables are the thresholds T; for each sensor.

If an individual sensor in the system uses Policy Il or Policy I, the system’s PFR and PFA
can again be computed by (1) and (2), except that the expression of the

corresponding P(D, =0| X; = x;) is more complicated and is given in the Appendix. In the

optimization problem related to Policy Il or 111, the decision variables are the thresholds T;, as well
the widths of the re-inspection bands b;, for each of the sensors.

6 Conclusions

In this paper, we consider a problem often encountered in the practice of container inspection at
port-of-entry where measurements of inspection devices (or sensors) have errors. We develop
measurement error models and formulate and study three inspection policies and compare their
performance in terms of container misclassifications. We show that ignoring measurement error
results in a higher percentage of container misclassification.

The inspection policies studied in this paper are not inclusive and other policies that can be used
to deal with measurement errors. Moreover, the optimization of inspection policies of minimizing
the PFR under PFA constraints can be generalized by considering the total inspection cost. In
addition, the present work can be extended to systems with different structure of decision trees,
such as parallel, parallel-series, series-parallel or other Boolean functions.

Finally, it is noted that the inspection Policy Il is in fact equivalent to a special kind of two-step
inspection under Policy Ill. Note that the average of the I-1 re-inspection measurements T, ,

follows the distribution of (1). It would be the same as the measurement of the first re-inspection if
the precision level of the senor in the re-inspection o,, equals ag/\/l—l. In the numerical
example, the gain in efficiency between Policy Il and Policy Il is far less than those
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improvements of re-inspection policies over Policy I. This reinforces the conclusion that a later re-
inspection step tends to contribute less when comparing with an earlier re-inspection step for
sensors with the same precisions.

7 Appendix

If an individual sensor makes a decision on an attribute following Policy Il, then
P(D,=0|X;=%)=

b, b, b, P Yi _ﬂoj
Ti_E_qu w© T -y, Ti"'E_Yi Ti_E_yi [ Oy )
CD—+I D -0 dy, if x, =0
oo + 0 su/VI - O O O,
) ) , Yi—H
Ti_g_ful Ti+5_yi Ti_g_yi ¢{ o, ]
o 2 o o Ti—Y, 2 o2 V) gy if x =
T — y, if x, =1
v O-lz,i +ng,i en/ -1 Ol O, O1i

If an individual sensor makes a decision on a specific attribute according to Policy Ill, then
P(D,=0] X, =%)=

b.l b bij bij ¢ YiHo
T.———,u -1, T - 2 Y (k2 Ti+7,_yi Ti_T_yi Oy,
O —-&—— +ZJ. o —4&—— H [0} -0 :
\lo-OI +O—a1| 2" Gg,k,i i=1 G&Li Us,j,i O-O,i
yl IuO
P T -y -1 T Ti_ r—— i ¢( Oyi ]
+[ o [Tie -0 dy, if x =0
s O.1i )it O, ji O, i Oy,
b b, Yi—
T oL » Tk oy | [Ty T oy || ¢
I 2 © 1 2 1 1 I 1 2 I 1i
) + j ) @ ) L Zd
O'lzl + O'gzyll k=2""" O, ki j=1 O, jii O-g,J i O-l,i
Yi— 4
T b T b, ¢ o l
o _y |t it i i~V ,
+J' 10 TI yl ) 2 () 2 L dyI If Xi =1
e O.1i Ji4 O, O, ji Oy
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