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a network change was performed [...] executed
adMNaAaZ0N incorrectly [...] more “stuck” volumes and added
web services more requests to the re-mirroring storm

experienced a network connectivity issue [...] unlted Za
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interrupted the airline's flight departures, airport N

processing and reservations systems Alrllnes ;’:9:’

0 D service outage was due to a series of internal
G add‘YCOM network events that corrupted router data tables
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Run-time Monitoring:
VeriFlow

by Khurshid, Zhou, Caesar, and
Godfrey

* runtime safety
checking

® detects errors
dynamically

¢ small runtime
overhead

e fixes must be out-of-
band

Static Bug-Finding:
NICE

by Canini,Venzano, Peresini, Kostic,

and Rexford

* symbolic execution /
model checking

* finds several bugs
statically

* seconds to days to
test, no runtime cost

* cannot prove the
absence of bugs

Verified Controllers:
this talk

* program verification
* proof of correctness
® NO runtime cost

* proof w.r.t. a detailed
model of OpenFlow
forwarding
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Priority |Pattern Action
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O Forward other traffic normally
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dstlP==H1 = Fwd 1
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8|dstIP: H1 Fwd 1
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[d Block SSH traffic
dstPort == 22 = Drop

O Forward other traffic normally

dstlP==H1 = Fwd 1
dstlP == H2 = Fwd 2

O Log Web requests

dstPort == 80 = Fwd 3
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def switch_join(sw):
sw.flow mod(10, { dstPort: 22 }, [])
sw.flow mod(9, { dstIP: H1, dstPort: 80 }, [Fwd 1, Fwd 3])
sw.flow mod(9, { dstIP: H2, dstPort: 80 }, [Fwd 2, Fwd 3])
sw.flow mod(8, { dstIP: H1 }, [Fwd 1])
sw.flow mod(8, { dstIP: H2 }, [Fwd 2])

def packet_in(sw, pkt):
actions = []

. /*
f pkt.dstPort == 22:
e O Block SSH traffic

return
if pkt.dstPort == 80: dstPort == 22 = Drop
actions = actions + [Fwd 3]
R DRLOSEIR so it o _ O Forward other traffic normally
actions = actions + [Fwd 1]
if pkt.dstIP == H2: dstiP==H1 = Fwd 1
actions = actions + [Fwd 2] dstIP == H2 = Fwd 2

sw.packet out(pkt, actions)

O Log Web requests

dstPort == 80 = Fwd 3
_




def switch_join(sw):
sw.flow mod(10, { dstPort: 22 3}, [])
sw.flow mod(9, { dstIP: H1, dstPort: 80 }, [Fwd 1, Fwd 3])
sw.flow mod(9, { dstIP: H2, dstPort: 80 }, [Fwd 2, Fwd 3])
sw.flow_mod(8, { dstIP: H1 }, [Fwd 1]) _
sw.flow_mod(8, { dstIP: H2 }, [Fwd 2]) ¥%

def packet_in(sw, pkt):
actions = []

must be equivalent

if pkt.dstPort == 22:
return
if pkt.dstPort == 80:
actions = actions + [Fwd 3]
if pkt.dstIP == H1:
actions = actions + [Fwd 1] .’
if pkt.dstIP == H2: dstiP==H1 = Fwd 1
actions = actions + [Fwd 2] dstIP == H2 = Fwd 2
sw.packet out(pkt, actions)

4
1 0 Block SSH traffic
dstPort == 22 = Drop

O Forward other traffic normally

O Log Web requests

dstPort == 80 = Fwd 3
N
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def switch join(sw):
flow mod(10, { dstPort: 22 }, [])

SW.
SW.

SW.
SW.
SW.

flow mod(9, { dstIP:
flow mod(9, { dstIP:
flow mod(8, { dstIP:
flow mod(8, { dstIP:

H1, dstPort: 80 },
H2, dstPort: 80 },
H1 }, [Fwd 1])
H2 }, [Fwd 2])

[Fwd 1,
[Fwd 2,

Fwd 3])
Fwd 31])
— T =
__dstPort 22 []
. [1]dstIP: H1, dstPort: 80 |Fwd 1, Fwd 3
# H |dstIP: H2, dstPort: 80 |Fwd 2, Fwd 3
dstPort: 22 []
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dstIP: H1 Fwd 1
dstIP: H2 Fwd 2




def switch join(sw):

sw.flow mod(10, { dstPort: 22 3}, [])
sw.flow mod(9, { dstIP:
sw.flow mod(9, { dstIP:
sw.flow mod(8, { dstIP:
sw.flow mod(8, { dstIP:

H1, dstPort: 80 },
H2, dstPort: 80 },
H1 }, [Fwd 1])
H2 }, [Fwd 2])

dstIP: H1

Fwd 1

dstIP: H2

Fwd 2

[Fwd 1,
[Fwd 2,

{ Transient policy 1%
‘ violation ‘

Fwd 3])
Fwd 31])
— T =
__dstPort 22 []
w [1{dstIP: H1, dstPort: 80 |Fwd 1, Fwd 3
# - [dstIP: H2, dstPort: 80 |Fwd 2, Fwd 3
dstPort: 22 []
dstIP: H1, dstPort: 80 |Fwd 1, Fwd 3
ol dstIP: H2, dstPort: 80 |Fwd 2, Fwd 3
: dstIP: Hl Fwd 1
dstIP: H2 Fwd 2
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def packet in(sw, pkt):

actions = []
it pkt. dstPort == 22:

return
if pkt.dstPort == 80:

actions = actions + [Fwd 3]
if=pkt dstIP ==+H1%

actions = actions + [Fwd 1]
if pkt.dstIP == H2:

actions = actions + [Fwd 2]
sw.packet out(pkt, actions)



def switch_join(sw):
sw.flow mod(10, { dstPort: 22 }, [])
sw.barrier_request()
sw.flow mod(9, { dstIP: H1, dstPort: 80 }, [Fwd 1, Fwd 3])
sw.barrier request()
sw.flow mod(9, { dstIP: H2, dstPort: 80 }, [Fwd 2, Fwd 3])
sw.barrier_request()
sw.flow mod(8, { dstIP: H1 }, [Fwd 1])
sw.barrier request()
sw.flow mod(8, { dstIP: H2 }, [Fwd 2])

def packet _in(sw, pkt):

actions = []
if pkt.dstPort == 22:

return
if pkt.dstPort == 80:

actions = actions + [Fwd 3]
if pkt.dstIP == H1:

actions = actions + [Fwd 1]
if pkt.dstIP == H2:

actions = actions + [Fwd 2]
sw.packet out(pkt, actions)



def switch join(sw):
sw.flow mod(10, { dstPort: 22 }, [])
sw.barrier request()
sw.flow _mod(9, { dstIP: H1, dstPort: 80 }, [Fwd 1, Fwd 3]) s
sw.barrier_request() . »
sw.flow mod(9, { dstIP: H2, dstPort: 80 }, [Fwd Zjmm
sw.barrier_request()
sw.flow mod(8, { dstIP: H1 }, [Fwd 1])
sw.barrier request()
sw.flow mod(8, { dstIP: H2 }, [Fwd 2])

Match all
packets!?

def packet _in(sw, pkt):

actions = []
if pkt.dstPort == 22:

return
if pkt.dstPort == 80:

actions = actions + [Fwd 3]
if pkt.dstIP == H1:

actions = actions + [Fwd 1]
if pkt.dstIP == H2:

actions = actions + [Fwd 2]
sw.packet out(pkt, actions)



def switch_join(sw):
sw.flow mod(10, { eth: ©x800, proto: 6, dstPort: 22 }, [])
sw.barrier_request()
sw.flow mod(9, { eth: @x800, proto: 6, dstIP: H1l, dstPort: 80 }, [Fwd 1, Fwd 3])
sw.barrier request()
sw.flow mod(9, { eth: @x800, proto: 6, dstIP: H2, dstPort: 80 }, [Fwd 2, Fwd 3])
sw.barrier request()
sw.flow mod(8, { eth: @x800, dstIP: H1 }, [Fwd 1])
sw.barrier request()
sw.flow mod(8, { eth: 6x800, dstIP: H2 }, [Fwd 2])

def packet _in(sw, pkt):

actions = []
if pkt.dstPort == 22:

return
if pkt.dstPort == 80:

actions = actions + [Fwd 3]
if pkt.dstIP == H1:

actions = actions + [Fwd 1]
if pkt.dstIP == H2:

actions = actions + [Fwd 2]
sw.packet out(pkt, actions)



W) :

def switch joi
sw.flow mod(@

sw.barrier_nri
sw.flow mod('
sw.barrier_nri
sw.flow mod('
sw.barrier_r
sw.flow mod(:
sw.barrier_nri
sw.flow mod(:

def packet in(.
actions = []
if pkt.dstPo
return
if pkt.dstPo
actions = .
if pkt.dstIP
actions = |
if pkt.dstIP
actions = .
sw.packet ou

Initialize Headers
Set input port,
Ethernet source,
destination, and type,
set all others to zero

Set VLAN ID and
PCP. Use
encapsulated Eth
type for next Eth
type check

|
4 . ) SetlPsource, E
, Ethtype= '«_ | destination from ;
) withinARP ||
1 packet !
|

Set IP source,
destination, |

protocol, and

ToS fields

Not IP
Fragment?

Y

Packet Lookup
Use assigned
header fields

decision

no

6or7?

1?

IP Proto =

IP Proto =

yes

Use UDP/TCP
source and

destination for
L4 fields

Use ICMP
type and code
for L4 fields

1"

Fwd 1, Fwd 3])

Fwd 2, Fwd 3])
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Static Bug-Finding:
NICE

by Canini,Venzano, Peresini, Kostic,
and Rexford

* symbolic execution /
model checking

* finds several bugs
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* seconds to days to
test, no runtime cost
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Verified Controllers:
this talk

* program verification
* proof of correctness
® NO runtime cost

* proof w.r.t. a detailed
model of OpenFlow
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NICE: Library of Properties

Violation Guilty Controller

handles packet_in incorrectly PANE (absolved)

assumes FIFO

does not use barriers message processing

synthesizes malformed patterns G ettle-FRP?

requires high-level

optimizer breaks flow tables policy

T Nettle is only affected by missing protocol numbers
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OpenFlow 1.0 specification

|

42 pages of prose and C structs ...

Definition Switch :

Id *

* OFInBuf * OFOutBuf.

Ports * FlowTbl * InBuf * OutBuf
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Definition Switch

Definition Controller

:= Id ¥ Ports * FlowTbl ¥ InBuf * OutBuf
* OFInBuf * OFOutBuf.
:= State * InFunc * OutFunc.
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Definition Switch
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Definition Link

:= Id ¥ Ports * FlowTbl ¥ InBuf * OutBuf

* OFInBuf * OFOutBuf.

:= State * InFunc * OutFunc.

:= (Switch * Port) * list Packet * (Switch * Port).
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42 pages of prose and C structs ...

Definition Switch

Definition Controller

Definition OpenFlowLink

:= Id * Ports * FlowTbl * InBuf * OutBuf
* OFInBuf * OFOutBuf.
:= State * InFunc * OutFunc.
Definition Link := (Switch * Port) * list Packet * (Switch * Port).
Id * list SwitchMsg * list CtrlMsg.




/* Fields to match against flows */

struct ofp_match {
uint32_t wildcards;
uintle_t in_port;

/*
/*

uint8_t dl src[OFP_ETH_ALEN];
uint8_t dl dst[OFP_ETH _ALEN];

uintle_t dl_vlan;
uint8_t dl_vlan_pcp;
uint8_t padil[1];
uintlée 5 dl type;
uint8_t nw_tos;
uint8_t nw _proto;

uint8_t pad2[2];
uint32_t nw_src;
uint32_t nw_dst;
uintle_t tp_src;
uintle t tp dst;

}s

/*
/*
/*
/*
/*
/*

/*
/*
/*
/*
/*

Wildcard fields. */
Input switch port. */
/* Ethernet source address

/* Ethernet destination address.

Input VLAN. */

Input VLAN priority. */
Align to 64-bits. */
Ethernet frame type. */

IP ToS (DSCP field, 6 bits). */

*/

IP protocol or Lower 8 bits of

ARP opcode. */

Align to 64-bits. */

IP source address. */

IP destination address. */
TCP/UDP source port. */
TCP/UDP destination port.

OFP_ASSERT(sizeof(struct ofp_match) == 40);

*/

20
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/* Fields to match against flows */
struct ofp_match {
uint32_t wildcards; /* Wildcard fields. */
uintlé_t in_port; /* Input switch port. */
uint8_t dl_src[OFP_ETH_ALEN]; /* Ethernet source address. */
uint8 t dl dst[OFP_ETH ALEN]; /* Ethernet destination address. */

uintle_t dl vlan; /* Input VLAN. */

uint8_t dl_vlan_pcp; /* Input VLAN priority. */

uint8_t padi[1]; /* Align to 64-bits. */

uintle_5 dl_type; /* Ethernet frame type. */

uint8_t nw_tos; /* IP ToS (DSCP field, 6 bits). */

uint8_t nw_proto; /* IP protocol or Lower 8 bits of
ARP opcode. */

uint8_t pad2[2]; /* Align to 64-bits. */

uint32_t nw_src; /* IP source address. */ }.

uint32_t nw_dst; /* IP destination address. */

uintle_t tp_src; /* TCP/UDP source port. */

uintle t tp dst; /* TCP/UDP destination port. */

}s
OFP_ASSERT(sizeof(struct ofp_match) == 40);

20

Record Pattern : := MkPattern {
: Wildcard EthernetAddress;
: Wildcard EthernetAddress;
: Wildcard EthernetType;

: Wildcard VLAN;

: Wildcard VLANPriority;
: Wildcard IPAddress;

: Wildcard IPAddress;

: Wildcard IPProtocol;

: Wildcard IPTypeOfService;
: Wildcard TransportPort;

: Wildcard TransportPort;

: Wildcard Port

dlVlanPcp

nwProto



/* Fields to match against flows */

struct ofp_match {
uint32_t wildcards;
uintle_t in_port;

/*
/*

uint8_t dl src[OFP_ETH_ALEN];
uint8_t dl dst[OFP_ETH _ALEN];

uintle_t dl_vlan;
uint8_t dl_vlan_pcp;
uint8_t padil[1];
uintlée 5 dl type;
uint8_t nw_tos;
uint8_t nw _proto;

uint8_t pad2[2];
uint32_t nw_src;
uint32_t nw_dst;
uintle_t tp_src;
uintle t tp dst;
}s
OFP_ASSERT(sizeof(struct

/*
/*
/*
/*
/*
/*

/*
/*
/*
/*
/*

Record Pattern : Type := MkPattern {
wildcard fields. */ dlSrc : Wildcard EthernetAddress;
*/ dlDst : Wildcard EthernetAddress;

Input switch port. 3
dlType : Wildcard EthernetType;

/* Ethernet source address. */

/* Ethernet destination address. */ dlvlan : W11d?ard VLAN; ..
Input VLAN. */ lelanPcp.: Wildcard VLANPriority;
Input VLAN priority. */ nwsrc : w%ldcard IPAddress;

Align to 64-bits. */ nwDst : w11QCard IPAddress;
Ethernet frame type. */ nwProto :.wlldcard IPProtocolé

IP ToS (DSCP field, 6 bits). */ nwTos : w%ldcard IPTypeOfService;
IP protocol or Lower 8 bits of tpSrc : w}ldcard TransportPort;
ARP opcode. */ ?stt : W1}dcard TransportPort;
Align to 64-bits. */ inPort : Wildcard Port

IP source address. */ 3.

IP destination address. */
TCP/UDP source port. */
TCP/UDP destination port. */

ofp_match) == 40);

20



/* Fields to match against flows */
struct ofp_match {
uint32_t wildcards; /* Wildcard fields. */
uintlé_t in_port; /* Input switch port. */
uint8_t dl_src[OFP_ETH_ALEN]; /* Ethernet source address. */

uint8 t dl dst[OFP_ETH ALEN]; /* Ethernet destination address.

uintle_t dl vlan; /* Input VLAN. */

uint8_t dl_vlan_pcp; /* Input VLAN priority. */

uint8_t padi[1]; /* Align to 64-bits. */

uintle_5 dl_type; /* Ethernet frame type. */

uint8_t nw_tos; /* IP ToS (DSCP field, 6 bits). */

uint8_t nw_proto; /* IP protocol or Lower 8 bits of
ARP opcode. */

uint8_t pad2[2]; /* Align to 64-bits. */

uint32_t nw_src; /* IP source address. */

uint32_t nw_dst; /* IP destination address. */

uintle_t tp_src; /* TCP/UDP source port. */

uintle t tp dst; /* TCP/UDP destination port. */

}s
OFP_ASSERT(sizeof(struct ofp_match) == 40);

/ “ ! {
/" Emnypes “\__} dessnation from |
o88? £ 71 wheARP
E packet [
R e
EM type «
Cx0B00?

20

Record Pattern : Type := MkPattern {
dlSrc : Wildcard EthernetAddress;
dlDst : Wildcard EthernetAddress;
dlType : Wildcard EthernetType;

%/ dlvlan : Wildcard VLAN;

dlVlanPcp : Wildcard VLANPriority;
nwSrc : Wildcard IPAddress;

nwDst : Wildcard IPAddress;
nwProto : Wildcard IPProtocol;
nwTos : Wildcard IPTypeOfService;
tpSrc : Wildcard TransportPort;
tpDst : Wildcard TransportPort;
inPort : Wildcard Port

Definition Pattern_inter (p p':Pattern) :=
let d1Src := Wildcard_inter EthernetAddress.eqdec (ptrnDlSrc p) (ptrnDlSrc p') in
let d1lDst := Wildcard_inter EthernetAddress.eqdec (ptrnDl1Dst p) (ptrnDlDst p') in
let d1lType := Wildcard_inter Wordl6.eqdec (ptrnDlType p) (ptrnDlType p') in
let dlvlan := Wildcard_inter Wordl6.eqdec (ptrnDlVlan p) (ptrnDlVlan p') in
let dlVlanPcp := Wildcard_inter Word8.eqdec (ptrnDlVlanPcp p) (ptrnDlVlanPcp p') in
let nwSrc := Wildcard_inter Word32.eqdec (ptrnNwSrc p) (ptrnNwSrc p') in
let nwDst := Wildcard_inter Word32.eqdec (ptrnNwDst p) (ptrnNwDst p') in
let nwProto := Wildcard_inter Word8.eqdec (ptrnNwProto p) (ptrnNwProto p') in

let nwTos := Wildcard_inter Word8.eqdec (ptrnNwTos p) (ptrnNwTos p') in
let tpSrc := Wildcard_inter Wordl6.eqdec (ptrnTpSrc p) (ptrnTpSrc p') in
let tpDst := Wildcard_inter Wordl6.eqdec (ptrnTpDst p) (ptrnTpDst p') in

let inPort := Wildcard_inter Wordl6.eqdec (ptrnInPort p) (ptrnInPort p') in
MkPattern dlSrc dlDst dlType dlVlan dlVlanPcp

nwSrc nwDst nwProto nwTos

tpSrc tpDst

inPort.

Definition exact_pattern (pk :
MkPattern

(WildcardExact (pktD1Src pk))
(WildcardExact (pktD1Dst pk))
(WildcardExact (pktD1Typ pk))
(WildcardExact (pktDlVlan pk))
(WildcardExact (pktDlVlanPcp pk))
(WildcardExact (pktNwSrc pk))
(WildcardExact (pktNwDst pk))
(WildcardExact (pktNwProto pk))
(WildcardExact (pktNwTos pk))
(Wildcard_of_option (pktTpSrc pk))
(Wildcard_of_option (pktTpDst pk))
(WildcardExact pt).

Packet) (pt : Wordl6.T) : Pattern :=

Definition match_packet (pt : Wordl6.T) (pk : Packet) (pat : Pattern) : bool :=

noch /Da¥+aoarn 1ic amntyv Dav+orn intar faoavardt nat+orn nlk n+\ na+\ )



/* Fields to match against flows */

struct ofp _match { Record Pattern : Type := MkPattern {

uint32_t wildcards; /* Wildcard fields. */ diSrc : Wildcard EthernetAddress;
uint16_t in_port; /* Input switch port. */ dlDst : Wildcard EthernetAddress;
uint8_t dl _src[OFP_ETH_ALEN]; /* Ethernet source address. */ giT{pe f w%i:carg EtheTnetType;
uint8 t dl_dst[OFP_ETH_ALEN]; /* Ethernet destination address. */ Vlian : Wildcard VLAN; o
uint16 t dl vlan; /* Input VLAN. */ dlVlanPcp : Wildcard VLANPriority;
uint8_t dl _vlan_pcp; /* Input VLAN priority. */ nwSrc f w%idcard IPAddressi
uint8_t padi[1]; /* Align to 64-bits. */ wDst W1 9;a”d IPAddress; .
uintle_5 dl_type; /* Ethernet frame type. */ anrot? ',W1 dcard IPPro;oco >
uint8_t nw_tos; /* IP ToS (DSCP field, 6 bits). */ nwTos : w%idcard IPTypeO Serv1?e,
uint8_t nw_proto; /* IP protocol or Lower 8 bits of tpsrc : w% dcard TransportPort;
ARP opcode. */ tpDst : Wildcard TransportPort;
uint8_t pad2[2]; /* Align to 64-bits. */ inPort : Wildcard Port
uint32_t nw_src; /* IP source address. */ }.
uint32_t nw_dst; /* IP destination address. */
uintlé_t tp_src; /* TCP/UDP source port. */
uintlée_t tp_dst; /* TCP/UDP destination port. */
¥
OFP_ASSERT(sizeof(struct ofp_match) == 40);
ﬁ Nafinit+inn Dattarn intar fn n' ¢eDattarnn) .« —
detailed model of matching, forwarding, and flow table update
1€l UlLvlidil .= Wiiucldiu_dinlcr Wuir'uio. t:l,iut:k. \IJLIIIUJ.VJ.dII IJ) \pLIIIIJJ.VJ.dII p ) 41
VoS let dlvlanPcp := Wildcard_inter Word8.eqdec (ptrnDlVlanPcp p) (ptrnDlVlanPcp p') in
Entype e PCP. Use let nwSrc := Wildcard_inter Word32.eqdec (ptrnNwSrc p) (ptrnNwSrc p') in
os100? £ m“m‘:‘“é: o let nwDst := Wildcard_inter Word32.eqdec (ptrnNwDst p) (ptrnNwDst p') in
type check | let nwProto := Wildcard_inter Word8.eqdec (ptrnNwProto p) (ptrnNwProto p') in
let nwTos := Wildcard_inter Word8.eqdec (ptrnNwTos p) (ptrnNwTos p') in
let tpSrc := Wildcard_inter Wordl6.eqdec (ptrnTpSrc p) (ptrnTpSrc p') in
let tpDst := Wildcard_inter Wordl6.eqdec (ptrnTpDst p) (ptrnTpDst p') in
let inPort := Wildcard_inter Wordl6.eqdec (ptrnInPort p) (ptrnInPort p') in
/ "} Set® soume, § MkPattern dlSrc dlDst d1lType dlVlan dlVlanPcp
m; N o.::n:nnr;m"_ nwSrc nwDst nwProto nwTos
P oacket ! tpSrc tpDst
—— inPort.
Definition exact_pattern (pk : Packet) (pt : Wordl6.T) : Pattern :=
MkPattern
PP Use UDPYTCP (WildcardExact (pktD1lSrc pk))
£ type « costamson, | source and | (WildcardExact (pktD1Dst pk))
e ”g?f‘..:d Tﬂ'u (WildcardExact (pktD1Typ pk))

(WildcardExact (pktDlVlan pk))
(WildcardExact (pktDlVlanPcp pk))
(WildcardExact (pktNwSrc pk))
(WildcardExact (pktNwDst pk))

type and code (WildcardExact (pktNwProto pk))
(WildcardExact (pktNwTos pk))
(Wildcard_of_option (pktTpSrc pk))
(Wildcard_of_option (pktTpDst pk))
(WildcardExact pt).

Definition match_packet (pt : Wordl6.T) (pk : Packet) (pat : Pattern) : bool :=

noch /Da¥+aoarn 1ic amntyv Dav+orn intar faoavardt nat+orn nlk n+\ na+\ )



“In the absence of barrier messages, switches may
arbitrarily reorder messages to maximize
performance.”

“There is no packet output ordering
guaranteed within a port.”



“In the absence of barrier messages, switches may
arbitrarily reorder messages to maximize
performance.”

“There is no packet output ordering
guaranteed within a port.”

AN
>, &

Definition InBuf := MultiSet Packet.
Definition OutBuf := MultiSet Packet.
Definition OFInBuf := MultiSet SwitchMsg.
Definition OFOutBuf := MultiSet CtrlMsg.

21



“In the absence of barrier messages, switches may
arbitrarily reorder messages to maximize
performance.”

“There is no packet output ordering
guaranteed within a port.”

L

essential asynchrony: packet buffers, message reordering, and barriers

s, A

Definition InBuf := MultiSet Packet.
Definition OutBuf := MultiSet Packet.
Definition OFInBuf := MultiSet SwitchMsg.
Definition OFOutBuf := MultiSet CtrlMsg.

21



State :abstract type
fout : State = Switch X CtrlMsg X State'

fin : Switch X SwitchMsg X State — State’

controller model: fully abstract



Featherweight OpenFlow

[ detailed model of matching, forwarding, and flow table update
[ essential asynchrony: packet buffers, message reordering, and barriers

[4 controller model: fully abstract
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Featherweight OpenFlow

[ detailed model of matching, forwarding, and flow table update
[ essential asynchrony: packet buffers, message reordering, and barriers

[4 controller model: fully abstract

Only possible because the specification is simple and open

Future Work: counters and failures

Intentionally Omitted serializing OpenFlow messages



A Verified Controller



Desired Policy:
O Block SSH traffic
0 Forward other traffic normally

0 LogWeb requests

|
Host | E]’
2

Port |

==

Port 2

Port 3

Web Request Logger

|
Host 2 [j’
———2
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a

Desired Policy:

O Block SSH traffic
Forward other traffic normally
Log Web requests

Desired Flow Table:

dstPort: 22

[]

dstIP:

H1, dstPort: 80

Fwd 1, Fwd 3

dstIP:

H2, dstPort: 80

Fwd 2, Fwd 3

dstIP:

H1

Fwd 1

dstIP:

H2

Fwd 2

25
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Port 3

Web Request Logger
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Port 2

|
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a

Desired Policy:
O Block SSH traffic
Forward other traffic normally

Log Web requests

Desired Flow Table:

dstPort: 22

[]

dstIP: H1, dstPort:

80 |Fwd 1, Fwd 3

dstIP: H2, dstPort:

80 |Fwd 2, Fwd 3

dstIP: H1

Fwd 1

dstIP: H2

Fwd 2

Actual Controller ...

def switch_join(sw):
flow_mod(10, { eth: 0x800, proto: 6, dstPort: 22 }, [])

SW.
SW.
SW.
SW.
SW.
SW.
SW.
SW.
SW.

def packet_in(sw, pkt):

barrier_request()

flow_mod(9, { eth:

barrier_request()

flow_mod(9, { eth:

barrier_request()

flow_mod(8, { eth:

barrier_request()

flow_mod(8, { eth:

actions = []

if

if

if

pkt.dstPort == 22:
return

if pkt.dstPort == 80:
actions = actions + [Fwd 3]

pkt.dstIP == H1:

pkt.dstIP == H2:

0x800, proto:
0x800, proto:
0x800, dstIP:

0x800, dstIP:

actions = actions + [Fwd 1]

actions = actions + [Fwd 2]

sw.packet _out(pkt, actions)

6, dstIP: H1, dstPort: 80 }, [Fwd 1, Fwd 3])
6, dstIP: H2, dstPort: 80 }, [Fwd 2, Fwd 3])
H1 }, [Fwd 1])

H2 }, [Fwd 2])

.
Host | ’
D

AE—

Port |

Port 3

Web Request Logger

==

Port 2

|
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Desired Policy:
O Block SSH traffic
Forward other traffic normally

Log Web requests

Desired Flow Table:

dstPort: 22

[]

dstIP: H1l, dstPort: 80 |Fwd 1, Fwd 3
dstIP: H2, dstPort: 80 |Fwd 2, Fwd 3
dstIP: H1 Fwd 1
dstIP: H2 Fwd 2

Actual Controller ...

def switch_join(sw):
flow_mod(10, { eth: 0x800, proto: 6, dstPort: 22 }, [])

SW.
SW.
SW.
SW.
SW.
SW.
SW.
SW.
SW.

def packet_in(sw, pkt):

barrier_request()

flow_mod(9, { eth:

barrier_request()

flow_mod(9, { eth:

barrier_request()

flow_mod(8, { eth:

barrier_request()

flow_mod(8, { eth:

actions = []

if pkt.dstPort == 22:
return

if pkt.dstPort == 80:
actions = actions + [Fwd 3]

if

if

pkt.dstIP == H1:

pkt.dstIP == H2:

0x800, proto:
0x800, proto:
0x800, dstIP:

0x800, dstIP:

actions = actions + [Fwd 1]

actions = actions + [Fwd 2]

sw.packet _out(pkt, actions)

6

6

H

H

I

I

1

2

.
Host | ’
D

y

Port |

Port 3

Web Request Logger

dstIP: H1, dstPort: 80 }, [Fwd 1, Fwd 3])
dstIP: H2, dstPort: 80 }, [Fwd 2, Fwd 3])

}, [Fwd :

pid: 0 Barriers
0 packet in handler
O Frame type / protocol numbers

[ — e ——

25
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Desired Policy:
O Block SSH traffic
Forward other traffic normally

Log Web requests

Desired Flow Table:

dstPort: 22

[]

dstIP: H1l, dstPort: 80 |Fwd 1, Fwd 3

dstIP: H2, dstPort: 80 |Fwd 2, Fwd 3

dstIP: H1

Fwd 1

dstIP: H2

Fwd 2

Actual Controller ...

def switch_join(sw):
flow_mod(10, { eth: 0x800, proto: 6, dstPort: 22 }, [])

SW.
SW.
SW.
SW.
SW.
SW.
SW.
SW.
SW.

def packet_in(sw, pkt):

barrier_request()

flow_mod(9, { eth:

barrier_request()

flow_mod(9, { eth:

barrier_request()

flow_mod(8, { eth:

barrier_request()

flow_mod(8, { eth:

actions = []

if

if

if

if

pkt.dstPort == 22:
return

pkt.dstPort == 80:
actions = actions + [Fwd 3]

pkt.dstIP == H1:

pkt.dstIP == H2:

0x800, proto:
0x800, proto:
0x800, dstIP:

0x800, dstIP:

actions = actions + [Fwd 1]

actions = actions + [Fwd 2]

sw.packet _out(pkt, actions)

6, dstIP: H1, dstPort: 80 }, [Fwd 1, Fwd 3])
6, dstIP: H2, dstPort: 80 }, [Fwd 2, Fwd 3])
H1 }, [Fwd 1])

H2 }, [Fwd 2])
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Desired Policy:

O Block SSH traffic

Forward other traffic normally
Log Web requests

Desired Flow Table:

dstPort: 22

[]

dstIP: H1l, dstPort: 80 |Fwd 1, Fwd 3

dstIP: H2, dstPort: 80 |Fwd 2, Fwd 3 | Written by OpenFlow programmer

dstIP: H1

Fwd 1

dstIP: H2

Fwd 2

Actual Controller ...

def switch_join(sw):
flow_mod(10, { eth: 0x800, proto: 6, dstPort: 22 }, [])

SW.
SW.
SW.
SW.
SW.
SW.
SW.
SW.
SW.

def packet_in(sw, pkt):

barrier_request()

flow_mod(9, { eth:

barrier_request()

flow_mod(9, { eth:

barrier_request()

flow_mod(8, { eth:

barrier_request()

flow_mod(8, { eth:

actions = []

if

if

if

if

pkt.dstPort == 22:
return

pkt.dstPort == 80:
actions = actions + [Fwd 3]

pkt.dstIP == H1:

pkt.dstIP == H2:

0x800, proto: 6, dstIP: H1l, dstPort: 80 }, [Fwd 1, Fwd 3])
0x800, proto: 6, dstIP: H2, dstPort: 80 }, [Fwd 2, Fwd 3])
0x800, dstIP: H1 }, [Fwd 1])

0x800, dstIP: H2 }, [Fwd 2])

actions = actions + [Fwd 1]

actions = actions + [Fwd 2]

sw.packet _out(pkt, actions)
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Desired Policy:

O Block SSH traffic

Forward other traffic normally
Log Web requests

Desired Flow Table:

dstPort: 22

[]

dstIP: H1l, dstPort: 80 |Fwd 1, Fwd 3

dstIP: H2, dstPort: 80 |Fwd 2, Fwd 3 | Written by OpenFlow programmer

dstIP: H1

Fwd 1

dstIP: H2

Fwd 2

Actual Controller ...

def switch_join(sw):
flow_mod(10, { eth: 0x800, proto: 6, dstPort: 22 }, [])

SW.
SW.
SW.
SW.
SW.
SW.
SW.
SW.
SW.

def packet_in(sw, pkt):

barrier_request()

flow_mod(9, { eth:

barrier_request()

flow_mod(9, { eth:

barrier_request()

flow_mod(8, { eth:

barrier_request()

flow_mod(8, { eth:

actions = []

if

if

if

if

pkt.dstPort == 22:
return

pkt.dstPort == 80:
actions = actions + [Fwd 3]

pkt.dstIP == H1:

pkt.dstIP == H2:

0x800, proto: 6, dstIP: H1l, dstPort: 80 }, [Fwd 1, Fwd 3])
0x800, proto: 6, dstIP: H2, dstPort: 80 }, [Fwd 2, Fwd 3])
0x800, dstIP: H1 }, [Fwd 1])

0x800, dstIP: H2 }, [Fwd 2])

actions = actions + [Fwd 1]

actions = actions + [Fwd 2]

sw.packet _out(pkt, actions)

. inserted by controller




Desired Policy:

O Block SSH traffic

0 Forward other traffic normally
O LogWeb requests

Desired Flow Table:

dstPort: 22

[]

dstIP: H1l, dstPort: 80 |Fwd 1, Fwd 3

dstIP: H2, dstPort: 80 |Fwd 2, Fwd 3 | Written by OpenFlow programmer

dstIP: H1

Fwd 1

dstIP: H2

Fwd 2

Actual Controller ...

def switch_join(sw):
sw.flow_mod(10, { eth: ©x800, proto: 6, dstPort: 22 }, [])

sw.barrier_request()

sw.flow_mod(9, { eth:

sw.barrier_request()

sw.flow_mod(9, { eth:

sw.barrier_request()

sw.flow_mod(8, { eth:

sw.barrier_request()

sw.flow_mod(8, { eth:

def packet_in(sw, pkt):

actions = []

if pkt.dstPort == 22:

return

if pkt.dstPort == 80:
actions = actions + [Fwd 3]

if pkt.dstIP == H1:

actions = actions + [Fwd 1]

if pkt.dstIP == H2:

. inserted by controller

0x800, proto: 6, dstIP: Hl, dstPort: 80 }, [Fwd 1, Fwd 3]) formally verified

0x800, proto: 6, dstIP: H2, dstPort: 80 }, [Fwd 2, Fwd 3])

0x800, dstIP: H1 }, [Fwd 1])

Barriers

packet_in handler

Frame type / protocol numbers
transparent optimizations

0x800, dstIP: H2 }, [Fwd 2])

Qgagaga

actions = actions + [Fwd 2]
sw.packet _out(pkt, actions)
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Flow Table

Optimize

v

Smaller Flow Table

Runtime
System

OpenFlow Messages

Serialize verified code

i/ ............................................

serialization and physical network

Nettle
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theorems are slow



Throughput (CBench):

Performance

Verified Controller

3.5K messages / second

NetCore Controller

3.0K messages / second

theorems are slow
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Controller Traffic
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six switches
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Performance

Throughput (CBench):

Verified Controller

3.5K messages / second

NetCore Controller

3.0K messages / second
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0 Block SSH traffic
dstPort == 22 = Drop

0 Forward other traffic normally
dstlP==H1 = Fwd 1

dstlP==H2 = Fwd 2

0 Log Web requests
dstPort ==80 = Fwd 3

Priority |Pattern Action
10|dstPort: 22 []
9|dstIP: H1, dstPort: 890 |Fwd 1, Fwd 3
9|dstIP: H2, dstPort: 890 |Fwd 2, Fwd 3
8|dstIP: Hl1 Fwd 1
8|dstIP: H2 Fwd 2
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restrictTo (tcpPort != 22)

dstIP
dstIP
tcpPort

== H1 = Fwd 1 ||
== H2 = Fwd 2 ||
== 80 = Fwd 3

Conclusion

Featherweight OpenFlow
A foundational model for verifying SDN

Verified Controller

inserts barriers, handles packet in messages, and
optimizes flow tables

Verified NetCore Compiler
compiles to flow tables, uses the verified controller
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