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Mouvating Example

Broadcaster

Broadcast Encryption [FN'93]

* Lets you encrypt messages for a specific subset
* No one outside the subset can learn the message

* Can be constructed from constrained PRFs (bit-fixing PRFs)
IBW’13], [BWZ’14]
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Program Obfuscation [BGI+'01]

Obfuscated Program

Indistinguishability Obfuscation [GGH+13] [Zimmerman’14] [BGKPS 14]
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Obfuscate the circuit C’
Constrained key = O(C’)
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X

l
If Cx)=1 .

output F(K,x)
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X

y = F(K,x*) or y = random
Cs.t.C(x*)=0
K{C}

else fail

* X & Puncturable x

l PRF l
IfCx)=1 - - IfCx)=1 -

if x =x* if x =x*

output y* output y*
else output F(K,x) else output F(K,x)
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Motivation

Broadcast encryption for unbounded set of users

* Inputs to the PRF and for the constraint can be of any size, not fixed a priori

* Cannot have constraint as a circuit: Model the constraint as a Turing machine

|Zhandry’14]
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Constraint modeled as

* CPRFs for unbounded inputs under the assumption that public-coin
differing-inputs obfuscation exists [AFP’14]

|GGHW’14] [BCP’'14]
[BSW’16]

 Evidence that differing-inputs obfuscation may not exist
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Next Step Program

- (i, sti ,sym;, posi,acc)

*  Compute #(st;,sym;) = (sti+1,5ymi+1, posi+1)
* If sti11 is a reject state, output fail
else if sti+1 is accept, output F(k,acc)

else output (sti+1,5ymi+1, posi+1)

Issue: User can input illegal states, symbols to this program
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[KLW’14]

- Use “Splittable” Signatures !

- Use Accumulator at each step
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Final Construction

(t, sti ,sig, sym;, posi, acci, seed, proof, accn)

C MTERkkk K

Verify PRG(seed) = PRG(sm) for 2m <=t < 2m*1 else fail

Verify Current Accumulator Value acc;, else fail

Verify Signature on (st;, posi, acc;), else fail

acci+1 = Update Accumulator()

Output (sti+1,5ymis1, poSi+1,accCir1)
Output New Signature on (stj+1, posi+1, acci+1)

If t+1 = 2m+1 then new seed = sm+1 ; else new seed = ™

'y

|
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