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Face Matching (LSS, FHE)

LSS
PETER, TEWS, KATZENBEISSER
5 SECONDS PER FACE @ 200 FACE D

EigenFaces

A
A 4

FHE
TRONCOSO-PASTORIZA AND PEREZ-GONZALEZ
12 SECONDS TO MATCH
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Scanning Encrypted e-Mall

TRAINABLE BAYESIAN SPAM FILTER @ ~256B /< 1 MINUTE
BOGDANOV ET AL.

FHE STRING MATCH DETECTION @ 256 BYTES / 10 SEC
ROHLOFF, COUSINS, ET AL.

LSS REGEXP MATCH DETECTION ® KBYTE/ 30 SEC
GALOIS

GC REGEXP MATCH DETECTION
SHELAT ET AL. B ——————

Mail SpEnT
server

1 or 3 servers
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L iInear Rearession

3D LINEAR REGRESSION
10K POINTS IN ~5 SECONDS
GALOIS

SHE LINEAR REGRESSION
10K POINTS IN 280 SECONDS
BONEH AT AL.

HE TO AGGREGATE INPUTS, GC TO SOLVE CHOLESKY DECOMPOSITION
100M 20D RIDGE REGRESSION IN 10 HOURS
Y NIKOLAENKO, WEINSBERG, ET AL. Y

f )

I

AN\N __ InZxy) - (Zx3Y)
\  (nZx?) - (Zx)?

(ZYZx?) — (ZxZxy)

(nTx2) - (Zx)?

Y=mxX+b
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Route Mapping

GARBLED CIRCUITS WITH OUTSOURCING TO CLOUD SERVERS
BUTLER, TRAYNOR ET AL.
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Satellite Conjunction Analysis

2-PARTY
OSTROVSKY AND LU

LSS - BULK ANALYSIS & HEAT MAP
BOGDANOV ET AL.

Pi=

Z

1 & Ym VR — 2?2 YtV REZ— 22 (2 + Z)?
T /_ 5 [erf ( \/5% ) + erf ( \/ﬁ% )] exp (——202 ) dx

F

Conjunction Analysis (on deathstar.galois.com)

Individual | Sharemind (Bulk) | SPACE (Bulk) |

Object A Object B
Position|587 249 5 Position|260 307 456
velocity|-2 0 13 Velocity|10 5 8
Error |67382 33695 37039 Error |29607 26419 |39684
Radius |39 Radius | 19

Plaintext I SPACEl Sharemind |
Randomizel Regraphl Clearl

Plaintext result: 0.9% (computed in 0.00 sec)

Probability

DARPA DISTRIBUTION STATEMENT A: Approved for public release: Distribution unlimited
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And so on...

= Distributed Shared HMAC verification
= Distributed Shared Digital Signatures

B Secure statistical analytics for Differential Privacy Computation
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End-to-End Encrypted VolP Conferencing

FHE
ROHLOFF, COUSINS, ET AL.

LSS - 4 VOICES @ STREAMING 12KB/S AUDIO
GALOIS

. —— -‘-‘1!
PR —— _

iv VolIP coordinator
(modified uMurmur)

|
C servers or 1 FHE se

i
| IO P S B IR R T o ._:L

' Amazon ECS
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Streaming Data, Real-time Constraints

Problem: variable sample count
in each fixed input window

Inbound

voice packets Secret-shared

lookup

asvnahrm\ous arrival
table

varying # of parties

accumulator

90ms
accumulation
window

Outbound
processed

| packets
Solution: “Help out” the cryptographic solution:

Impose exkternal conkrol Laop and persis&eu& skake

Error-prone, awkward and tompiicaéed
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only by peo uthorize

only under conditions | allow

never for evil, and

only when documented transparently

02080
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A Sample Use Case

SELECT
ship_name,
stype AS ship_type,
count(*) AS Number_Of_Berths,
distance/speed AS eta

FROM ship
JOIN track ON ship.id = track.ship_id
JOIN shiptype ON ship.shiptype_id = shiptype.id
JOIN hasberth ON ship.id = hasberth.ship_id
JOIN berth ON berth.id = hasberth.berth_id,
community

WHERE (community.community_name = 'Bajor') AND (occupied = FALSE) AND (ship_time = 25)
GROUP BY ship_name, stype, ship_lat, ship_lon, community_lat, community_lon, cruisingspeed

ORDER BY eta;
© Galois, Inc. 2016

Community
MemberOf| Name
Organization < :gtn
org_name
TLocatedIn
AffiliatedWith
Force Evacuee
name name
elongsTo gender
K , birthdate
Ship condition
name
shipType |, — ocatedOn lAssignedTo
range Type
speed lHasTrack serth
L type
occupied
Track
lat
lon
speed
timestamp
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learning mobility

communication
& media

web
services

banking & finance health

. SPJU SQL
SN No recursion
no nested...yet

DURABILITY

Maybe Answer
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Partial Query Processing in SPDZ

Decrypt to Large record counts
Shares from multiple relations

\4

SPD/Z “plaintext RAM” computation model

Sort = Arbitrary RAM computation (registers and heap)
* if ORE unavailable = Does not hide access pattern (does it matter?)
. in relational DB = Memory statically allocated at compile-time
Join = Unbounded updates to registers and heap
* = Direct/ indirect heap access, direct register access
Select = Unbounded re-use and update during program

Project ‘
[ |

* Reactive: inputs and program based on prior outputs

Aggregate " Sub-linear access - not all data need be touched
and apply = Loops need not be unrolled — reduced program size
differential
privacy
* A bit racy (i leakage),
Encrypt for user buk simyt&r than unrolling circuits
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Simple-minded Conclusions

= RAM model often appears useful in “real-world” computations
= Dynamic iteration count in loops
B Sub-linear access cost for data
®  Reactive computation during run-time

= ORAM model may be too rich in security, too slow in practice

= Circuit model impractical for realistic data sizes, dynamic
computation
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