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Public-key encryption
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| T-security requires

public-key cryptography
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Software downloads
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Current public-key
cryptography
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“Generic” RSA

Public key: finite Group G, exponent e, gcd(e, |G]) = 1
Secret key: |G|

Allows to compute: ¢/g =g medlGl g e G
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“Generic” RSA encryption

Public key: finite Group G, exponent e, gcd(e, |G]) = 1
Secret key: |G|

Allows to compute: ¢/g =g medlGl g e G

plaintext encrypt ciphertext decrypt plaintext
- s — g
= g€ — ¢ S
g s=g i g="Ys ;
) )
G,e |G|
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“Generic” RSA signhature

Public key: finite Group G, exponent e, gcd(e, |G]) = 1
Secret key: |G|
Allows to compute: ¢/g =g medlGl g e G
Hash function h: {0,1}'- G
document sign signature verify valid /
d > — —> . .
s — /A S s =7 h(d) invalid
4 /4
) )
|G| G, e

7
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RSA: How to keep |G| secret?

Public key: e,p,qprimes, n =pq, G = (Z/nZ)"
Secretkey: |G|=(p—-1)(q—1)

relies on hardness of integer factorization

mmmm) only known method to keep |G| secret
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Factorization complexity

L [u V] — eV(Iogn)u(|Og|ogn)(l—u)
n J
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(log n)V polynomial

(elog v exponential
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1984 1988 0% 1996 2009
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RSA-120 RSA-130
(@S) (NFS) RSA-768
it (NFS)
Elll&t;(;h%lérve RSA-576
(NFS)
21061 -1
(NFS)
Quadratic Sieve Number Field Shor
Ln[1/2,1 4+ 0(1)] Sieve algorithm

L,[1/3,3/64/9] Ln[0,v]
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ElGamal encryption and signatures

Rely on Discrete Logarithm Problem:
Given: Group G =(g), heaG
Find: x € Z with h = g*

Choices for G: -GF(p™)*

- group of points of elliptic curves over GF(p")

1 ¥
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Algorithms for solving GF(p™)*-DL A
1975 4992 1994 po1o 2013 ,g14
................... >
GF(2257-24)
Number Field
Sieve
X GF(36'97) Joux
Ln[1/3,3/64/9] L_n[1/4,v]
Shor algorithm
L, [0, V]
Pollard Rho GF(3*479)
L_n[1,v]
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2000
1994
1975 1997 2002 2004 2009 2014
................... >
ECC2K-108
ECC-p-79 ECC-2-109
ECC-p-109 Secp112r1
Shor algorithm
L,[0,V] ECC2K-113
Pollard Rho
L,[1,v]
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Shor’s algorithm 1997

Polynomial-Time Algorithms for Prime Factorization
and Discrete Logarithms on a Quantum Computer*

Peter W. Shor'

RSA and ElGamal
e sl NS cUre

an increase in computation
true when guantum mechanics is taken into consideration. This paper considers
factoring integers and finding discrete logarithms, two problems which are generally
thought to be hard on a classical computer and which have been nsed as the basis
of several proposed cryptosystems. Efficient randomized algorithms are given for
these two problems on a hypothetical guantum computer. These algorithms take
a number of steps polynomial in the input size, e.g., the number of digits of the
integer to be factored.

Keywords: algorithmic number theory, prime factorization, discrete logarithms,
Church’s thesis, quantum computers, foundations of quantum mechanics, spin systems,
Fourier transforms

AMS subject classifications: S1P10, 11Y05, 68010, 03D10
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Quantum computer realistic?

National Security

IntheNews  Drones American Airlines Benghazi Ferris wheel ‘American Idol’

MA
Stat

Senate report:
Benghaz attack
was preventable

VIDEO | Top
Springsteen
political moments

NSA seeks to build quantum computer that
could crack most types of encryption

By Steven Rich and Barton Gellman, Published: January 2 E-mail the writers
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Quantum computer realistic
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NEWS

Researchers use silicon to push quantum computing
toward reality

—— MORELIKETHIS ——

Quantum rewrites the rules of computing

n ‘ et ‘ > ' ‘9 | IBM spending $3 billion to rethink
= v %
== “ A o 3

| decades-old computer design
-

-~
! { Money talks, and that's all guantum maker
D-Wave has to say

i

Researchers at the University of New South Wales are pushing forward the possibility of developing a true
quantum computer. From left, Juha Muhonen, Andrea Morello, Menno Veldhorst and Andrew Dzurak have
been researching ways to use silicon to develop quantum bits.

Credit: University of New South Wales

New tech could let quantum machines tackle huge
problems

By Sharon Gaudin
Computerworld | Oct 23,2014 9:27 AM PT

FOLLOW ‘

Researchers in Australia have develoned silicon-wrabped auantum technoloav

Popular Now: w inlfl 3 PO

ing processors
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IBM spending 53 billion to rethink
decades-old computer design

Maoney talks, and that's all quantum maker
D-Wave has to say
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Quantum computer

| rom Wiopedia, B1e fres ancyclopedia

A quanium computer i 8 eomputailon systerm thet makes direct uze of quantem-mechanical phenomena, such &3 superposiion and entanglement. to parform
eperations on date.”’ Quenturn computera sre different from diglisl computers besed on tranalstors. Wheresa digital cormpulers require date to be encoded ino binsry
digits (bils), aach of which is always in crie of bwo dafinile stales (0 or 1), quantun compulation uses qubits (quantum bits), which can be in suparpasitions of states. A
thearstical model is the quantum Turing machine, also known as the universal gquanturn computer. Quantum computers share theoretical simianties with
nen-deterministic and prosenfste computers: ene example IS the ablity 1o Be In mare than ene atate sirmutanecusty. The field of quantum cormputing weas first
introguead By Yur Manin i 19801 end Fichard Feynman in 1982751 & quantum computer with spine as guantum bits was also fanmulated for Use Bs & quanium

space—iime in 19648,

As of 2014, guantum cormgputing ks still in itz infancy but expermenis hawe been carmed cut In which guantum cormputatona! operations were executed cn & wery small
number -::'u’|:|ul:|it*.i.[':'1 Both practical and theorebcal research continues, and many national governments and milizary funding agencies support guanium computing
research to develop quanium computsrs for boeth civilian and national security purposes. such as n‘;'phnal;.'sjs.ﬁ

Langs-scals quartum computees will b= able to solve certain problems much quicker than any classical computer wsing the best cwrently known algorithms, like integer
factorization using Shor's slgorthm or the almustion of guanium many-body systems. There exlst guantum algorithrns. such &3 Simon's elgorithm, that run faster than
any possible prooablistic classical ngnrﬂhm.re- Siven sufficlent computations! resources, however, a clessical compuier could e mads to simulate any gquantum
algorithm. as quantumn compulaton does not violate the Church—-Turing thesis. I
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Post-guantum
cryptography
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Performance requirements
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2015
2025
2030
2040

« Space for keys and signatures: a few kilobytes

80
96
112
128

Ecrypt recommendations

1248
1776
2493
3248

« Small ciphertext expansion

Times: milliseconds

160
192
224
256
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Post-quantum problems” £l

No provable quantum resistence

We must look here

Bounded-Error
Quantum
Polynomial-Time

n;l_"j_'fﬁ'}?!‘
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Solving non-linear equation systems
over finite fields

Bounded distance decoding over /
P

finite fields \NP-complet
| S

Short and close lattice vectors /
NP

actoring

Breaking cryptographic hash
functions

Quantum key exchange
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Strategy

Crypto scheme

Security level parameter set 4

Assess Optimize performance

@ 3 @

hardness instance

Quantum resistant problem
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VIQ problem o
4x + x*> +y?z =1 mod 13
7y% + 2xz% = 12 mod 13
X +y?+12xz?> =4 mod 13
Solution: x = 15, y = 29, z = 45
16.01.2015 | 30 7

CROSSING



574  TECHNISCHE
S\

@‘g UNIVERSITAT
@)Z_f!> DARMSTADT

MQ-Problem

Given: n,m,pq,...,Pm € F[Xy, ..., X,] quadratic, F finite field

Find:  yy, ...,y € F, such that
P1(Y1, s ¥n) = o = Pm (Y1, s ¥n) = 0

MP is NP-complete (Garey, Johnson 1979) (decision version)

1 ¥
16.01.2015 | 31 X 4
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Multivariate signatures

P: F* - F™, easily invertible non-linear

S:F* > F T:F™ —» F™M affine linear

Public key: G = S°P°T, hard to invert

Fast

Large keys:

100 kBit for 100 bit
security
Compared to

Secret Key:  S,P,T allows to compute G'= T~ 1-p~1.5~1 | 1776 bit

RSA modulus

Signing: s = T 1eP71eS71(m)
Verifying: G(s) =’ m

UOV , Goubin et al., 1999
Rainbow, Ding, et al. 2005
pFlash, Cheng, 2007

Gui, Ding, Petzoldt, 2015

Forging signature: Solve G(s) —m =0
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Bounded distance decoding problem

n

Given: * Linear code C € F;
* YEF;
* teN

Find: e x€C: dist(x,y) <t

BDD is NP-complete (Berlekamp et al. 1978) (Decisional version)
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McEliece cryptosystem (1978)
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S, G, P matrices over F

G generator matrix for Goppa code <«

Public key:

Secret Key:

Encryption:
Decryption:

G' = S°GeP, t
P,S,G

c=mG +z€F"
x=cP™! = mSG + zP~1
solve BDD to get y = mSG

decode to obtain m

Allows to
solve BDD

Fast

Large public keys!
500 kBits for 100 bit security

Compared to 1776 bit RSA
modulus

IND-CPA secure version

16.01.2015 | 35

7

CROSSING




Lattice-based
cryptography

CROSSING



Why lattice-based cryptography?

 EXxpected to resist guantum computer attacks
« Worst-to-average-case reduction

« Permits fully homomorphic encryption
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Lattice prOblemS g UNIVERSITAT

n€N,L=7%Zb; +--+ Zb, € R" lattice; B = (b, ..., b,) basis

a-Shortest Vector Problem (SVP)
Given: o > 1, lattice L = L(B) basis B

Find: v € L nonzero such that ||v|| < aA;(L)

a-Closest Vector Problem (CVP)
Given: a > 1, lattice L = L(B) basis B, t

Find: v € Lsuch that ||t — v|| < aminye, ||t — w||
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2-dimensional aCVP L e

Given: B = (by,by), ta
Find: CV(t) € L(B): [[t—CV(®)I| < o min ||t — w|
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Complexity of a-CVP

Arora et al. (1997):
log(n)" - CVP is NP - hard for all c

not NP -hard

NP -hard

Goldreich, Goldwasser (2000):

Q(\/ﬁ/ Iog(n))- CVP isnot NP -hard or coNP c AM
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Practical complexity

LATTICE
CHALLENGE

INTRODUCTION

Wieleome Lo Lhe lettice challenge

Barlding upon m popular paper by Aftai [1], we have constructed lattice bases for which the
salution of SVP imphes & solution of SYP in &l lettices of a certain smaller dimension. This

does not mean that ane can salve all instances simultaneously, but rather thal one can solve

hrd imstances and most

stence of short vectors

http://www.latticechallenge.org/

in each of the cormesponding lattices in [2], ‘We chellenge everyone to bry whatever means to

find & short wector There are Two ways to enter the nall of ramsa:

s Tackie a challenge dimension that nobody succeeded in before;
* Find an even shorter vector in one of the dimensions listed m the hall of tame
Refarencas
Ajtmi; Generating Hard Instances of Lattoce Problems, STOC 1996
2. Buchmann, Lindner, Rikckert: Expliot Hard Instances of the Shortest Vector Prohlem,
POCrypto 2008 .

HALL OF FAME

Pasition Dimension Euclidean norm Contastant Submission
Yuanmi Chen

a25 120,37 Phang Neuyen

Dl

72
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The idea of lattice-based cryptography §i EEC'R\H’,\%;I%,CIEE
« GGH Sign 1995

* NTRU Encrypt 1996

« NTRU Sign 2003
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Reduced bases (Gaufl3 1801)

| =
@2 &
=
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(bq,b,) reduced = CVP easy

t= X1b1 + Xzbz
CV(t) = [x1]b; + [%,] b

ST
LHEF
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B = (by,b,)not reduced = CVP hard i

I

Another basis

t= (—?;;) = 79009 (19090) +966.6- (32)

100

501-(199) 557 (2) =(22) + () = cvre

16.01.2015 | 45 H
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Key generation

Key generation: n € N, L. € R® |attice
Secret key: ,reduced” basis B of L. (Allows to efficiently solve CVP.)

. ,bad” basis ' of L. (Does not.)

1
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Public-key encryption SR

Plaintext v € L

Encryption( , V)

- smalle € R®

- ciphertext w= v+e /e
v

Decryption(secret key, w):
- v = CV(w)

r.-:;l‘_'_*._'.'-"lj‘;:_:.‘
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Digital sighature

Public: Cryptographic hash function h:{0,1} - R»

Sign(secret key, document d):

w = h(d)
v = CV(w)
i oW
Verify( LV, W): v e
v close tow ?
16.01.2015 | 48 E>
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Learning the secret key
Nguyen and Regev 2006

\sj
l s3
S2 §4/

NTRU-251 broken using = 400 signatures
GGH-400 broken using = 160.000 signatures

1
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Performance

« NTRU encrypt 1996: fast and small

The provable schemes to be studied more

« Bliss 2013 and Bai/Galbraith 2014 signature with
improvements of Bindel: fast but large signatures

« Lindner, Peikert 2010 encryption with improvements of
Gopfert: fast but ciphertext expansion
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Hash-based signatures
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Typical construction
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Trapdoor one-way Collision resistant hash
function function

Digital signature
scheme
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Trapdoor one-way functions hard to construct

but not required

Digital signature
9 \ 9 €-----————-3  One-way FF
scheme i Naor, Yung 1989
I Rompel 1990

16.01.2015 | 53 I 1

CROSSING



XMSS signature

JB, Coronado, Dahmen, Hiilsing
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Qe
Q E&%ﬁy’ﬁ;‘

(7

Based on Merkle signature scheme

Has minimal security requirements

One-way FF

Second-preimage
resistant HFF

Pseudorandom FF

\
P

XMSS
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XMSS in practice
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Trapd ne-way
fungiion
DL R -Sign

Pseudorandom FF

Block Cipher

Second-preimage
resistant HFF
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Hash functions & Blockciphers
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AES
Blowfish
3DES
Twofish
Threefish
Serpent
IDEA
RC5
RC6

SHA-2
SHA-3
BLAKE
Grastl
JH
Keccak
Skein
VSH
MCH
MSCQ
SWIFFTX
RFSB
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XMSS performance

TECHNISCHE
UNIVERSITAT
DARMSTADT

Signature Public Key Bit
(119 (bit) Security
XMSS-SHA-2 35.60 1.98 16,672 13,600 3,364 157 h = 20,
W = 64,
XMSS-AES-NI  0.52 0.07 19,616 7,328 1,684 84 h = 20,
w=4
XMSS-AES 1.06 0.11 19,616 7,328 1,684 84 h = 20,
w =4
RSA 2048 3.08 0.09 < 2,048 < 4,096 < 512 87
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XMSS transfer project
Denis Butin, Stefan Gazdag
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Practical Hash-based Signatures

/\

http://www.square-up.org/
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Soviel ist sicher.
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Conclusion
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Todos

» Standardize and integrate into standard applications: XMSS + NTRU-

Encrypt/McEliece I _ /

= Provide/optimize security proofs CROSSING

http://www.crossing.tu-darmstadt.de

» Study computational problems in the presence of modern computing architectures
-> parameter selection

» Optimize schemes for secure parameters - consider side channels.

» [ntegrate with quantum key exchange.
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